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Iapacumuyka Quera Iroposuua
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Bbananskoi Banepii CepriiBuu
«Ilinpumenns e)eKTHBHOCTI 3aXHCTY NePCOHAJTBHHX JaHHX KOPHCTYBaYiB B
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(ramy3s 3HaHb 12 «IHpoOpMaLiiiHi TeXHOIOTI»)

AKTyaJIbHICTh TEMH JHCEpTalil.

[IpoGiieMa TepeBipKH [JOCTOBIPHOCTI TEPCOHANBHHUX [aHMX Y IEPiKaBHHX
inopMariifHuX cucremMax YKpaiHM J0CI BHPIIIYEThCS IEPEBAXKHO 32 JOIMOMOIOHO
LIEHTPaJi30BaHUX CTPYKTYP 3 MiHIMAJIbHAM YPaxyBaHHSIM KOHTEKCTY TpaH3akuii Ta 6e3
MeXaHi3MiB CEMaHTHYHOIO KOHTPOII. Y TakuX ymoBax HaBiTh oQiUiifHO miamucadi
HU(PPOBUM THAMHCOM JaHI MOXyTb OyTu (anbcu(ikoBaHUMH ab0 MONAHUMH 3
NOpYIIEHHAM MpaBoMipHOCTi. Lle cTBOproe cepiio3Hl pU3UKU Ui IOPUAWYHO 3HAYYIMX
NepIKaBHUX PillieHb — BiJl peecTpalii HepyXOMOCTi 4O IPU3HAYEHHS COLlialbHIX BHILIAT.

AxrtyanbHicTs pocnimkenus banaupkoi Banepii CepriiBuu mnonsrae y po3po0ii
MeTOJy TPHETAIHOI Bepudikallii JOCTOBIPHOCTI TpaH3aKMLili y NO3BINBHOMY OJI0K4ElH-
CepeIOBHILl, IO BPAaxOBY€ He JHIIE CTPYKTYpPHI O3HAKH (CMapT-KOHTPAKTH), aje u
kpuntorpadiysni  WiATBEepIKEHHA  HpPaBOMIPHOCTI  (JOBIPEHICTH  HYJIbOBOIO
PO3rOJIOLICHHS) Ta TOBETiHKOBI 3aKOHOMIPHOCTI (21rOpHTMH MAIIMHHOTO HaB4YaHHA). Ha
BiZIMiHY BiJ iCHYHOUHX CHCTEM, MOJEJb J103BOJIss€ ()OPMYBaTH IHTETpalbHy OLIHKY
PH3HKY JOCTOBIPHOCTI 3 BAKOPUCTAHHSM CHTMOINHOI (QYHKIII Ta BaroBUX Koe(ilieHTIB
monynie SC, ZKP i ML.

JlojaTKOBY aKkTyalbHICTB pOOOTI HaJae OpieHTALlis Ha HTerpauiro 3 AepKaBHUMHU
miatrgopmamu, TakuMu sk «Jlis», €JIJIP i3 noTpuMaHHAM BUMOI 3aKoHy YKpaiHu
Ne 4336-1X, GDPR ta cranmapry ISO/IEC 27701. BpaxyBaHHS IOBEIIHKOBHX I1aTEPHIB
KopucTyBauiB, peainizoBaHe uepe3 REST API-mMonmyns mnepesipku, 3a0esneuye
nigBMiIeHy cTikkicTs no atak tumy Unauthorized Submit, Replay Attack ta DoS-
iMITyJTBCiB, 110 TiATBEPIKEHO B eKCriepuMeHTansHOMY cepenoBuili Hyperledger Fabric.

3anporoHoBaHa B JMCepTallifiHOMY AOCIHiIKEHHI MOJEIb pearye Ha IpPaKTHYHY
notpeby JepkaBHUX iH(GOPMALIHUX CUCTEM Y MepeBiplli JOCTOBIPHOCTI TPaH3aKLIMH i3



ypaxyBaHHIM He JIUIIe TEeXHIYHHX, a i 3MiCTOBHX Ta NOBEIIHKOBHX XapaKTEPHCTHK, L0
€ KpUTUYHO BaXKJIMBUM JUIsi 3ar100iraHHsA MaHIMyJSILIAM 3 NEPCOHAILHUMU JIAHHMH.

3B'A30k TeMH AHcepTamii 3 Jep:KAaBHHMH MNpOrpaMaMH, HAYKOBHMH
HANPSMAaMH YHiBepcHTeTY Ta KadeapH .

TemaTHka AuWcepTalifHOro JOC/I/UKEHHS BIANOBLIAE€ HAYKOBUM HalpsMaM
xadenpu 3axucty inpopmauii HanionansHoro yHiBepcuteTy «JIbBiBCchKa MoJiTEXHIKaY,
30KpeMa JOCHIDKEHHIO CHCTEM KpUOTOrpadiuHOro 3axMCTy MNaHMX, apXITeKTyp
nudpoBux muarGopM, MeXaHi3MiB IOCTOBIPHOCTI iHpoOpMalii, a TaKoX TEXHOJIOIH
BUSBJICHHS AHOMaNii y MOBEMiHII KOpHCTyBadiB. PobGora crpsMoBaHa Ha
yJIOCKOHAJIEHHS. MEeTOiB BepuQiKallii NepcoHaNbHUX [aHMX Y JEPKaBHUX peecTpax 3
BMKOPHUCTaHHSIM J[03BLIBHOIO GJIOKYEHH-CepeloBUIA, CMAPT-KOHTPAKTIB, IOBEIEHHS 3
HYJLOBHM PO3TOJIOLIEHHSIM T4 MAIIMHHOTO HAaBYaHHs, L0 € aKTYalbHUM Yy Mexax
dopMyBanss iHpopMaliiiHoi Ge3rekH AepikaBH, PO3BHUTKY 3acobiB mpoTHAIl MiApobi
nudpoBHX TPaH3aKLiH Ta MOOYOBH HalliOHAJILHUX CUCTEM IIH(PPOBOI NOBIpH.

HaykoBa HOBH3HA OCHOBHHX Pe3y/IbTaTiB AHcepTauii Mosirae B po3poOneHHi
METOONOrIi MEPEXPECHOro  BIPOBAKEHHS [POBIIHMX CTAaHAApTIB ayauTy 3
KibepOe3nexu:

1. Bnepmie po3poGjeHo TpHETANTHy MOZENb II€PeBipKM  JIOCTOBIPHOCTI
TpaH3aKIi# y AO3BUIbHUX OJIOKUYEH-CepeoBUIIAX 38 PaXyHOK MOEIHAHHA MEPEBIPKH
CTPYKTypH TpaH3akilii 3aco0amMd CcMapT-KOHTpaKTiB, KpunTorpadiyHoi Banijauii 3a

aHaJli30M KOPUCTyBaya 3 BHKOPHCTAaHHSM aIlOPUTMIB MAIIWHHOTO HABYaHHS.
Po3pobneHa TpueTanHa MOJENb IepeBipKM JOCTOBIPHOCTI TpaH3aKIil [103BOJIMIIA
3a0e3eunuTH 0araropiBHEBY IIEpeBipKY IOCTOBIPHOCTI J@HHX O MOMEHTY 3aIluCy y
GrmoxuelH Ta MiJBHINWIO piBeHb 3aXMINEHOCTI Bij KoMmpomeranii KOpHCTyBadiB y
UG pOBUX AepKaBHUX M1aTopmax.

2. Boepwme po3poGjieHO MaTeMaTHYHHMI amapar OOYMCIIEHHS  PH3HKY
HeJOCTOBIPHOCTI TpaH3akUiii y [O03BUIBHUX OJOK4YeHH-cepeoBHIIaX Ha OCHOBI
curmoifHoi MVHKIIT 3 BaroBUMHM KoedillieHTaMH, M0 B1IOOPaXarOTh BILTHB KOXHOTO
eTany TepeBipKH, CTPYKTYpHOT0, KpHITOrpadidHOro Ta MOBEAIHKOBOIO, Ha 3arajibHUi
piBEHb IOBIpM 0 JIAHMX KOPHUCTyBadiB. MaremMaTHYHWH amapaT peali3oBaHO Yepes
iHTerpoBany JjoricTudHy OQyHKUiIO, 10 3a0e3reuye yXBaJeHHsA pillleHb Y DPEXHUMI
peabHOro yacy, 10 HiJBMIIMIO TOYHICTH aBTOMAaTH30BAHOI'O BiJICIBY TpaH3aKIiH i3
BHCOKHAM pH3MKOM Ta 3a0e3Neunsio MifABUINEHHS 3aXMCTy MEPCOHANBHUX [OaHUX Y
nepkaBHUX iH(GOpMaLifHAX CHCTEMaX B PEXKMMI PEalbHOTO 4acy.

3. OrpumaB NOJAJBIIHH PO3BHTOK CEMaHTHKO-TIOBEAIHKOBMH  METOX
Bepudikanii TpaH3aKLUii y JO3BUIBHHX OJIOKYeHH-CEepeOBUIIAX, 3a PAXYHOK BBEICHHS
4acOBUX XAPAKTEPUCTHK 3allUTiB, MEPEKEBUX XapPAKTEPUCTHK, ICTOPIl 3MiH, a TAKOX



MpOIleCY TEepPeBIPKH THUIOBHX /I KOPUCTYBauiB. YJIOCKOHAJIEHUH CEMaHTHKO-
NOBEIHKOBHH MeTo Bepudikallil TpaH3aKIli jae 3MOTy aHalli3yBaTH TpPaH3aKI[IO He
JMIIE 3a 3MICTOM, a MW 3a KOHTEKCTOM 1iI CTBOpPEHHS, IO J[03BOJSE MIABUIIUTH
e()eKTUBHICTh BUSBIEHHS (anbcudikaliii Ta aHOMasii, 30KpeMa B yMOBax arak i3
BHYTPILIHBOIO cepeloBulla ado 3a yuacti aBToMaTH30BaHUX OOTIB.

CTyniHb 00IPYHTOBAHOCTI HAYKOBHX MOJIOKeHb JHcepTawii i iX J0cTOBIpHICTH
Ta HOBH3HA.

HaykoBi monoxeHHs, copMyIbOBaHl y AucepTalii, BiA3HAYalOThCs JIOCTATHIM
piBHEM OOTPYHTOBAHOCTI, 10 6a3yeThCs HA IMIMOOKOMY aHalli31 CyyacCHHX HOPMATHBHUX
BMMOT, MOJE/IIOBAHHI PH3MKIB Ta BHKOPHUCTAaHHI IHCTPYMEHTIB KpUNTOrpadidHOro i
MOBEIIHKOBOTO KOHTPOIIIO TPaH3aKI[ii. 3arpornoHOBaHUN TPHETAITHUN METO/| TepeBIpKH
JIOCTOBIPHOCTI BKIFOUae (opMalizoBaHi alrOpUTMH CTPYKTYpPHOI Bajijanii, J0BeIeHHs
3 HyJIbOBHM PO3TOJIONICHHAM Ta MAaUTMHHOTO HaBYaHHS, 10 MIATBEPIKY€E KOMILIEKCHUN
TiAX11 IO OLIHKH JOCTOBIPHOCTI MEPCOHANBHUX JaHUX.

ApxiTeKTypHi Ta alrOPHUTMIYHI pIlIEHHA [OucepTauii peasi3oBaHi y BHIIISI
nporoturty 3 REST API, mo no3Bonwno 3aiiicHUTH anpodalliro 3anporoHOBaHHX
nigxoxis y a03BiIbHOMY OJiOKueiH-cepenoBuiili. HoBu3Ha pesynpTatiB Hojdrac y
[IO€HAHHI JIEKIIBKOX HE3aJIeXXHHUX PIBHIB TEPEBIPKU B €AUHY MOJENb NPUNHHSATTS
pillieHb, 3/1aTHY pearyBaTH Ha TIOBEIIHKOBI aHOMallil Ta Kpunrorpadiudi NopylieHHs B
peanbHOMY dHaci. JIOCTOBIpHICTh HayKOBMX IOJIOKEHb MiATBEPKYETHCS JIOTTYHOKO
3aBEPIIEHICTIO TOCHI/UKEHHS Ta Pe3yIbTATAMU iMITAllIfHOTO MOJI€TIOBAHHS.

HaykoBe 3HaueHHs] BHKOHAHOIO MOCJHIIZKeHHSI I3 3a3HAYEHHSAM MOKJIHBHX
HAYKOBHX rajiy3eil Ta po3iijiB NmporpamM HaB4YaJIbHHX KYPCIB, A€ MOXYTb OyTH
3aCTOCOBAaHI OTPUMaHi pe3yJIbTaTH.

OtpuMaHi pe3yJbTaTH aBTOPOM, MAlOTh 3HA4YCHHA JUId PO3BHUTKY HayKOBHX
miaxomiB 10 3a0e3nedeHHs JJHOCTOBIPHOCTI TEPCOHAIBHUX JaHUX Y JeprKaBHHX
iHpopMaliiHUX CHCTeMax, 3 ypaxXyBaHHSAM Cy4YaCHHUX BHIKIHUKIB y cdepl LU(POBOI
Oe3neku, MoOyI0BH JOBIpYMX IUIATGOPM, a TAKOXK pealtizallii NpUHLMIIB KibepririeHu
B apXiTekTypax Ha 0azi NO3BLILHOrO OJI0KUeiH-cepeIoBUIIa.

PesyneraT auceprauiiinol pobotu bananekoi Banepii CepriiBHu BIpoBaIkeHi y
HaBualbHU nporec kadeapu «3axucT iHGOpManiiy HaulioHanbHOro yHiBepcuUTeTy
«JIpBiBChKa TIONiTEXHiKa» TpU BHUBYeHHI Jaucuuiiinkg  «HopmaTtuBHO-11paBoBe
3a0e3eYeHHs Ta MiXKHAPOIHI CTAHIAPTH KibepOe3nekuy isl CTy AEHTIB IIePLIOro PiBHS
BHIIOI OCBITH HANpAMKY Iiarorosku 125 «KibepbOesneka Ta 3aXucT iHGOpMALii».

IpakTHYHe 3HAYEHHsI OJEPKAHUX Ppe3yJabTaTiB TIOJIAra€ y MOXKJIHMBOCTI
Ge3mocepeHLOr0 3aCTOCYBaHHS 3alPOTIOHOBAHOI TPHETAITHOTO METONY IepeBIpKH
JIOCTOBIpHOCTI  TpaH3aKWid y JIO3BUILHOMY ONOKUYeHH-CepeloBHINI  JIepXKaBHUX



iHhOpMaLliHHUX CUCTEM, 30KpeMa TaKuX, [0 MpallolTh 13 KPUTHYHO BaXKIUBHMH
MePCOHAILHUMH JJAHUMH.

1. ExcrepuMeHTaIbHO MIATBEPKEHO, IO TpUETAaNnHa MOJeidb MepeBIpKU
JIOCTOBIPHOCTI TpaH3aKliil y J03BUILHOMY OJIOKUYEHH-CEpEeIOBHUIL, sIKa BIPOBAIKEHA Y
Flask-cepenoBuil 3 BukopuctadisiMm REST API ta rutar@opmu Hyperiedger Fabric, Ha
BIJIMIHY BiJi LIEHTpaTi30BaHUX, J03BOJIAEC 3a0€3MeYUTH MOYJbHY MOOYIOBY CHUCTEMHU
MepeBipKH JTOCTOBIPHOCTI TpaH3aKIlii Ta IIBMJLIE MaciuTtadyBaHHs NpU iHTerpauii 3
aepaBHUMH  iHdopManiitHuMu  mmatGopMaMu.  3a  pe3ylbTaTaMH  TeCTyBaHHS
HpOBA/KEHa MO/ielib 1epeBipKH JOCTOBIpPHOCTI TpaH3aKiiili NpOAeMOHCTIpyBaja
eeKTUBHY poOoTy 3 00poOKoro 10 4,8 TpaH3akLiii Ha CEKyHJy Ta CEpeiHIM 4acoMm
Bignosigi 0,21 ¢, mo BiamoBizae BUMOram 10 UUGPOBHUX JIEPXKAaBHUX PEECTPIB Yy
ny0IiYHOMY CEKTOPI.

2. PeamizoBaHa MaTeMaTHYHA MOJENh IHTErpasbHOI OIIHKM JIOCTORIPHOCTI
TpaH3aKIii, [0 eKCIEePUMEHTAJILHO BIPOBA/PKEHA Yy J03BUIBHOMY OJOKYeiH-
CepelIOBHUIII HAa OCHOBI cUIMOT/IHOI (yHKIIIT 3 BaroBUMH KoediLieHTamMH, 3abe3nedna
aBTOMATH30BaHe yXBaJleHHs pillleHb 0e3 ydacTi onepaTopa. 3acTOCyBaHHS] MaTeMaTHUHOL
Mojieli  iHTerpasibHOI OINHKHM OCTOBIPHOCTI TpaH3akliii, HO3BOJWIO 3MEHLIWTH
KITBKICTh TpaH3aKIliil 13 XMOHO MO3UTHUBHUMHM pe3ylibTaTamu 10 34% Ta 3abe3nequnso
aJlalTHBHY Peakiil0 CUCTEMU Ha 3MiHY TOBEIiHKOBHX Ia0JOHIB KOPHCTYBauiB, LIO Y
CBOIO Yepry, MiJ{BUIIAIO TOYHICTh 1 HaA1iHICTh (YHKIIOHYBaHHS MeXaH13MIB IIepeBIPKH
y JepKaBHUX pPeeCTpax.

3. Ilposenena TectoBa  peamizaiisi MOJeNi  IOBEIIHKOBOI  TepeBipKH
IOCTOBIPHOCTI TpaH3akiid B JO3BUIBHOMY OnokuelH-cepenoBuili Ha ocHoBi Flask-
J0JATKy Ta AJITOPHUTMIB MAIIMHHOTO HaBUaHHS, fKI aHali3yIOTh 4acoOBl, MEpeXeBl Ta
THIIOBI  CHeHapii TOBENiHKH  KOpUCTyBaua, 3abe3meuye  BUSIBICHHA  YyCIX
¢Ganbcu(iKOBaHUX Ta aHOMAIBHUX TpaH3akKlii BKIOYHO 31 CLEHapiAMH arak
Unauthorized Submit, Sniffed Replay ta Brute-force Payload, y nopiBusuui 3
pe3yJibTaTaMi CTPYKTYPHOI Ta KpUNTorpagidHoi nepeBipKy, U0 A03BOJMIIO M1ABHLIMTH
piBeHb 3aXHUCTy BiJl KOMIpOMETAllll MEPCOHAIBLHUX JIaHUX Yy JepXkKaBHUX LU(POBHX
cucTeMax.

4, BrnpoBajpkeHa TriOpHIHA MOJeNb TPHETANHOI IepeBipKH AOCTOBIPHOCTI
TpaH3aKIliil y H03BITBHOMY OJOK4elH-cepeoBuUllll, KA BKJIIOYAE MOJYJi CTPYKTYPHOI
nepeBipkH, KpunrorpagiyHoi MepeBipKM Ha OCHOBI JIOBEJEHHS 3 HYIIbOBHUM
PO3TOJIOIIEHHAM Ta NOBEAIHKOBOI HEPeBIPKH 13 3aCTOCYBaHHAM METOAIB MAaIlIMHHOIO
HaBUaHHS, Jlajla 3MOTY aJanTyBaTH CHCTEMY MepeBipKHU JOCTOBIPHOCTI TpaH3aKLil /10
3MIHHHUX CIIEHapiiB 3arpo3, 110 MIATBEP/UKEHO B MekKax eKCIepUMEHTAIbHOIo
tTectyBaHHs. [lin dac TectyBanus 3 oOpoOkoro 300 TpaHsakuii y Mmepexi 3 6 peer-
BY371AMHM MOJIENlh TIPOJEMOHCTPYBAa BHCOKY MPOIYKTHUBHICTL 13 CepeaHIM 4acoM



Bignosini 0,063 cexkynau, WO MiATBepIKYe il ePEKTUBHICTb Ul BHKOPUCTAHHS Y
MaciTaboBaHKUX JEPXKABHUX PEECTPAx i3 MiIBUIIEHUMU BUMOraMM JI0 3aXUIIIEHOCTI.

5. EKcnepuMeHTalbHO TMiATBEPIKEHO, 110 allrOPUTM  PH3HK-OPI€HTOBAHOI
Bepudikanii peanizosannii Ha ocuoBi REST API ta nnatdopmu Hyperledger Fabric,
SIKUI 110€/IHY € eIEMEHTH JIONCTUYHOT perpecii, Teopil HMOBIPHOCTEN 1 HEYITKOTL JIOTIKH,
3a6e3MeulB MOJMJIMBICTh ABTOMATH30BAaHOI OLIHKM pPiBHA JOBIpH OO TpaH3akUll 3
ypaxyBaHHAM il YACOBHX, MEpPEXEBUX | IOBEJiHKOBUX MNapameTpis. BnposajvkeHuii
aArOpUTM  PHU3HMK-Opi€HTOBaHO!  Bepuikalii  J03BOJIMB  3HHU3WTH  DIBEHb
XHUOHOTIO3WTHBHAX pilleHb A0 3,7% 1 HiIBHINMB TOYHICTH OLIHKM AOCTOBIPHOCTI
TpaH3akuiii 1o 15,1% y mnoBipsHHI 3 ogHOeTanHUM Ta 10 6,7% 3 IBOETANHMM, IO
JI03BOJISIE 3MEHIIMTH HABAHTAKEHHS Ha OTepaToOpiB Py4HOI MEPEBIPKH y HEPKABHHX
CHCTEMAX, OPIEHTOBAHUX Ha 00pPOOKY NMEPCOHATBHUX JTaHUX.

3anpononoBauuii MeTo | Beprdikarii Tpanzakitii, axuii 06’ e1Hye KpunTorpagiuny,
CTPYKTYPHY Ta IOBEHIHKOBY IIEPEBIPKY, J03BOJSE NEPIKABHUM DPEECTPaM, TAKUM SIK
€J1JIP, eHealth, Peectp BuOOpLiB Ta iH., JOCSITH BHIIOrO pPiBHS CTIHKOCTI 10
LliNleCIPIMOBAHKMX aTaK, MiJBUIATH TPO30PICTh AOCTYIly Ta 3MEHIIMTH KiIbKICTH
banscudikoBanux ab0 PpPU3UKOBAHHMX 3amHUCIB y 0a3ax [EpCOHAbHUX —[aHHMX.
3anponoHoBaHi TexHiuHi pileHHs 3a0e3NedyloTh CKOPOYEHHs 4Yacy MepeBipKH,
ABTOMATM3AIlI0 MOZepalii Ta MOXIJIMBICTH MacliTabyBaHHS Ha iHII mIatGopmu
uM(poBOro  ypsAAyBaHHs, 1[0 CBiIUHTH @O pealbHy TIPHKIAAHY LIHHICTH
TUCePTALIHHOIO JAOCIIIPKEHHS.

Pe3yjbTaTH [ucepTaliiiHOi poOOTH BIPOBAKEHO 3 METOK TOKPAIleHHS
BHYTPIIIHIX TpOLECiB, MOB’s3aHMX 3 iHGOpMaLiiHOK Oe3MeKor, 1 CIPHAHHS
3a0€3MEeUeHHIO CTaTyCy BiAIOBIMHOCTI MDKHapOJHHMM CTaHAapTaM iH(popMaLlikiHOl
Gesmexy B opradizanisx Hauionaneuuii yHiBepcuteT «JIbBIBCBKa MNOMITEXHIKaY,
JIbBIBCHKHMI JIEpKaBHUM YHIBepcuTeT Oe3nexH xkuTTenisnpHocTi, Y APHET, HaBuanbHo-
METOJMYHHI HEHTP LHUBLILHOIO 3aXHCTy Ta Oe3HeKH >KUTTEAisnbHOCTI JIBBIBCHKOI
obmacTi.

IMoBHOTA ONPHIIIOIHEHHS Pe3yIbTATIB JHcepTalliiHOI poboTH.

OCHOBHI pe3yJbTaTH IOCIiIKEHHS OINPUWIJHEHO y 23 HayKoBUX HyOJikalisx,
cepen skux 11 craredf y (axoBHX HayKOBHX BHIAHHAX (BKIIOYHO 3 THUMH, IO
iHekcyroThesa B Scopus) Ta 12 Te3 romoBifel Ha MIKHAPOJHMX HAYKOBO-TIPAKTHYHHUX
KoH(EepeHIiAX, 110 3aCBi4yrOTh arnpoballiio MoJ0KeHb JUCepTaIlii.
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3ayBaxkeHHs MO AMcepTAaNii.

1. TIpum mepmomy 3ragyBanHi HU3kH ckopouens (SC, ZKP, ML, REST API, IDP)
BiZICYyTHE TOsiCHeHHS a00 po3mudpyBaHHs, 10 YCKIaJHIOE PO3yMIHHS AJs He(daxiBIliB
a00 MpeCTaBHUKIB CyMIKHUX Tay3ei.

2. 'V BHCHOBKax 10 [AeSIKUX PO3JUIIB NPOCIIIKOBYETbCS IOBTOPEHHS
dbopMymoBaHb a00 3TUTTA OKPEMHUX AOCATHEHB Y CKJIa/IH1 KOHCTpYKUii. Byso 6 nouinbHo
3pOOUTH aKLEHTH OLIbII YITKMUMH BiJIIIOBIIHO JI0 [IOCTABIEHHUX 3aBIaHb.

3. Y maremaruuHoMy anaparti (po3fiur 2) Bapro 0ysio O YTOYHMTH JDKepesa
OOIPYHTYBaHHS BHOOpY BaroBUX KoOe®II€HTIB Yy CHUIMOiAHIH GYHKIIT, a Takox
MOPiBHATH  €(EKTHUBHICTh 13  aJbTEPHATMBHUMM  MMIAXOAaMH  (HANpHKIIAJ,
HelipoMepexeBor HopMauizallieto abo softmax).

4. Y TeKkcTi 3yCTpivaroThCsl HEY3TOKEHOCTI MK TEpMIHOM «MO/eib epeBipKH
TpaH3akiii» Ta «Meronq Bepudikauii NOCTOBIPHOCTI» — JOLJIBHO BCTAHOBHTH
yHi(IKOBaHY TEPMIHOJIOTIO I MO3HAYEHHSI KIIFOYOBOIO HAyKOBOT'O Pe3yJbTary.

5. He3Baxaiouu Ha BHCOKY TEXHIYHY SIKICTb Ta IPAKTUYHY Opi€HTOBAHICTH
3a[IPOMOHOBAHOTO  METOAY, B JAucepramii  BIJICYTHIH  JOCTaTHBO IPYHTOBHUH
MOPIBHAJBHUN aHali3 13 Cy4YacCHHMH CBITOBUMM TMiAXOoAaMu A0 Bepudikaiii



MepCOHANBHUX MaHMX (30KpeMa Self-Sovereign Identity, Decentralized Identifiers, PKI
ta iHmm). Takuil aHami3 JO3BOJIMB OM HITKIIIE OKPECIUTH IepeBarn Ta OOMEeKEHHS
3aMpOIIOHOBAHOIO METOAY B KOHTEKCTI PealiskHOTO BIIPOBA/DKEHHS, @ TAKOXK MIABUILUTH
HayKOBY OOIPYHTOBaHICTh BHCHOBKIB IOJ0 MAaclITabOBaHOCTI Ta YHIBEPCaJIbHOCTI
pO3p0O0IIEHOT MOJEII.

Cnig BiA3HAYKMTH, O BU3HAYCHI 3ayBaXKCHHS HE 3HWKYIOTh 3arajibHOI O3UTHUBHOI
OI[IHKH JTUcepTaIliiHOT pOOOTH.

BucnoBok

He 3Bakaroun Ha BHsBIIEHI HENOJIKH, AucepTaliiiHa podora bananekoi Banepii
CepriiBaun Ha Temy «IlingBuIleHHS e(EKTHBHOCTI 3aXHCTy TEPCOHAIBHUX MTaHHUX
KOPHCTYBauiB B yMOBax IM(ppoBoi 1HPopMaTH3aLil AEpKaBHUX PEECTPIB YKpaiHU» €
3aBepIIEeHOI0 HAYKOBOKO Mpalelo, siKa NpeJcTaBieHa Ha 3700yTTS HayKOBOIO CTYIEHS
nokTopa ¢inocodii 3a cremianbHicTIO 125 «Kibepbesneka» (ramy3p 3HaHb 12
«IrdopmMartiiiHi TeXHOIOTI» ), AKa 32 CBOIM 3MICTOM, CTPYKTYpOIO, 00CATOM, HayKOBOKO
HOBH3HOIO Ta MPAKTHYHUM 3HAYEHHSAM BIAMOBIAA€ MACIOPTy CHEliaJbHOCTI
125 «Kibepbesneka» Ta Y4MHHUM BUMOT'aM, siKi BcTaHOBJeH] y «llopsinKy npucymKeHHS
cTyneHs AokTopa ¢inocodit», sxuit 3areepmxeruil [loctanoporo Kabinery Minictpin
VYkpainu Big 12.01.2022 p. Ned4, a ii aBTOp 3aciayroBye€ Ha MPUCYIKEHHS HAyKOBOTO
cTymneHs AokTopa dinocodii 3a cnenianpHicTio 125 «KibepOesnekay.
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