MIHICTEPCTBO OCBITH I HAYKH YKPATHI
HALIOHAJIbHAM YHIBEPCUTET
«JIbBIBCBKA NOJITEXHIKA»

GATBEPJDKYIO»

OCBITHHO - IPO®ECINHA ITPOI'PAMA

“Kibepoe3nexa”

nepini (0axajaBpcbKuii) piBeHb
(na3pa piBHA BAMIOI OCBiTH)

Oaxanasp
(Ha3Ba CTyTICHS, IO MPUCBOIOETHCH)

raayss 3Hanb F Indopmauiiini TexHoJiorii
(umdp Ta Ha3Ba radysi 3HAHB)

cneuiaabnicTe FS KiGepe3nexa Ta 3axucr indopmauii
(ko Ta HaliMEeHYBaHHS CIIELiAIBHOCTI)

Po3risinyT0 Ta 3aTBEpImHKEHO

Ha 3aciianni BueHol pagu
VYHiBepcutety

Bin«lon  OF 2025 p.
npotokon Ne 2.0

JisBiB 2025 p.




JIMCT NOT'OJKEHH S
OCBITHBLO-NIPO(eciiiHol MporpamMu

PiBeHb BHIIIOT OCBITH Ilepmuii (bakanaBpCcbKuii) piBEHB
Ha3sga rany3i 3HaHB F Indopmaniiini Texnosnorii

Hasga cnenianbHOCTI F5 KibepOesneka ta 3axuct inpopmarii
Kranidikartis bakanasp 3 kibepbe3nexu
PO3POBJIEHO I CXBAJIEHO NOroOJ»KEHO

HaykoBo-MeTOAMYHOIO KOMICIErO
crerianbHOCTI F5 KibGepbesneka Ta 3axucT
iHpopmanii

ITporokon Ne 1

BiJ «12» mrotoro 2025 p.

TI'onosa K criemianeHOCTI
Banepiii Y IMKEBWY

PEKOMEH/IOBAHO

HayxoBo-MeTOIUYHOIO Pajioio
YHIBEPCHUTETY ,

ITpoTokon Ne

Big« 20 » 02 2025 p.

IN'onora P yHiBepcuteTy
Amnaroniit SATOPOJTHIN

IIpopexTop 3 HayKOBO-NEAAroriyHo1
poboTu HanioHaibHOTO yHIBEpCHTETY
«JIpBiBCHKA MOJIITEXHIKA»

éé) Ouer JIABUAJTYAK

«el» wv2 2025 p.

Hauvanpnuk HaByanbHO-METOIHUYHOTO
BiJU1iTy YHIBEPCHUTETY

%BCHHB TOM’IOK

« (P ©O2 2025 p.

Hupekrop IKTA

W IOpiit KOCTIB

«21» motoro 2025 p.




MMEPEJMOBA
Po3pobneno BimnosinHo no CtanmapTy BHIIOL OCBiTH YKpaiHu mepimoro (6akaiaBpchKoro)
piBHA, ramy3b 3HaHb F — [Hdopmaniini TexHomorii, crenianbhicTs — FS Kibep6esmeka ta 3axucT
iHopMalil, 3aTBEPLKEHOTO, 3aTBEPDKEHOIO Ta BBEJEHOIO B /IiI0 Haka3oM MiHicTepcTRa OCBITH Ta
Hayk# Ykpainau Bix 29.10.2024 p. No1544.

Pospobneno poGoyoro Tpymoio HAYKOBO-METOJHMYHOI KOMicil  CHeLiaJbHOCTI F5
«KibepOesneka Ta 3aXucT iHpOpMAaLLiD» Y CKIa:

Hyaukeuu B.b. — I.T.H., npogecop kadesapu 31 — rapaHT ocBiTHRO-TIpOdECiiiHOi MporpaMu

Onipcekwii 1.P. ~ I.T.H., podecop, 3aBinyBay kadeapu 31

Kypasens .M. — L.T.H., C.H.C., 3aBinyBau Kadeapu BIT

apacumuyk O.1. — K.T.H., AoueHT kadeapu 31

Cementok C.A. — K.(.-M.H., nouent kapenpu BIT

Muxwutun ['.B. — JI.T.H., ipodecop xadenpu 31

Hemkosa O. A. — I.T.H., nnpogecop kapenpu BIT

Xoma B.B. — JL.T.H., npogecop kadenpu 31

Kypaguak [1.10. — Lead Operational Technical Consultant and Lead Splunk Consultant, EPAM

Kypiii €.0. — KepiBHUK Bijytiny IHhopmartiiinoi 6esnexu Hiveoneer AG

lopauu M.B. — pupextop ITIT Defence Ukraine

Cycyxkaiino B.A. — crapimii aHaniTuk 3 inopmauiiinoi 6eznexu TS Imagine, unen ISACA ra
OWASP

AciHcbkuii ALA. — nupektop Alarm Security

Jzio6a H.I. — aupekrop n.i. Iron Sec

Copoxka C.O. — ctyentka Kb—406

I'apanT ocBiTHBO-pOdECiiiHOT MporpamMu 52 (Banepiit 1Y JUKEBHUY)

IpoexT ocBiTHRO-MpOdeECciiiHOT nporpaMu OOTOBOpPEHHMH Ta CXBajJcHUH Ha
3acifjanni  BueHoi paaM  HAaBYANBHO-HAYKOBOIO  IHCTUTYTY  KOMII IOTEPHUX
TEXHOJIOT1#, aBTOMATHKK Ta METPOJIOTii

ITporokos Ne 7 Big «21» motoro 2025 p.

I'onoBa Buenoi pagu IKTA W) IOpiit KOCTIB
L/

3aTBepHKEHO Ta HaJIAHO YHHHOCTI

Haxkasom pexropa HanjionansHoro ynisepcurery «JIbBiBCbKa MOJITEXHIKA»
Bin « 77 » 3 2025 p. Ne /96770 .

Ils ocsiTHRO-nIpOdeciiiHa mporpama He MoXe OyTH HOBHICTIO a00 YacTKOBO
BiITBOPEHA, THUPaXXOBaHAa Ta pO3MOBCKpKeHa Oe3 mo3sony HarionaabHoro
yHiBepcuTety «JIbBiBCbKa mOIiTEXHIKa.




1. Mpodins ocBitHbo-npodeciiinoi mporpamu “Kibepbe3nexa”
daxanaspa 3i cneuiaabHocti F5S «KiGepOe3neka Ta 3axuct indgopmanii»

1 - 3aranbHa iHpopmauia

[oBHa Ha3Ba 3aKnagy
BMLLOT OCBIiTH Ta
CTPYKTYPHOrO nigpo3ainy

Hamjonansuuii yHiBepcuteT «JIbBIBChKa MOMITEXHIKAY

OdiujitHa Ha3Ba Kibepbesnexa
OCBITHbLOI Nporpamu Cybersecurity
CryniHb, Wo bakanasp
NPUCBOIETLCA

ObmexeHHs woao popm
HaB4YaHHA

Jlenna, 3aouna, IUCTaHIIHHA

Keanidikauia B aunnomi

Crynise BUIIOT OCBITH — OaKanaBp
CreniansHicth — F5 Kibepbesneka ta 3axuct iHdopMarii
OcgitHsa nporpama — Kibepbesneka

O6car ocBiTHLOT
nporpamum

- Ha 0a3i noBHoi 3arayibHO cepe/iHboi ocBitH — 240 kpenurtie EKTC;
- Ha 0a3i cryneHs «MojominMii  coewjamict»  (OCBITHBO-
KBaTI(IKALIHHOTO PiBHS «MOJIOIIIMH CrIeiaylicTy) 3aKiiaj] BULIOI OCBITH
Ma€ MpaBO BU3HATH Ta Iepe3apaxyBaTd He Ouibmie, HDbK 120 kpenuris
€KTC, oTpumMaHMX B Mexax IIONEepeHbOI OCBITHBOI TNPOrpaMu
IFOTOBKK MOJIOAIIOro OakanaBpa (MOJIOAIIOrO clelianicra).
Minimym 75% o0cary ocBiTHBOI mporpamMu Mae OyTH CIpsAMOBaHO Ha
3a0e3neueHHs 3arajibHUX Ta creliaibHuX ((paxoBHX) KOMIETEHTHOCTEH
3a CIeliaJIbHICTIO BU3HAYCHOIO CTAHAPTOM BHIIOI OCBITH.

Mosa(u) BuknagaHHA

Ykpaincbka MoBa

2 — MeTa ocCBiTHbLOT Nporpamm

ITinroroBka ¢axiBHiB, 3MaTHUX BUKOPHUCTOBYBATH 1 BIPOBA/KYBATH

TexHonorii  iHpopMamiiiHoi Ta/abo KkiOepOesnekH Ta  3axMCTY
iH(popMarii.
3 - XapaKTepucTrKa OCBITHLOI NPOrpamu
Onuc npegmeTHoi 00’ exTH npodeciiinol AisILHOCTI BUITYCKHUKIB:
obnacri — ob'exTH iHdopmaTu3aitii, BKJTFOYAKYH KOMIT'IOTEpHi,
aBTOMAaTH30BaHi, TeNeKOMyHiKallikHi, indopmariiiHi,

iH(opMaliitHO-aHATII THYHI, iH(popMalliiiHO-TeeKOMYHIKaIiiHi
CHCTEMH, iH(DOpMaILliliHi pecypcH i TEXHOJIOTIT;

— TexHonorii 3a0e3neuyeHns Oe3neku indopmarii;

— nmpouecu ynpaBiniHHS iHdopmamniiiHOIO Ta/abo KibepOesnekoro
00’€KTiB, 110 MiAIATAIOTH 3aXHUCTY.

Teoperuunuii 3MiCT NPEIMETHOT AiSILHOCTI

3HaHHs:

— 3aKOHOJABY0i, HOPMAaTHBHO-TIPaBOBOi 0a3W YKpaiHM Ta BHMOT
BIMOBIJHUX  MDKHApOJHMX CTAaHAAPTIB 1 TPaKTHK  IHOJO
3nificHeHHs npodeciiiHol MisTBHOCTI,

— TPHHLMIIB CYNPOBOJY CHCTEM Ta KOMIUIEKCIB iH(OpMamiiHOT
Ta/abo kibepbesneku;

— Teopii, Mopeneii Ta NPHHLOUIIB YOPABIIHHA JOCTYIIOM Ji0
iHdopmariiiiHux pecypcis;

— Teopii cucTeM ynpaBniHHA iHpopMauiiiHoO Ta/abo KiGepOesnekoro;

— MeTo/IiB Ta 3aco0iB BUSBIICHHS Ta iACHTA(IKAIIIT pU3HKIB;

— MeToAiB Ta 3aco0iB ONiHIOBaHHA Ta 3a0e3neyeHHs HeoOXiJHOro
PIBHS 3aXHUIIEHOCTI iHpOpMaIiT;

— MeTofiB Ta 3aco0iB TEXHIYHOrO Ta KpHITOrpadiyHOro 3axucry
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iH(popMartii.
MeTtoau, METONUKH Ta TEXHOJIOTII:
Metomu, MeTONHKH Ta TeXHOJOTii 3abe3nedeHHsa iHpopMalikHOi Ta/
abo kibepOe3nexu.
IncTpymMenTy Ta o0nagHaHHA:
— CHCTeMH pOo3poOKku, 3a0e3rneuyeHHs, MOHITOPHHTY Ta KOHTPOJIKO
nporieciB indopmariiinoi Ta/abo kibepbesnexw;
— CydacHe TporpamHo-anapatHe 3a0e3mnedeHHs iH(opMalliiiHo-
KOMYHIKaI[iHHHX TEXHOJIOTIH.

AKagemiuHi npasa
BUMYCKHWKIB

MOKTHBICTh TIPOJIOBKHTH HaBYaHHA 3a OCBITHRO-mpodeciiiHo abo
OCBITHBO-HaYKOBOIO MPOTPaMoIO CTYNEHs MaricTpa.

OpieHTalia oCcBITHLOT
nporpamu

OceitHso-nipodeciiina nporpamMa 0OasyeTbCs Ha  3arajJbHOBITOMHX
TIOJIOXKEHHSX Ta Pe3yJIbTaTaX Cy4aCHUX HAYKOBHX JOCHIDKEHb y Taiysi
iHpopMaL[iifHUX  TEXHOJOrid Ta OpiCHTYeThCAd Ha  aKTyalbHi
cuenjanmizanii 3 nuTaHp KibepOesneku Ta 3axucry 1HpOpMaLii,
NoMnepePKEHHA Ta MPOTHIIT KIOEp3/OUMHIB, ¥ MeXaX AKHX MOXKIHBa
nojajbliia HayKoBa Ta npodeciiiHa kap’epa.

OcHoBHuiA doKyC
OCBITHbLOI Nporpamu 1a
cneujanisauii

CreniansHa ocBita Ta npodeciiiHa migroroBka B obnacri kibepdesnexu
Ta 3aXHCcTy iHpopMalii.

Knwuwosi cnosa: xibepOesrnieka, CHCTEMH TEXHIYHOTO 3aXHCTY
iHpopmanii, ympariniHea  iHQopmauiiiHolo  Ge3nekoro,  Oe3neka
iH(hOpMalLIIfHO-KOMYHIKAIIIHHKX CHCTEM, aJMIHICTPYBaHHA CHCTEM
KibepOesmnekwu.

OcobnusocTi nporpamu

InTerposana niiroroBka ¢axisIiB A0 BUpIIEHHS 3aBOaHb y cdepi
KibepOesneKu.

4 — 30aTHICTb BUNYCKHUKIB

40 npauesnawTyBaHHA Ta NO4a/ibLLIOro HaB4yaHHA

MpupatHicTb A0
npauesnalTyBaHHA

BunyckHuK Mo)Ke 3aliMaTH TEpBHHHI IOCAaJd  BIANOBIIHO 10
npodeciiiHUX cTaHIApTIB:

1. ApminicTpaTtop Ge3nexu Mepex i cucreM, 2139.2;

2. daxisens chpen 3axucry indopmanii, 2139.2;

3. ®axiBeup 3 nuraHb Oe3neku (iHQoOpMaliiHO-KOMYHIKaIiiiHI
TexHonorii), 2139.2;

4. Konctpykrop cucrem bezneku, 2139.2;

5. daxiBelb 3 MATPUMKH iH(PpacTPyKTypH Kibep3axucty, 2139.2;

6. daxiBels 3 pearyBaHHs Ha iHUUACHTH KibepOesneku, 2139.2;

7. ®axiBels 3 KpunTorpagpiuHoro 3axucty inpopmanii, 2139.2;

8. daxiseup 3 TEXHIYHOTO 3axucTy iHopMarii, 2139.2;

9. ®axiBelp 3 TeCTYBaHHA CHCTeM 3axXUcTy iHdopamitii, 2139.2;

10. Aynurop indopmariiinux TexHonoriii (3 kibepbesnexkn) 2139.2;

11. ®axiBeup 3 OLIHKK 3aXOniB 3axwcTy iHpopMamii (kibepbesnekn),
2139.2:

Ta MDbKHapoAHOi cTaHmapTHoi kinacudikarii npodeciii (International
Standard Classification of Occupations 2008 (ISCO - 08): 2529 Security
specialist (ICT). IcHye MoxTHBiCTE OTpHMATH MDKHAPOIHI cepTUdiKaTH
B raiy3i Kibepbesneku.

Moganslue HaB4YaHHA

MOXIHBICTE TIPOJIOBXKUTH HAaBYaHHSA Ha JIpyroMy (Marictepckomy)
piBHI Bumoi ocBiTH 3a cneuianbHicTio F5 «KibepGesneka Ta saxuct
iH(opmartiin» abo IHITAMHA CHOPITHEHUMH (cymixkHMMMU)
creljiabHOCTIMU  ramysi 3HaHb «lHpopMamiiiHi TexHONOTID, IO
Y3TOKYIOTBCA 3 OTPHMAaHHM UIUIOMOM OakaiaBpa.

MoXIHBiCTh MiABMINEHHS KBali(ikalii Ta OTPHMaHHS JONATKOBOL
TiCIATUIIOMHOT OCBITH.




5 — BuknapgaHHa Ta OUiHIOBaHHA

BuknapaHHa Ta
HaB4YaHHA

[ pyHTYIOTBECS HA NPUHLMNAEX CTYACHTOLICHTPH3MY Ta iHIUBITyaIBHO-
0COOHMCTICHOrO MiJIXOy; Peali3yloTbCsi 4epe3 HaBYaHHA Ha OCHOBI
JOCHiDKeHb, TOCHIEHHS TPaKTHYHOI OpIEHTOBAHOCTI Ta TBOPYOI
cnpsimoBaHocti 'y (Gopmi komOiHanii nexuiii, nmaGopaToHux pobirT,
NPAaKTHYHHX 3aHATh, CAMOCTIHHOT HABYAJIBHOI 1 JOCHIAHUIBKOT poboTH
3 BUKOPHCTAHHSAM €JIEMEHTIB JUCTAHIIHHOTO HaBYaHHS, PO3B’A3yBaHHA
NpUKIAJHAX 3a/1a4, BHUKOHAHHA KypCOBAX poOIT Ta TMPOEKTIB,
KOHCYJbTalii 13  BHKJIaJauyaMH,  MiarotoBka  0akajnaBpchbkoi
kBastidikaiiiHoi poboTH.

OujHoBaHHA

ITucemoBI Ta ycHI eK3aMeHH, 3allikk, JIaDOpaTOpHi 3BiTH, YCHI
npe3eHTan(li, TOTOYHWM  KOHTPOJIb,  3aXMCT  DakamaBpchbKOl
KBautiikaniiHo1 poboTH.

6 — lNporpamHi KOMNETeHTHOCTI

IHTerpanbHa
KomneTteHTHicTb (IHT)

3paTHiCTh PO3B’SI3yBaTH CKJIa[Hi CHeEIliajli30BaHi 3ajadi Ta MpaKTUYHI
3aBJlaHHs y rany3i kibepbesneku Ta 3axucty iH(opmarrii.

3aranbHi
KomneteHTHocTi (3K)

3K1. 3naTHicTh 3aCTOCOBYBATH 3HAHHA Y NPAKTUYHMX CHUTYALIfAX.

3K2. 3nanHs Ta po3yMiHHA NMpeAMETHOI 001acTi 1 po3yMiHHsA npodecii.
3K3. 3paTHicTh CHOUIKyBaTHCS [Ep)KaBHOK MOBOIK fK YCHO, TaK i
NHCHMOBO.

3K4. 31aTHICTh CIIUTKYBATUCH iHO3€MHOIO MOBOIO.

3KS. 3aTHICTh BYUTHCS | OBOJIOJIIBATH CYy4aCHUMH 3aHHHIMH.

3K6. 3parnicts peanizoByBaTM cBOi npasa i O0OB’S3KM SIK 4ieHa
CYCIJIbCTBA, YCBIJJOMJIIOBATH I[IHHOCTI I'POMaJHCHKOro (BLIBHOIO
JIEMOKPaTHYHOr0) CYCHUJIBCTBA Ta HEOOXiAHICTh HOro CTajioro
PO3BUTKY, BEpXOBEHCTBa TpaBa, NpaB Ta CBOOOJA JIOAMHM 1
rpomMajisHMHa B YKpaiHi.

3K7. 3patHicTh yXBaniOBaTH pINIEHHS H JiATH JOTPUMYIOYHCH
NPUHIMITY HENPUIYCTUMOCTI KOpYNIil Ta OyIb-AKUX IHIIMX TMpPOSBIB
Helo0poYecHOCT.

3K8. 3patnicTe 30epiraTé Ta NPUMHOMXYBaTH MOpPaJibHi, KYJIbTYpHI,
HayKOBi I[IHHOCTi i JIOCATHEHHs CYCHJIbCTBA HAa OCHOBI PO3YyMiHHSA
icTopii Ta 3aKOHOMipHOCTell PO3BUTKY MpeaMeTHol obnacti, 1 Micus y
3araibHii CHCTeMi 3HaHb NPO NMPHPOJY 1 CYCHUIBCTBO Ta Y PO3BHTKY
CYCHiNIbCTBA, TEXHIKM i TEXHOJNOTiH, BUKOPUCTOBYBATH Pi3HI BHOU Ta
(opMu pyXOBOi aKTHBHOCTI /UIs aKTHBHOTO BiAMOYMHKY Ta BENCHHS
3J0POBOrO CIIOCOOY JKUTTH.

CneujanbHi (paxosi,

npeameTHi)
KomneTteHTHocTi (CK)

CK1. 3paTHicTh 3aCTOCOBYBaTH 3aKOHOJABYY T4 HOPMAaTHBHO-IIPABOBY
0a3y, a TakoX JiepXaBHI 1| MDKHApO/HI BUMOTH, IIPAKTUKH i CTAHAAPTH Y
npodeciiiHiii AisUTBHOCTI.

CK2. 3narnicTe BUKOPHUCTOBYBaTH iH(opMmauiiiHi TeXHONorii, cydacHi
MeToM 1 Mojienti KibepOesneku Ta cucTeMH 3aXucTy iHdopmaiiii.

CK3. 3parHicTp 3a0e3neuyBaTi HenepepBHICTh Oi3HeC-TIPOIeCiB 3TigHO
BCTAHOBJIEHOT MOJIITHKH KibepOe3neku Ta 3aXucTy iHhopMarii.

CK4. 3narnicts 3ab6e3neuyBaTu 3axucT iH(opMmanii B iHpopMamifnux
Ta iH(pOpMalifHO-KOMYHIKaifHHX CHCTEMaX 3TiJIHO BCTAHOBIEHOT
noniTHKY Kibepbesneku # 3axucTy iH(opmaii.

CKS. 3parnicts BigHOBMIOBaTH (GYHKIIOHYBaHHS iH(MOpMaLiiiHHX Ta
iHpopManiiHO-KOMYHIKAIlIHHX CHCTEM TICNsA peaizaiii  3arpos,
3ificHeHHs Kibepartak, 300iB i BIIMOB pi3HHX KJIaCiB Ta MOXO/DKEHHS.
CK6. 3narnicts BrpoBaKyBaTu Ta 3abesneuyBaru (yHKI[iOHYBaHHS
KOMIUIEKCHUX CHCTEM 3axucty iHdopmanii (KOMIUIEKCH HOPMaTHBHO-
NpaBOBHX, OpraHi3alifHUX Ta TEXHIYHHX cHoco0iB 1 MeTomiB,
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Npoueayp, NPakTHYHUX NPUHOMIB TOIIO)

CK7. 3parnicte 3miiicHioBaTd TnpogeciiiHy isIbHICTB Ha OCHOBI
BIIPOBA/PKCHOI ~ CHCTEMM  yNpaBliHHA  iHQOpMauifiHOW  Ta
KibepOe3nexoro.

CKS8. 3parHicTh 3acTOCOBYBaTH MeToAM Ta 3aco0u KpunrorpadiuHoro
3axHcTy iHdopMmaliil Ha 06’ ekTax iH(opmaliiHOT HiSTBHOCTI.

CK9. 3parHicTh 3aCTOCOBYBAaTH METOIM Ta 3acO0M TEXHIYHOTO 3aXHCTY
indopmanii Ha 06’ ekTax iHGOpPMaLiHOT AiSTTBHOCTI.

CK10. 3parHicTh BUKOHYBaTH MOHITOPHHT iH(OPMAI[iHHHX HpPOIECIB,
aHaJli3yBaTH, BUSBIATH, OLIHIOBATH MOMIIMBiI BpPa3NHBOCTI Ta 3arpo3u
indopMamiiiHoMy TmpocTopy i iH(oOpMaLiiHUM pecypcam 3riiHO 3
BCTAHOBJIEHOIO TIONITHKOIO 1HHOOPMAITIHHOT Oe3MeKH. .

®axoBi KOMNETEHTHOCTI
npodeciiHoro
cnpamysaHHA (PKC)

Bubipkosi komnonenmu 6a0ky 0100 “Kibepbesnexa komn’romepnux
cucmem ma mepeixic”

®KC1.1. 3HaHHA OCHOBHHMX MIJXOJIB JO Opraizaiii THIIOBHX
KOMIUIEKCiB Ta 3acobiB 3axucty iH(opMmauii B iHdopMaiifHux i
KOMYHiKal[liHUX cHCTEMaX.

®KC1.2. 3HaHHA OCHOBHHX MOJEJIEH PH3HKIB, ypa3lIHBOCTei, 3arpo3
Ta aTak [Uis OOTPYHTyBaHHS BapiaHTIB MOOYIOBH aBTOMATH30BAHOI
CHCTEMH MOHITOpUHTY iH(popmariiiHoi 6e3nexu ans iHpopmaiiiHux 1
KOMYHIKaI[ifHAX CHCTEeM Ta il OCHOBHHMX CKJIaJIOBHX.

®KC1.3. 3HaHH1 TEXHOJNOTiH CTBOpEHHA CHCTEM  3aXHUCTy
KOMIT'IOTEPHUX CHCTEM Ta Mepex i po3poOKU Ta BU3HAYECHHS
3arajlbHUX [OPHHUMINB 10OYyJA0BH CHCTEM 3aXMCTY, 3aBJiaHb Ta
BUXIJIHMX JIAaHHMX, SKi HEOOXiJJHO BPaxOBYBAaTH NpH NPOEKTyBaHHI
CHCTEM 3aXHCTY.

®KC1.4. 3HaHHS METOJMK aHAJi3y, CHHTEe3y, ONTHMI3alii Ta
OpPOTHO3YBAaHHS fAKOCTI mporneciB (yHKIioHyBaHHs iH(OpMALiHHIX
ApOLECiB Ta TEXHOJIOTIH B iH(POpMAaIiifHO-KOMYHIKalliIiHUX CHCTEMAX.
®KC1.5. 3HaHHg Ta NpakTHYHI HABUYKKA BUKOPHCTAHHS 1 3aXHCTY
XMapHUX TEXHOJOTi# B iHGOpMaIliifHO-KOMYHIKAIlIHHKX CHCTEMAX.
Bubipkoei komnonenmu oaoky 0200 “Cucmemu mexniunozo
3axucmy ingopmayii, asmomamusauyin it 0opooxu”

®KC2.1. 3patHicTh NPOEKTYBaTH, PO3POONATH Ta BIPOBAIKYBAaTH
NpOrpaMHO-anapaTHi CUCTEMH 3aXHWCTy iH(OpMaIlii, BKIIOYAIOUH
CXEMOTEXHiuHi pilieHHs, anaparHy Kpuntorpadiro Ta
MiKpOIIPOLIECOPHI CHCTEMH TEXHIYHOTO 3aXHCTy iH(opMaIii

®KC2.2. 3patHicTe [OCHIDKYBaTH, AaHAT3yBaTH Ta BHABJIATH
Bpa3/IMBOCTI anapaTHUX 3aco0iB i cucTeM Oe3MeKH 3 METOK OLHKH X
3aXMILEHOCTI Ta BIOCKOHAJICHHS MeEXaHi3MIB 3aXHCTy, BKIIOYAIOUH
cucreMHu 6€31poTOBOTO 3B'A3KY Ta KibepdizudHi CHCTEMH.

®KC2.3. 3paTHiCTh NPOEKTYBAaTH Ta BIPOBA/DKYBATH KOMILIEKCHI
cucreMH (i3M4HOI Ta TeXHIYHOI Oe3mexkd 00'€KTiB KPUTHYHOT
IHQPACcTPYKTYpH Ta 00'€KTIB, 110 CTAHOBJSATH JCPIKABHY TACMHMIO, 3
YPaxyBaHHSIM OLIHKH PU3MKIB Ta 3aCTOCYBAHHAM CYYaCHHX TEXHIUHMX
3ac00iB OXOPOHH.

®KC2.4. 3parnicte 3xiiicHioBaTH HHOPOBY 0OpoOKYy CHrHamiB Ta
3aCTOCOBYBAaTH METOAM TEXHIYHOTO 3aXUCTy iHpopmauii ais mpoTumii
BUTOKY iH(opMaLil TeXHIYHAMH KaHaJlaMH B CHCTEMax Mepeaadi Ta
00poOKy JaHMX.

®KC2.5. 3patHicTe po3poONATH NPOEKTHY OOKYMEHTALil0 Ta
BIPOBA/DKYBATH KOMIUIEKCHI pIIIEHHs 3 TEXHIYHOTO 3aXHCTy
iHpopManii 3 ypaxyBaHHAM HOPMAaTHBHHX BHMOI Ta Cy4YacHHX
TEXHOJIOTH.




Buéipkoei komnonenmu onoxy 0300 “Ynpaeninua ingpopmauitinoro
besnekoro”

®KC3.1. 3paTHicTh NPOBOAMTH ayAHWT iH(oOpMaliiHOT Oe3reKw,
3[HCHIOBATH TIPOLEAYPM JIlEH3yBaHHS Ta cepTHdikamii cucTeM
3axucty iHdopmamii BIATIOBITHO 1O HOPMATHBHMX BHMMOI Ta
MDKHAPOJHHMX  CTaHJAPTIB, BKJIIOYAIOYH OI[HKY  BiJNOBIHOCTI
npodinsM 3axucTy.

®KC3.2. 3parmicte ouiHioBaTd pu3uMkd iH(opMamiiiHoi Oe3neku,
poO3poONATH TUIAHH — BiHOBIEHHS iH(OpMALiWHMX CHCTEM Ta
YNpaBIATH HaJlifiHIiCTIO cucTeM KibepOesnmekH i3 3acTOCYBaHHAM
CYYacHHMX METOIIB aHAJII3y Ta MPOrHO3YBaHHS.

®KC3.3. 3paTHICT, MPOEKTYBATH Ta BAPOBAPKYBATH KOMIUIEKCHI
CHCTEMH 3aXHCTy 00'€KTiB KPUTHYHOI iH(PACTPYKTYpPH Ta AEP>KaBHOI
TAEMHUII 3 ypaxyBaHHAM cCHEIMQIYHUX BHUMOr JI0 mnpodumB ix
Kibepbesmekn Ta ocobiuBocTeil iH(pOpMaLiHHO-TENEKOMYHiKaLiHHIX
TEXHOJIOTiH.

®KC3.4.31aTHicTs BMKOPHCTOBYBATH METOJM PO3BiJIKH Ha OCHOBI
BIJIKPUTHX JDKEPEJT Ta TEXHOJIOTI] LITY4YHOTrO iHTeJIEKTY /IS BHSABJICHHS,
aHai3y Ta MNpoTHaii Kibep3arposam y cydacHHX iH(opMamiiiHux
cucremax.

®KC3.5. 3paruicts 3a0e3medyBaTi KOMIUIEKCHUE 3axucT iHpopManii
B 0E3ApOTOBHX MepeXkax Ta CHCTeMax nepejadl JaHWX, BKIIOYAKOYH
NPOEKTYBaHHs, BIPOBA/PKEHHS Ta yNpPaBIiHHA cHcTeMaMHu Oe3nexu 3
BUKOPMCTaHHSM CYYaCHHMX TEXHOJNOTiH KOMI'IOTepHOi 0OpoOKu
iHpopmanii.

Bubipkoei xomnonenmu onoxy 0400 “Aominicmpyeanna cucmem
Kibepbesnexu”

®KC4.1. 3patnicts 3abesnedyyBaTH KOMIUIEKCHY Oesmexky Beb-
JOJATKiB, TPOBOAMTH TECTYBaHHA TMporpaMHoro 3abe3nedeHHs Ta
BNPOBa/DKYBATH MeEXaHI3MH 3aXUCTy 13 3aCTOCYBaHHAM CYYacHHMX
MeTO/IiB i 3ac00iB aHaJIi3y Bpa3IMBOCTEH.

®KC4.2. 3paTHicT OpraHizoBYBaTH Ta BIPOBa/DKYBaTH Oe3mneuHy
iH(opManiiiHy 1HQPACTPYKTYpy IMiAIMPHEMCTBA, BKIIOYAIOYH CHCTEMH
3aXHCTy MEpeKEeBHX OMEpalliifHAX CHCTeM Ta MEXaHi3MH MOHITOPHHTY
i xypHanizaii noziit 6e3neku.

®KC4.3. 3parnicte 3a0e3meuyyBaTH 3aXHCT BENMKMX JIaHUX Ta
yIpaBiaaTH 0e3nekor0 cucteM X 0OpoOKH, BKIIHOYAKOYH 3aCTOCYBaHHS
TEXHOJIOT1H HITYYHOTO IHTENIEKTY JIJIsl BUSIBJIEHHS Ta NPOTHJIL 3arpo3am
indopmaiiiiniii Gesmer.

®KC4.4. 3parhicte npoBoauTd ayaut iHdopManiiiHoi 6Ge3neku,
OLIHIOBATH  PHU3MKH Ta  pO3pOONATH  MJAHW  BiTHOBIICHHS
iHpopMalliiHUX cUcTeM 3 ypaxyBaHHAM creuu(iku oprasizaiii Ta
HOPMAaTHBHHX BUMOT.

®KC4.5. 3narHicTs 3ab6e3nmedyyBaTu 6e3neKy 6e3ApoTOBHX | MOOLTBEHIX
TEXHOJIOTH, BKJIIOYAIOYM TPOEKTYBAaHHA Ta BIOPOBADKEHHS CHUCTEM
3axXMCTy s PI3HUX TUOIB OE3MPOBITHMX Mepex Ta MOOUIBHHX
TPUCTPOIB.

7 —Pe3ynbTaTh HaBYaHHA

PesynbTaTh HaB4aHHs
(PH)

3azanwHi no cneyiansnocmi:

PH]1. BinsHO crinKyBaTHCs NepiKaBHOI MOBOK YCHO Ta NMCBMOBO IPH
BUKOHaHHI IpodeciiiHux 000B’s3KiB.

PH2. ChoinkyBaTucs iHO3EMHOI) MOBOK) 3 METOW 3a0e3neyeHHs
e(deKTUBHOCTI NpodeciitHoT KoMyHikarii.

PH3. 3actocoByBaTH NPHHLIMII HENPHUITYCTHMOCTI Kopymuii ta Oyub-
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| AKUX iHIMX NPosiBIB Helo6podecHOCTI y TIpodeciiiuiii TisIBHOCTI.
PH4. OpranizoByBatu BiacHy mnpodeciiiHy IisuibHiCTb, oOupaTH i
BHKOPHCTOBYBaTH ONTHMaJbHI METOAM Ta CHoco0M po3B’s3aHHA

CKIaJHMX CHeliali3oBaHUX 3afad 1 TpakTHYHUX Tpobiem vy
npodeciiiniii AisIbHOCTI, OLIHIOBATH TXHIO (DEKTUBHICTD.

PHS. AmnanizyBatd, aprymMeHTYBaTH, NpUHMATH pIIIEHHA 0OpH
PO3B’M3aHHI CKIa/HUX CHELiali30BaHMX 3a/1au i NMPaKTUIHUX 3aBIAHb Y
npodeciifHiit MiTTBHOCTI, fAKi XapaKTepH3YIOThCS KOMIUIEKCHICTIO Ta
HETOBHOIO BH3HAYCHICTIO YMOB, BiATIOBITATH 32 MPUHHATI pillieHHS.
PH6. ApantyBatics 1O HOBHMX YMOB i TexHonorid npodeciiinoi
JiSTTBHOCTI, IPOTHO3YBATH KiHIIEBUI pe3yNIBTAT.

PH7. 3actocoByBaru ii amanTyBaTi Teopii iHdopmaiii Ta KoIyBaHH,
MaTeMaTM4YHO! CTaTUCTMKM, 4ucel, kpunrorpadii Ta creranorpadii,
00pobneHHs 1 nepeiadi CUrHAIIB TOLO, NPUHLMIIM, METOAH, MOHATT
Kibepbe3nekn Ta 3axucry iHQopmanii y HaBuanHi Ta npodeciiiniii
IisUTBHOCTI.

PHS. 3acrocoByBar 3HaHHS i PO3YMiHHA MaTeMaTuKd Ta (i3UKH B
npodeciitniii misnpHOCTI, ¢opManmisyBaTH 3agadi MpeaMETHOI ramysi
Kibepbesnexn Ta 3axucty iHdopmauil, GpopMyITIOBaTH X MaTeMaTHYHY
IIOCTAHOBKY Ta 00MpaTH parioHANEHUM METO/ BUPIlIEeHHS.

PHY. 3natu Ta 3aCTOCOBYBaTd 3aKOHONABCTBO YKpPaiHH Ta MIKHAPOMIHI
BHUMOT'H, NPAaKTHUKH i CTaHJapTH 3 MeTo0 3AilicHeHHs npodeciitHol
IISTTBHOCTI B raity3i kibepOesneku Ta 3axucty indopmarii.

PH10. BuxopucrosyBaru cy4acHi iHdopmailiifiti TexHonorii, MeTon i
Mozerm KibepOesneku Ta cucTeM 3aXMCTy iHGopMaiil mis 3ailicHeHHs
npodeciiiHol AisIBHOCTI.

PH11. TInanyBaryu migroToBky Ta 3abes3nevyBaTd HeMepepBHICTh Oi3Hec
NpPOIEciB B OpraHi3alifix 3rilHO 31 BCTAHOBIEHOIO MONITHKOIO
KibepOesrexu 3 ypaxyBaHHAM BHMOT JI0 3aXHCTy iH(opMarii.

PH12. 3acrocoByBaTH MeTOHH Ta 3aco0M 3axucTy iH(popmanii B
inpopmanifinux Ta  iHdopMaUiiHO-KOMYHIKAIL[IfHMX  cHCTEMax
BiIOBI/THO 10 BCTAHOBJIEHOT NOMITHKH iH(pOpMaLiiiHOT Ge3mexH.

PH13. BnposamkyparH, HalaliTOBYBaTH, CYNpOBOKYBaTd Ta
OiATpHUMYBaTH (yHKLIOHYBaHHSI NMPOrPaMHMUX i MPOTrpaMHO-aNapaTHUX
KOMIUIEKCiB i cucTeM KiGepGesmeku Ta 3axucry iHpopmaiii sk
HeoOXimHi mpouenypu s (yHKIiOHyBaHHS iHpoOpManiiHMX i
inbopManiiiHoO-KOMyHIKalifHUX ~ cucTreM Ta/abo  iHQpacTpyKTypH
oprasizatii B Hijiomy.

PH14. BupimyBate 3amadi ymnpaBiiHHS TPOIECAMH BiJZHOBJIECHHS
mratHoro  QyHKIiOHyBaHHA  iH(opManiiiHuX Ta  iHdopManiiiHo-
KOMYHIKAIIHMX CHCTEM 3 BUKOPDUCTaHHAM IpOLEAypP pe3epByBaHHs
3riJHO  BCTAHOBJIGHOI  moniTHKM  Oe3mexku i 3abesnedyBaru
(QyHKLIOHYBaHHS CIELIaJIbHOTO TMPOrpaMHOro 3abGesnedyeHHs 1LO/I0
3aXHCTY Ta BIIHOBJIEHHs iHhOpMalLii.

PH1S5. 36upatu, 06pobnsty, 30epiraTi, aHai3yBaTH KPUTHYHI JaHi U1
JI0Kazy peasizanii kibep3arpo3, TPOBOIUTH aHaNi3 Ta JOCHIHKEHHS
KiOepiHIMAEHTY 3 METOIO ONEePaTUBHOIO BiJIHOBJIEHHS (YHKIIOHYBaHHS
iHpopmaniiiHol cucTeMH.

PH16. Bupimysaru 3a1agi BIpoBaDKEHHS Ta CYNPOBOJLY KOMIUIEKCHHX
CHCTEM 3axucTy iHpopMalii B iHpopMailfHUX CHCTEMAaX.

PH17. 3aGesnedyBar  ¢(yHKI[IOHYBaHHA CHCTEMH  YIIPaBJIiHHSA
kibepbesnekoro 1 3axucToM iH(opMalii oprasisaiii, BKIIOYAOYH
nepcoHail Ta yHpaB/liHHS HACHIIKaMK pearizauii 3arpos indopmaikiniii
Oesnenli B KpH30BHX CHTyallisX, HAa OCHOBi 3MiMCHEHHs NpOLENYD
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KUIBKICHOIO Ta SIKICHOT OLIIHKY PU3HKIB.

PH18.  AmanisyBaru, 3acTOCOBYBaTH  METOQM  Ta  3aco0u
kpuntorpadiuHoro 3axucty indopmanii Ha o6’exrax iHpopmauiiiHoi
TiSTTBHOCTI.

PH19. Bupimysaru 3amadi LIOf0 OpTraHizailii Ta KOHTPOJIIO CTaHY
kpurnTorpadgiuHoro 3axucty iHpopmaiiii, 30KpemMa BiTIOBIIHO O BUMOT
HOPMAaTHBHHX JOKYMEHTIB.

PH20. BusHauatd 3arpo3d CTBOPEHHS TEXHIYHUX KaHaIiB BHTOKY
inopmartii Ha 00’ekTax iHGOpMaLiiiHOT AISITBHOCTI; BIPOBAaIKyBaTH
3acobM 1 3axomM TEXHIYHOro 3axMCTy iH(oOpMmallii Bil BHUTOKY
TEXHIYHUMH KaHAJIaMH, TIPOBOJAUTH OOCITYTOBYBaHHS 1 KOHTPOJIb CTaHy
amapaTHuX 3aco0iB 3axHCTy iHdopMaiii Ta KOMIUIEKCIB TEXHIYHOTO
3axHCTy iHpOopMaLii.

PH21. BukoHyBaTH BIPOBA/DKEHHS, MIATPUMKY, aHATi3 e()EeKTHBHOCTI
CHCTEM BHABJICHHS HECAHKLIOHOBAHOTO IOCTYIY, Jiif 3 iH(opMariielo B
indopmarniifHiii  cucremi,  BPasNMBOCTEH,  MOXIMBHX  3arpos
indpopmauiiitHomy mpocropy #  iHpopmamiiinuM  pecypcam  Ta
BHKOPHUCTOBYBATH KOMIUIEKCH 3aXHCTy JUis 3abe3medeHHs HeoOXiZHOTo
PpiBHS 3axHIneHocTi ingopMmarii B iHpopmaniiHuX cHcTEMAaXx.

8 — PecypcHe 3abe3neuyeHHA peanisaujii nporpamum
CneumdiyuHi ITomax 80% HAyKOBO-MEAArOTiYHMX TPAIliBHUKIB, 3aiSHUX MO
XapaKTepUCTUKM BUKJIJaHHs NPpodeciiHO-0pieHTOBAHUX JUCIMILIIH 3i cnewiansHocTi F5
KaJpOBOTO «KiGepbe3smnexa Ta 3axuct iH(popMmamii» MalOTh HayKOBI CTyHeHI Ta
3abe3neyeHHs BYEHI 3BaHHS, 3 PaKTHYHUM JIOCBizioM poboti > 15%.
CneundiyHi BukopucTanHs cydacHOro obJiafHaHHS MPOBIAHMX KOMIIaHiil y raiysi
XapaKTepUCTUKM inopmauiiinux TexHonorii Ta iHdopmauiiiHoi Oe3neku, 30Kpema
maTtepianbHo-TexHiyHoro | Xilinx, Altera, a TakoX CTaHIAPTH30BAHHX BITYM3HSHUX amapaTHoO-
3a6e3neyeHHs nporpaMHKX 3aco0iB 3axucty iHdopmManii, eHTp cepTudikamii KIodiB,
BHpOOHMLTBA «IHCTHTYTY iH(opManifiHuX TexHoorii» (M.Xapkis).
CneundiuHi Bukopucranus BipTyanpHOTO HaBYaJILHOI'O cepenoBUIIa
XapaKTepUCTMKM HamionaneHoro yHiBepcuTeTy «JIbBiBCEKA MOMITEXHIKa» Ta aBTOPCHKUX
iHbopMmaLLiitHo- po3poboK npodecopcbKo-BHKIAJALBKOTO CKIa1y.
MEeTOANYHOTO
3abe3neyeHHs
9 — AkagemiyHa mobinbHIcTb
HaujoHanbHa kpegutHa | Ha  ocHOBI  mBocTOpoHHIX — jmoroBopiB  Mbk  HanioHanbHuM
MOBiNbHICTb yHiBepcuTeToM  «JIbBiBCbKa  MOJIITEXHiKa»  Ta TEXHIUHHUMH
YHIBEpCHTETaMH Y KpaiHH.
MixHapogHa kpegutHa | Ha  ocHoBi  mBocTtoponHix — moroBopiB Mk  HamionamsHum

mMobinbHicTb

yHiBepcHTEeTOM «JIBBIBCBKa IONIITEXHIKa» Ta HaBYAJIBHHUMH 3aKIagaMu
KpaiH-MapTHEpPiB

HaB4yaHHA IHO3eMHUX
3006yBaviB BULLLOI OCBITH

Mo3xnuBe, 1micisi BUBYEHHS KYPCY YKpPaiHCBKOT MOBH
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2. Posnogin 3micty ocBiTHLO-npodeciiiHoi NporpamMu 3a rpynamMu
KOMIIOHEHTIB Ta HMKJIAMH NIAr0TOBKHU

O6csAr HABYATEHOTO HABAaHTAXKEHHS 3100yBaya BHIOT OCBITH
(kpemutiB / %)
No O60B’s13K0BI BuGipkosi
- /;_I ITukn miiroToBKY KOMIIOHEHTH KOMIIOHEHTH Bcroro .
OCBITHLO- OCBITHBO~- 3a BECh TEPMIH
npodeciitHoi npodeciitHol HaBYaHHA
nporpamu [porpaMu
1 2 3 4 5
1| Hwmen sararsrof 70/29,2 12/5 82/34,2
MiATOTOBKH
2. o Ml poiecsT 110/45,8 48/20 158/65,8
MAroTOBKU
BaRorois. ek Eepmin 180/75 60/25 240/100
HaBYaHHA

3. Ilepesik KOMIOHEHT OCBITHbLO-NIpo(eciiiHol mporpamu

Kon u/n KoMnoHeHTH OCBITHBOI NpOrpamMu KinbkicTh dopma

(HaBYaJIBHI AUCLMILTIHHM, KYPCOBI poekTH (poboTn), KpeJIuTiB | IICYMK.

NpaKkTHKH, KBasitikaiiiina pobota) KOHTPOJIO
1 2 3 4
O00B’43K0BI KOMIOHEHTH CHENiAJLHOCTI
1. Hukn 3azanvuol niozomoexu
CK1.1. | Buma matemaruka 4.l 8 eK3aMeH
CK1.2. | InozeMHa MoBa 3a npodeciiiHuM cpaMyBaHHAM 4.1 3 nud. 3amik
CK1.3. | OcnoBu iH(popmariiiinoi Ta kibepHeTH4HOT 6€3MmeKku 3 nud. 3arik
CK1.4. | Texuonorii nporpamyBasss 4. 1 7 €K3aMeH
CK1.5. | Ykpaiscbka MoBa 3a npodeciiiHuM cupsMyBaHHIM 3 €K3aMeH
CK1.6. | ®izuka 6 €K3aMeH
CK1.7. | Buima Mmarematika 4.2 8 eK3aMeH
CK1.8. | Ino3zemna MoBa 3a npodeciiiHuM cupsiMyBaHHAM 4.2 3 mud. 3aiik
CK1.9. | Icropist iep>kaBHOCTI Ta KyJIGTYpH Y KpaiHu 3 eK3aMeH
CK1.10. | Texnomorii nporpaMmyBaHHS 4.2 7 €K3aMeH
CK1.11. HOpMaTPIBI-{O-HpaBOB?UBaﬁ.EBHel?ﬁHHH Ta Mi}K‘I"-Iapo,ELHi 6 ———
CTaHJapTH iHpopMaliiiHoi Ta KibepHeTHYHOT be3nexu
CK1.12. | JluckpeTHa MaTeMaTHKa 3 aud. 3aik
CK1.13. | Teopis indopmarnii Ta KogyBaHHS 4 eK3aMeH
CK1.14. | InozemHa MoBa 3a nipodeciiiHiM CpSIMYyBaHHIM 4.3 3 Jud. 3aliK
CK1.15. | ®inocodis _3 _eK3aMeH
Bcroro 3a uuki: 70
2. Iuxn npogheciiinoi niozomosxku
CK2.1. | Komanngua pobora 3 . 3amik
CK2.2. | Komrr’roTepHi Mepexi Ta iX 3aXucT 5 eK3aMeH
CK2.3. | IlporpamyBaHHS CKPHUITTOBHMH MOBaMu 4 eK3aMeH
CK2.4. | ba3u naH#X Ta 3HaHb 6 eK3aMeH
CK2.5. | Po3pobnenHs 6e3nedyHux iHGopMalLiiiHIX CUCTEM Ta OCHOBH 6 eK3aMeH
XMapHHUX TEXHOJIOT1H
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CK2.6. | ApxiTekTypa KOMIT'I0Tepa Ta OnepalliiiHi CHCTeMH 4. 1 5 eK3aMeH
CK2.7. | Texnosnorii BeGnporpamyBaHHs 3 €K3aMeH
CK2.8. | CxeMoTexHika MPUCTPOiB TEXHITHOIO 3aXHUCTy iHpOpMaLlii 5 €K3aMeH
y.|
CK2.9. | Meronu Ta 3aco0 TEXHIYHOT0 3aXucTy iHdopmarii 4.1 3 eK3aMeH
CK2.10. | OcHOBH 0XOpOHH nparii Ta Oe3reKa KUTTEXISIBHOCTI 3 €K3aMEH
CK2.11. | Be3neka nporpamHoro 3ade3neueHHs 4 €K3aMeH
CK2.12. | Kpunrorpadiysi cucTeMH Ta IPOTOKOJIH 5 eK3aMeH
CK2.13. | Be3neka iHQpacTpyKTypH KOMIT FOTEPHUX Mepex 6 €K3aMEH
CK2.14. | Texnonorii 610kueiiHy B KibepOesneni 4 €K3aMeH
CK2.15. | Meroau creraHorpadii Ta cTeraHoaHasizy 2 €K3aMEH
CK2.16. | Texnonorii po3ciiilyBaHHs iHIHAEHTIB iH(pOpMaIiiiHOT 3 €K3aMeH
be3nexu
CK2.17. | ETnunmii XaKiHT B KOMIT IOTEPHHX CHCTEMaX Ta Mepexxax 6 eK3aMeH
CK2.18. | KomnniekcHi cucTeMH 3aXUCTy iH(popmMalii 3 €K3aMeH
CK2.19. | ba3u ganux ta 3HaHb (KP) 2 mud. 3aJiK
CK2.20. | Komn’rotepHi Mepexi Ta ix 3axuct (KIT) 3 nud. 3ajik
CK2.21. | ApxiTekTypa koMn’1oTepa Ta onepauiiiai cucremu 4.1 (KP) 2 mud. 3amik
CK2.22. | Kpunrrorpadiusi cuctemu ta nporokonu (KI1) 4 mud. 3aik
CK2.23. | Be3neka ingpactpykrypu komit otrepHux mepex (KIT) 3 mud. 3aTiK
CK2.24. | TexHonorii po3ciigyBaHHsA iHHUAEHTIB iHGopMaliiiHoT 2 oud. 3aiK
6e3nexu (KP)
CK2.25. | KomnnekcHi cuctemu 3axucty ingopmaiii (KIT) 1 mud. 3amik
CK2.26. | IIpakTuka 3a TeMoro 6akanaBpchKoi KBamidikamiitnoi pobotu 3 . 3amik
CK2.27. | BukoHanHs 6akanaBpcbkoil kBamidikaniiinoi pobotu 9
CK2.28. | 3axuct 6akanaBpcbkoi kBajidikaiiiHoi poboTu 3
Bcewvozo 3a yuka: 110
Bcbozo 3a_cnineni komnonenmu: 180

BubipkoBi koMnoHeHTH OCBiTHBLO-podecilinoi nporpamu

Bubipkogi 6J10kH KOMIIOHEHTIB

3. Hukn 3azanenoi niozomosxku

Bcoozo:

| 6

l

4. Huxn npogheciiinoi niozomoexu

Bubipkoei komnonenmu 610Ky 0100: Kivepbeznexa Komn’iomepHux cucmem ma mepec

Bb1.1. | OcHoBu IHTEpHETY peyeii Ta aHATITHKA BEIMKUX JaHHX 4 eK3aMeH
Bb1.2. | ApxiTekTypa KOMII'IOTepa Ta onepauiiiHi CHCTEMH, 4.2 6 €K3aMeH
Bb1.3. | Cucremu GaHKiBCHKOT Ge3meku 4 eK3aMeH
Bb1.4. | Ilpuxnagna kpunrorpadis 3 €K3aMeH
Bb1.5. | Pu3uku Ta iHCTPYMEHTH 3aXMCTy KibepOe3neKu mianpHeMCTB 4 eK3aMeH
BE1.6. | IndopmauiiiHo-KoMyHIKaIliiiHi CHCTEMH 4 €K3aMeH
BB1.7. 36npar'mﬂ, WaHaJIi?. Ta 00poOka jaHux y iHdopmariiiHo- 4 eK3aMeH
KOMYHIKaIlilfHHX CHCTeMax

Bb1.8. | [ludpora 06pobka curHaiiB Ta 300paXkeHb 3 eK3aMeH
BE1.9. | Ayaut 6e3nexku cMapT-KOHTPAKTIB S €K3aMeH
BbE1.10. | MenemxMeHT iHpopMaIiitHoi Oe3nexu 4 eK3aMeH
Bb1.11. | OcHoBu IHTEpHETY peueli Ta aHamiTHKA BeHuKuX JaHuX (KP) 2 aud. 3amik
Bb1.12. | Ilpuknaana kpunrorpadis (KP) 2 mad. 3amik
Bb1.13. | [Indposa 06pobka curnanis ta 306paxenn (KIT) 3 qud. 3amik
Bcwozo 3a yuxn 48

Bcwvozo ona 6aoky 54
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Bubipkosi komnonenmu 610ky 0200: Cucmemu mexuiunozo saxucmy ingopmayii,

agmomamu3sauia it 06podKu

BB2.1. S};eMOTEXHIKa TPHUCTPOIB TEXHIYHOTO 3aXMCTy iH(pOpMAii 5 eKIAMEH
Bb2.2. | AnmapaTHHii XaKiHT 4 eK3aMeH
Bb2.3. | Texuonorii 6€3apoTOBOro 3B 43Ky Ta iX 3aXHCT 4 €K3aMeH
Bb2.4. | Texuiuni 3aco0u OXOpoHM 0O0’€KTIB Ta ympaBiiHHSA 4 y
. : aud. 3amik
TEXHIYHUMHU 3acobamu iHdopMaiii
BB2.5. | Metoau ta 3acobu 3axucty iHdgopmaii, u. 2 4 €K3aMeH
Bb2.6. | Lludposa o6pobka curnaiis 3 nud. 3a1ik
BBE2.7. | IlpoekrtyBaHHs cucTeM ©Oe3nekd 00’€KTiB  KPHUTHYHOI
y ” : 3 eK3aMeH
iHQPACTPYKTYPH Ta JAeP KaBHOI TAEMHUILI
BB2.8. MleonpoHecopu B CHCTEMaxX TEXHIYHOIO  3aXHCTy 4 S
iHbopMariii
Bb2.9. | besneka kibepdiznuHuX cHCTEM 3 eK3aMeH
Bb2.10. | Anapatna kpuntorpadis 3 €K3aMEH
Bb2.11. | CxeMoTexHiKa OpPUCTPOIB TEXHIYHOTO 3aXHCTy iH(OpMaLii 3 il
4.2, (KIT)
Bb2.12. | Metoau Ta 3acobu 3axucty iHdpopmarii 4.2 (KP) 2 aud. 3amix
Bb2.13. | [IpoextyBanns cucrem ©Oe3nmexkd 00’€KTiB  KPUTHIHOT 3 .
. 2 s nud. 3amik
iHdpacTpykTypu Ta aep>kaBHol TaeMuuIi (KIT)
BbB2.14. | besneka kxibepdizununnx cucrem (KII) 3 mud. 3amik
Bcebozo 3a yurn 48
Bcebozo ona 6a0ky 54

l

Bubipkogi komnonenmu 6aoky 0300: Ynpasninna inpopmayiiinoro 6e3nexoio

BB3.1. | Aymur, niuensyBaHHs Ta ceptudikanis indopmamiiHo a ———
6e3nexu

BE3.2. | OcHoBu Ea Oe3nexa indopmanifiHO-TeNIeKOMYHiKaiHHIX 5 CK3AMEH
TEXHOJIOT1H

BB3.3. | OuiHroBaHHsd PpU3MKIB Ta IUIAHYBaHHA  BiJHOBJICHHS
. o 4 eK3aMeH
iHopManiHHUX cUcTEM

BBE3.4. | IIpodini kibepbesneku 00’ €kTiB KpUTHIHOT IHPPACTPYKTYPH 3 eK3aMeH

Bb3.5. | Komn’rorepna 06pobka indopmartii 3 aud. 3anik

Bb3.6. | Texnonorii 6e31poToBOro 38°s13Ky Ta iX 3aXMCT 4 €K3aMeH

Bb3.7. |IlpoextyBaHHs cHcTeM Oe3rnekd 06’€KTIB  KPUTHYHOT ;) o
iH(hPaCTPYKTYpH Ta JAEPKABHOT TACMHMII ©

BE3.8. | Po3Binka JaHHX HA OCHOBI BIJKPHTHX JDKEpE 4 eK3aMeH

Bb3.9. | CucreMu mITydHOro iHTeNIeKTy B KiGepOesmeni 3 eK3aMeH

Bb3.10. | Ynpagninus cuctemamu kibepbesneks Ta 1X HagidHICTh 3 nud. 3amik

Bb3.11. | Aymur, nineHsyBaHHA Ta ceprudikanis iHpopMamiiHOi ’ Jadh. sk
oesnexn (KP)

BB3.12. imi Ki *€KTI 1i :

3 TIpodini kibepbesnekn 06’ €KTiB KPUTHUHOT IHPPACTPYKTYPH 3 b, saii

(KII)

Bb3.13. | [lpoektyBanHs cucrem Oe3neku OO0’€KTIB  KPUTHYHOL ;
; o ; 3 nud. 3aik
1H(ppacTpyKTypH Ta aepxkaBHoi TaeMuuLi (KIT)

Bb3.14. | Yopasninas cucteMaMu kibepbesneku Ta ix Hagidaicts (KIT) 3 Jaud. 3aik

| Bewozo 3a yuxn 48
Bebozo ona 6aoky 54
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Bubipkosi komnonenmu 610Ky 0400: Aominicmpyeanna cucmem Kidepoesnexu

Bb4.1. | Besneka BeO-10AaTKIB 4 eK3aMeH
BB4.2. | Opranisauis inopMaiifiHnx TEXHONOTH Ha Il ANPHEMCTBI 5 CK3aMEH
Bb4.3. |OuiHroBasHs pH3WKiB Ta IUIAHYBaHHS  BiJHOBJICHHS 4 cKaaMEH
iHbopMaLlIiHUX CHCTEM
Bb4.4. | Aynut indopmaniiinoi 6e3nexu 3 eK3aMeH
Bb4.5. | Besneka Mepe)xeBHX onepanifiHuX CHCTEM 4 €K3aMeH
BB4.6. | Benuki gasi Ta iX 3aXucT 4 eK3aMeH
BB4.7. | TectyBanHs nporpaMHOTo 3a0e3reyeHHs 3 eK3aMeH
BB4.8. | IuctpymenTtn MepexeBoi Ge3lieKd Ta CHCTEMHM XKypHaslizalii 5 eK3aMEH
N0 B KOMIT FOTEPHHUX CHCTEMax
Bb4.9. | Besneka 6e3qpoTOBHX i MOOUTEHAX TEXHOJIOTIH 3 eK3aMeH
Bb54.10. | Cuctemu mTy4Horo iHTeSeKkTy B KibepOesmneni 3 eK3aMeH
Bb4.11. | Oprauizauis inpopManiiiHuX TeXHONOrid Ha MiJANPUEMCTBI 3 b, 3K
(KID)
Bb4.12. | Beauki nani Ta ix 3axuct (KP) 2 . 3aiiK
Bb4.13. | TecryBanus nporpamuoro 3ade3nedenss (KP) 2 . 3aJik
Bb4.14. | Besneka 6e3apoToBux i MobinpHUX TexHOsori#H (KIT) 3
Bcbozo 3a yukn 48
Bcwvozo ona oa0ky 54
BuOipkoBi KOMIOHEHTH IHIIHX OCBITHLO-NpodeciiiHuX nporpamM
Bcbozo 6
Bcbozo 3a ubipkosi Komnonenmu 60
Bcewozo 30 oceimubo-npogheciiiny npozpamy 240

4. @opmu aTecrailii 3100yBadiB BUILIOI OCBITH

dopmu atecrartii
3n00yBayiB BUILOT
OCBITH

Atectauis  3piiicHioeTsest Yy  GopMi  €IMHOrO  JIepHKaBHOIO
kBatiQikamiiHoro icnmry Ta MmyoIiuyHOro 3aXMCTy KBati(ikauiiiHoi po6oTH.

€nunuii nep)xaBHu KBanidikauiiftHuii icnuT nepeabadac ONiHIOBAHHSA
JNOCATHEHL  PE3yJIbTATIB  HABYAHHSA, BHUY3HAYEHMX CTaHAApTOM  3i
cneniaibHocTi F5 Kibepbesmeka Tta 3axmer indopmamii maas nepmoro
(bakayiaBpCchKOro) piBHA

Jo arectanii JOMyCKAalOTBCA CTYIOCHTH, fKi BHKOHAIM BCi BHMOTH
TIPOTrpPaMH MiATOTOBKH.

Bumoru no Keanidikaniiina pobora Mae mepenbauaTd po3B’si3aHHs CHENiani30BaHOL
KkBastidikanidHol 3ajadi B ranysi iHdopmaniiinoi Ta/abo kibepOesmexn. Ksamidikauilina
poboTH/TIPOEKTY pobota Bukonyethes 3 rpudom JICK ta 36epiraetses y ¢inii PCO kadenpu.
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5. MaTpuus BiANOBiAHOCTI MPOrpaMHUX KOMIETEHTHOCTEH HABYAJILHHM
KOMIIOHEHTAM

IHT
3K1
3K2
3K3
3K4
3K5
3K6
3K7
3K8
CK1
CK2
CK3
CK4
CK5
CKé
CK7
CKS8
CK9

CK1.1. . ° .

CK1.2. . . .

CK13. A PR ; -

CK1.4. . . . . .

CK1.5. . . . . .

CK1.6. . .

CK1.7. . L4 .

CK1.8. . . .

CK1.9. . o . . .

CK1.10. . ] . o .

CK1.11. . . . . . . .

CK1.12. . . .

CK1.13. . . . .

CK1.14. . . .

CK1.15. . . . .

CK2.1. . . . . o

CK2.2. . . . . o . .
CK2.3. . . . . .

CK24. . . o . . .

CK2.5. e . . . . N

CK2.6. . . . . . . .

CK2.7. . ° . . . .

CK2.8. e . . . .

CK2.9. . e . . .

CK2.10. | - . . .

CKZ.II. e L ® L] ° °

CK2.12. . . . ,

CK2.13. . . . . . .

CK2-14. . L o . ® e

Cm,ls. L] b4 ° ° L] ° ®

Cm.lﬁ. - L] ® O . L] .

CK2.17. L] L [ L] .

CK2.18. L . ° . . . ® .

CK2.19. . . . . . | o

CK2.20. L4 - - ol L] L] L]

CK2.21. . . . . . . .

CK2.22. . . o .

CK2.23. . . ° . .

CK2.24. s L] N . ® °

CK2.25. . e e . . . .

CK2.26. ® ® - . L] . L] L] . L] ° °

CK2.27. | » e e e . . . o

CK2.28. . . o . .

CK10




6. Matpuus BianoBiaHocTi paxoBux KoMIeTeHTHOCTeH npodeciiHoro

cnpamyBanHs (PKC) HaBYyaJibHUM KOMIIOHEHTaM

®KC1.1

DKC1.2

PKC1.3

©KC1.4

®OKC1.5

DKC2.1

DKC2.2

DKC2.3

DKC2.4

®KC2.5

PKC3.1

PKC3.2

PKC3.3

DKC3.4

®KC3.5

DKC4.1

DKC4.2

DKC4.3

DKC4.4

®KC4.5

Bb1.1

Bb1.2

Bb1.3

Bb1.4

BB1.5

BbL.6

Bb1.7

BB1.8

Bb1.9

BB1.10

Bb1.11

Bb1.12

BB1.13

BB2.1

Bb2.2

BB2.3

BB2.4

BB2.5

BB2.6

Bb2.7

BBE2.8

BbE2.9

Bb2.10

BB2.11

Bb2.12

BB2.13

Bb2.14

BB3.1

BBE3.2

BB3.3

BB3.4

BB3.5

BE3.6

BE3.7

BB3.8

BB3.9

BBE3.10

Bb3.11

BB3.12

BBE3.13

Bb3.14

Bb4.1

Bb4.2

BB4.3

Bb4.4

BB4.5

Bb4.6

BB4.7

Bb4.8

Bb4.9

Bb54.10

BB4.11

Bb4.12

BB4.13

Bb4.14
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7. Marpuus BiinOBiIHOCTI MPOrpaMHUX Pe3y/bTATIB HABYAHHS

HaBYaJbHUM KOMIIOHCHTAM

PH1
PH2

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PH10

PH11

PH12

PH13

PH14

PH15

PH16

PH17

PH18

PH19

PH20

PH21

CK1.1.

CK1.2.

CK1.3.

CK14.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10

CK1.11

CK1.12

CK1.13

CK1.14

CK1.15

CK2.1.

CK2.2.

CK2.3.

CK24.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9

CK2.10

CK2.11

CK2.12

CK2.13

CK2.14

CK2.15

CK2.16

CK2.17

CK2.18

CK2.19

CK2.20

CK2.21

CK2.22

CK2.23

CK2.24

CK2.25

CK2.26

CK2.27

CK2.28
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PH1
PH2
PH3
PH4
PHS
PH6
PH7
PHS
PH9
PH10
PH11
PH12
PH13
PHI14
PH15

PH16

Bbl1.1

Bb1.2

BE1.3

Bb1.4

Bb1.5

BBE1.6

BB1.7

BBE1.8

BG1.9

BB1.10

BbI1.11

BB1.12

BB1.13

BB2.1

BB2.2

BB2.3

Bb24

BB2.5

Bb2.6

BB2.7

BB2.8

BB2.9

BB2.10

Bb2.11

BB2.12

BB2.13

Bb2.14

BB3.1

BE3.2

BBE3.3

Bb3.4

BEB3.5

BB3.6

BB3.7

Bb3.8

Bb3.9

BB3.10

BB3.11

BB3.12

Bb3.13

BBE3.14

BB4.1

Bb4.2

Bb4.3

Bb4.4

BBE4.5

Bb4.6

Bb4.7

BB4.8

BB54.9

Bb4.10

BB4.11

Bb4.12

Bb4.13

Bb4.14

PH17
PH18
PH19
PH20
PH21
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