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Po3misiHyTO Ta 3aTBEpIHKEHO

Ha 3aciganHi Buenoi panu
VYHiBepcuTery

Bin«lO» OA 2025 p.
nporokon Ne 2.0

JIsBiB 2025 p.




JUCT NOTOJKEHHSA
OCBITHbO-TIpo(eciiiHOi MporpamMu

PiBensb BHITIOT OCBiTH Ieprmwii (bakanaBpcbkuii) piBeHb
Ha3ga ranysi 3HaHb F Indopmaniiini rexHonorii

Haspa cneniajibHOCTI F5 KibepOesneka ta 3axuct indopmartii
KBaunidikariis bakanagp 3 kibepOe3nexu
PO3POBJIEHO I CXBAJIEHO NMOTOXKEHO

HaykxoBo-mMeToiM4HO0I0 KOMiCi€ro
crenianbHocTi F5 KiGepbesneka ta 3axucr
indopwmarii

IIporokon Ne 1

Biz «12» arotoro 2025 p.

I'onoBa K cniemiansHOCTI
Banepiii 1Y IMKEBWY
PEKOMEH/JOBAHO

HaykoBo-MeTOIUYHOIO Paoro
yHiBepcuTeTy _

ITpoTokos Ne

Bim« 20 » v 2025 p.

T'onosa P yuiBepcurery 5
Amnarouniit 3ATOPOJTHIU

[IpopekTop 3 HAyKOBO-IIEAArOri4HO]
poboTu HarioHajibHOro yHiBepcuTeTy
«JIbBIBCHKA MOMITEXHIKAY

é&D Oner TIABUIYAK

«el» o2 2025 p.

Hauvaneauk HaBuanbHO-METOAMYHOTO
BIJUIUTy YHIBEPCUTETY

Ké—:;"’-Bacmm TOM’IOK
« (PP— o2 2025 p.
Hupekrop IKTA
M) IOpiit KOCTIB
—
«21» motoro 2025 p.




MEPEJMOBA
Pospo6aeno BianosinHo no CraHmapry Buimioi ociTh Ykpainu mepmoro (6akanaBpchKoro)
piBHs, ranyss 3HaHb F — Indopmaniitni Texsonorii, cnewianshicts — F5 KiGepOesnexa ta 3axuct
iH(opMallii, 3aTBEP/IKEHOTO, 3aTBEP/DKEHOTO Ta BBEAEHOIO B Jil0 HakazoM MiHicTepcTBa ocBiTd Ta
Hayku Ykpainn Bix 29.10.2024 p. Ne1544.

Po3pobneHo pobouoio Tpymol0 HayKOBO-METOAMYHOT KOMICIT  CreIialbHOCT F5
«Kibepbesneka Ta 3axuct indopmalii» y ckiami:

Hynuxeny B.b. — A.T.H., npodecop kapepu 31 — rapant ocBiTHRO-npodeciiinoi mporpamu

Onipcepkwii 1.P. ~ I.T.H., npogecop, 3aBigyBau kadenpu 31

Kypagens .M. — JI.T.H., C.H.C., 3aBiyBay Kadeapu BIT

I"apacumuyk O.1. — K.T.H., IoueHT Kadempu 31

Cementok C.A. —K.(.-m.H., nouent kadenpu BIT

Muxutun ['.B. — A.T.H., npodecop kadenpu 31

Hemkopa O. A. — I.T.H., mpodecop kapenpu BIT

Xoma B.B. — A.T.H., mpodecop kadenpu 31

Kypapuak J1.10. — Lead Operational Technical Consultant and Lead Splunk Consultant, EPAM

Kypiii €.0. — KepiBHHK Bifyniny IHdopmaniiinoi 6esnexku Hiveoneer AG

Fopauy M.B. — mupexrop II1 Defence Ukraine

Cycyxkaiino B.A. — cTapuuii aHaliTuK 3 inpopmaniiinoi Ge3nexu TS Imagine, unen ISACA Ta
OWASP

Scincekuit A.A. — mupekTop Alarm Security

J3io6a H.I. — gupekrop n.i. Iron Sec

Copoka C.O. — cryaentka Kb—406

I"apanT OCBITHBO-TIpO(ECiiiHOT TporpaMu (2 (Banepiit 1Y JIMKEBWUY)

IIpoext ocBiTHbO-npodeciiiHOi nporpaMm 06rOBOpEHHil Ta CXBaleHWH Ha
3acijanni  Buenoi pamu  HaBYANBHO-HAYKOBOrO  iHCTHTYTY KOMIT IOTEPHUX
TEXHOJIOTiH, ABTOMATHKK T4 METPOJIOT{

IpoToxon Ne 7 Bin «21» mororo 2025 p.

Tonosa Bueroi pazu IKTA %/D [Opiii KOCTIB
L/

3aTBep/KEHO Ta HAZAHO YMHHOCTI

Haxkasom pexropa Hauionanenoro yuisepcurery «JIbBiBehka moiTexHikay
Bin « 77 » 3 2025 p. Ne 746-~ 770 .

Lls ocsiTHRO-podeciiina mporpama He Moxe OYTH MOBHICTIO ab0 YacTKOBO
BIITBOPEHa, THPAXOBAHA Ta PO3MOBCIO/KCHA 6e3 Jo3Boay HauiomansHoro
yHiBepcutety «JIbBiBChbKa mosiTeXHiKay.




1. IIpodianb ocBiTHLO-Mpodecitinoi mporpamu “Kibep6esnexa”
Oakaaaspa 3i cneniaabHocti FS «KidepOe3nexa Ta 3axuct indopmanii»

1 —3aranbHa iHpopmauja

MoBHa Ha3Ba 3aknagy
BMLLIOT OCBITK Ta
CTPYKTYpPHOTO nigpo3ainy

Hanionansuuii yHiBepcuteT «JIbBiBChKA MOITEXHIKA»

OdiujitHa Ha3Ba Kibepbesneka
OCBITHbOI NpOrpamu Cybersecurity
CTyniHb, WO bakanapp
NPUCBOIOETLCA

ObmexeHHs Wwoao Gpopm
HaB4YaHHA

JlenHa, 3a04Ha, TUCTAHIIHHA

Keanidikauia B8 aunnomi

Cryninp BUIIOT OCBiTH — GakaiaBp
CrenianpHicTs — F5 KibepOesneka ta 3axuct indopmanii
OcgitHs nporpama — Kibepbesneka

Q6car ocsiTHLOT
nporpamu

- Ha 0a3i noBHOI 3aranbHOi cepeaHboi ocBitH — 240 kpeautie EKTC;
- mHa 0a3si cTymeHs «MmonommmMii  crerjianmict»  (OCBITHBO-
KBasi(ikanifiHOro piBHA «MOJIOAIIHIA crieianicT») 3aKiaz BUIIOI OCBITH
Ma€ npaBo BM3HATH Ta IepesapaxyBaTH He Ouibiie, HDK 120 Kpenuris
€KTC, oTrpumaHux B Mexax IONepeAHbOi OCBITHBOI IMPOrpamMu
HiJIrOTOBKH MOJIOAIIOTO Gakanaspa (MOJOMIIOro chelianicra).
Minimym 75% obcsry oCBiTHBOT nporpamMu Mae OyTH CIIPAMOBAHO Ha
3a0e3nedeHHs 3arajlbHUX Ta cHelialbHuX ((axoBUX) KOMIIETEHTHOCTEH
3a CNEIaIbHICTIO BU3HAYEHOIO CTAHAAPTOM BHIIOI OCBITH.

Mosa(u) BuknagaHHa

YkpaiHcbka MoBa

2 — MerTa OoCBiTHbOT Nporpamu

Iligroroska ¢axiBuiB, 37aTHUX BHKOPHCTOBYBATH | BIIPOBAKYyBaTH

TexHosorii  indopmaniiinoi Ta/abo  kiOepOesmexku Ta  3axuUcTy
iHopmaii.
3 - XapaKTepuCcTUKa OCBITHBOI NPorpamu
Onuc npegmeTHOI O06’extu nipodecifHol AiSNLHOCTI BUIY CKHHKIB:
obnacri — ob'exTu iHopMaTH3aIIii, BKJIIOYAKOYH KOMIT FOTEpHi,
aBTOMaTH30BaHi, TEeJIEKOMYHiKallifiHi, inpopmauiitui,

iH(opMaLiiiHO-aHaATI THYHI, iH(opMaLiiiHO-TeeKOMY HiKaLiiHi
cHcTeMH, iH(pOpMaIliifHi pecypcH i TEXHOJIOTIT;

— TexHonorii 3abe3neyenns Gesnexu indopmauii;

— TmpouecH ymnpapniHHA iHdopMmaniiiHolo Ta/aGo KiGepbesnexoio
00’€KTIB, IO Mi/UIAratoTh 3aXUCTY .

Teopernunuii 3mict npeiMeTHOT AISILHOCTI

3HaHHs:

— 3aKOHOJaBYO0i, HOPMAaTHBHO-NPaBoBOi 0a3u VYKpainu Ta BHMOT
BIIMOBIAHMX  MDKHAPOJAHMX  CTAaHAAPTIB 1 NPaKkTHK MO0
3nificHeHHs TipodeciitHOl AisUIbHOCTI;

— TMpPHHUHMIIB CYNPOBOAY CHCTEM Ta KOMIUIEKCiB iHdopMmariiHoi
Ta/abo kibepbe3nexu;

— Teopii, Mojeneii Ta NPUHLMINB YNpaBIiHHA
indopmaliitHux pecypcis;

~ Teopii cucteM ynpapiinHs iHpopMauiiiHoo Ta/abo Kibepbesnexoro;

— METOIB Ta 3aC00iB BUSBICHHS Ta iAeHTH(IKallii pU3HKIB;

~ MeTOAiB Ta 3aco0iB OMIHIOBaHHA Ta 3a0e3NeYeHHA HEOOXiZAHOro
PIBHS 3aXHIIEHOCTI iHpOpMaILiT;

— METO[iB Ta 3aco0iB TEXHIYHOro Ta KPHITOrpadidHoro 3axmcry

AOCTYIIOM 1O
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iH(popMalii.
MerTo/H, METOIMKH Ta TEXHOMOTII:
Merto, METOIUKHM Ta TexHoJsorii 3abe3nedeHns iHpopmauiiiHoi Ta/
abo xibepbesnexu.
IncTpymMeHTH Ta o0naqHaHHI:
— CHCTeMH po3po0KH, 3abe3neyeHHs, MOHITOPUHTY Ta KOHTPOJIO
nporueciB iHnpopmariiinoi Ta/abo kibepbesneky;
— cydacHe mporpamHo-arniapatHe 3abesneuceHHS —iHopMalliiiHo-
KOMYHIKalllHHHX TeXHOJIOTIH.

AKapemiyHi npasa
BUMNYCKHUKIB

MoOXIIHBICTE TIPOJIOBKMTH HABYAHHS 3a OCBITHBO-TIpodeciiiHoi0 abo
OCBITHBO-HaYKOBOIO IIPOrpaMoIO CTYIICHS MaricTpa.

OpieHTauia ocBiTHLOI
nporpamu

Ocsitapo-npodeciiina mporpama 0a3yeTbCsi Ha  3aralbHOBIIOMHX
MOJIOKEHHSAX Ta pe3yJIbTaTaX CyYacHHUX HAyKOBUX JIOCHI/DKEHb Y raiy3i
iHpOpMALIIfHMX  TEXHOJOri Ta OpIEHTyeTbCA Ha  aKTyasbHi
cnemjanizanii 3 mnurtaHe kibepOesneku Ta 3axucty iHbopMarii,
NOTIEPEDKEHH Ta MPOTHIl KiOep3NouuHiB, Y MeXax sSKMX MOXJIHMBA
nojaibina HaykoBa Ta npodeciiina kap’epa.

OcHoBHUI dOKyC
OCBITHbOI NpoOrpamm 1a
cneujanisawi

CreriianieHa ocBiTa Ta npodeciiina migroroska B obnacri kibepdesnexu
Ta 3aXHUCTY iHpopMaLlii.

Kniouoei cnoea: xibGepOe3neka, CHCTEMHM TEXHIYHOTO 3aXHCTY
iHopmanii, ympaBmiHHA iH(opmauiiiHolo  Oe3nekoro, Oesnexa
iHpOpMAaIiifHO-KOMYHIKalliHHWX CHCTEM, AaJMIHICTPyBaHHA CHCTEM
Kibepbe3nexu.

OcobnusocTi nporpamu

InTerpoBana mizroroska ¢axisimis 10 BUpinIeHHs 3aBaHb y chepi
KibepOesnexu.

4 — 3paTHICTb BUMYCKHUKIB

A0 NpauesnawTyBaHHA Ta NOAa/iblUOro HaB4aHHA

MpupatHicTb 8O
npayueBnawTyBaHHA

BunyckHuK MoXe 3aiiMaTM TEepBMHHI IOC3J  BiJNOBIAHO JIO
npodeciiiHux cTaHmapTiB:

1. ApminicTpaTop Ge3reku Mepex i cucreM, 2139.2;

2. @axisenp chpeu 3axucry iHdopmamii, 2139.2;

3. daxipeup 3 nuTaHb Oesnekd  (iHQOpMaliAHO-KOMYHIKaIiiHI
TexHoorii), 2139.2;

4. Konctpykrop cucteM besneku, 2139.2;

5. daxigeup 3 NiATPUMKH iH(ppacTpyKTYypH Kibep3axucry, 2139.2;

6. daxipenp 3 pearyBaHHs Ha iHIMJIEHTHU Kibepbesneku, 2139.2;

7. ®axiBenp 3 kpunrorpadiuHoro 3axucry iHpopmanii, 2139.2;

8. daxigellb 3 TEXHIYHOrO 3axucTy iHpopmauii, 2139.2;

9. daxiBelp 3 TECTyBaHHS CHCTEM 3aXUCTy iHGopamuii, 2139.2;

10. Aymurop indopmariiitnux TexHonorii (3 kibepbesnexn) 2139.2;

11. daxiBeup 3 OLIHKK 3axo0jiB 3axucTy iH(popMalii (kibepbesnekn),
2139.2;

Ta MDKHapoJHOI cTaHzapTHOi Kiacudikarii mpodeciii (International
Standard Classification of Occupations 2008 (ISCO - 08): 2529 Security
specialist (ICT). IcHye MOXKTHMBICTE OTPUMATH MDKHAPOAHI cepTU(RIKATH
B rayysi Kibepbesneku.

lMoganolie HaBYaHHA

MOXKTHBICTE TIPOMOBXKHTH HABYaHHSA Ha ApPYroMmy (MaricTepckomy)
piBHI Bumoi ocBitTh 3a crnenianbHicTio F5 «Kibepbesneka Ta 3axuct
iHopMariin abo iHIIAMH CHOPiAHEHUMH (CyMibKHHMHU)
CHeliaNbHOCTMM ramy3i 3HaHb «[HdopmauiiiHi TexHosiorii», 1o
Y3TOKYIOThCS 3 OTPUMaHKM JUIUIOMOM OakasiaBpa.

MoyxnuBicTs TABHINEHHs KBajidikanii Ta OTpPUMaHHS JOJATKOBOL
THCISMTIIOMHOT OCBITH.




5 — BuKNaAaHHA Ta OLiHIOBaHHA

BuknapaHHa Ta
HaBYaHHA

I pPYHTYIOTBCS Ha MPMHIMIIAX CTYAEHTOLEHTPH3MY Ta iHWBiTyaTbHO-
OCOOMCTICHOTO TIi/IXO/y; peali3yloThCA 4Yepe3 HaBYAHHA HAa OCHOBI
JOCHIDKEHb, MOCHIEHHS MPaKTHYHOI OPIEHTOBAHOCTI Ta TBOPYOI
cnpsiMoBaHocTi y ¢dopmi komOiHamii nekuiif, saGoparonux po6ir,
NPaKTHYHHUX 3aHATh, CAMOCTIHHOI HaBYAJIBHOI i AOCHIAHHIBEKOT poboTH
3 BUKOPHCTaHHAM €JI€MEHTIB JUCTAHIIHHOTO HABYAHHS, PO3B’sI3yBaHHI
NPUKJIAJHUX 337124, BHMKOHAaHHA KypcoBHX pobiT Ta IpOEKTis,
KOHCY/lbTalli i3  BUKIajayaMH,  IJArOTOBKa  6akanaBpchKoOl
KBatiikaiiiiiHol poboTH.

OujiHIOBaHHA

ITucemoBi Ta ycHI eKk3aMeHM, 3aiiky, JabopaTopHi 3BiTH, YCHI
Npe3eHTalii,  MOTOYHMH  KOHTPOJb,  3aXHCT  6GakalaBpChKoi
KBasiQikaniiiHoi poboTH.

6 — [NporpamHi KOMMNEeTeHTHOCTI

IHTerpanbHa
KomneTteHTHicTb (IHT)

3naTHICTE pO3B’A3yBaTH CKJIAHI CreLiani3oBaHi 3aja4i Ta MpaKTHYHI
3aBJIaHHs y rajysi KibepOesneku Ta 3axucty iHdopmanii.

3aranbHi
KomneteHTHocTi (3K)

3K1. 3naTHicTh 3aCTOCOBYBATH 3HAHHS y NPAKTHYHHUX CHTYALligX.

3K2. 3nanns Ta po3yMiHHS NpeMeTHOT obJiacti i posymMinms npodeci.
3K3. 3paTHicTh cHiNnKyBaTHCs JEPKABHOIO MOBOIO fK YCHO, TaK i
IIMCbMOBO.

3K4. 3naTHicTh CHUIKYBaTHCS iHO3EMHOIO MOBOIO.

3KS. 31aTHicTh BUMTHCS | OBOJIO/IBATH CYYaCHHMMH 3aHHHAMH.

3K6. 3patnicte peanizoByBatu cBOi mpaBa i 0GOB’S3KM SK 4ieHa
CYCIILIbCTBA, YCBiIOMIIIOBATH ILIHHOCTI IPOMAASHCHKOTO (BLIBHOTO
JNEMOKPaTHYHOTO0) CYyCHUIBCTBA Ta HEOOXiOHICTE MHOro CTaJoro
PO3BHTKY, BEpPXOBEHCTBA TIpaBa, MNpaB Ta CBOOOJA JIIOAMHM |
rpoMajsHHHA B YKpaiHi.

3K7. 3parHicte yXBamioBaTH pillleHHs W [JiATH JOTPUMYIOYHCH
TIPUHIMITY HENPHITYCTUMOCTI KOpYMuii Ta OyIb-SKHX iHIIMX NpOsBiB
HeoOpodecHOCT.

3K8. 3patmicte 30epiraTH Ta HPUMHOXYBATH MOpalbHi, KyJIbTYpHi,
HayKOBI IIHHOCTI i JIOCATHEHHS CYCIiIbCTBA HA OCHOBI PO3YMiHHS
IcTOpil Ta 3aKOHOMIPHOCTEH PO3BUTKY MpeAMETHOI 06nacTi, i Micii y
3arajibHili CHCTEMi 3HAHB NPO HPHUPOAY 1 CYCMUILCTBO Ta Y PO3BHTKY
CYCNUIBCTBA, TEXHIKM i TEXHOJOTiH, BUKOPUCTOBYBATH Pi3Hi BHIM Ta
(bopMu pyxoBOi aKTHBHOCTI [UIs aKTHBHOIO BiJNOYMHKY Ta BEeIEHHS
3[10pOBOTO CNIOCO0Y IKHTTSL.

CneujanbHi (paxosi,

npeameTHi)
komneteHTHOCTI (CK)

CK1. 3patHicTh 3aCTOCOBYBaTH 3aKOHOJABYY Ta HOPMATHBHO-IIPABOBY
a3y, a TaKkox JiepXKaBHi i MXKHAPOJIHI BUMOTH, IPAKTHKH i CTAHAAPTH y
npodeciiiHiii DisTBHOCTI.

CK2. 3parnicTh BHKOPHCTOBYBaTH iH(OpMALiiiHi TeXHONOTII, CydacHi
METOMIH i MoJieTi KibepOesneky Ta CHCTeMH 3aXHuCTy iHhopMaltil.

CK3. 3pnarnicTs 3a6e3medyBaTi HenepepBHICTh Gi3HeC-NPOLECIB 3TiAHO
BCTAaHOBIICHOI MONITHKM Kibepbe3neku Ta 3axucty iHdopmariii.

CK4. 3parnicte 3a6e3nmedyBatn 3axuct iHdopMmanii B indopmariitHux
Ta iH(OpMaIiliHO-KOMyHIKal[iiHKX CHCTEMaX 3TiMHO BCTAHOBJIEHOI
nonitHky KibepOesnekw if 3axucty inpopmarii.

CKS. 3parnicts BimHOBIIOBaTH (yHKUiOHyBaHHS iHpOpMALiffHUX Ta
inpopmanlifiHO-KOMyHIKaLifHIX CHCTEM TicHs peanizaiii  3arpos,
3aikicHenHs Kibepartak, 3001B i BiIMOB pi3HHMX KJIACIB Ta IOXO/KEHHS.
CK6. 3parnicts BnpoBamKyBaTd Ta 3a0esneuyBaTd (yHKI[IOHYBaHHs
KOMILIEKCHUX CHCTEM 3aXHcTy iH(opManii (KOMIUIEKCH HOPMAaTHBHO-
NPaBOBHX, OpraHi3allifHUX Ta TEXHIYHMX CIOCOOIB i METO/iB,
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npoueayp, MPAKTUUHUX MPUIAOMIB TOLIO)

CK7. 3narnicte 3milicHioBard npodeciiiHy misibHICTE Ha OCHOBI
BIPOBA/DKCHOI ~ CHCTEMH  ynpaBiiHHi  iH(opMmauiiiHOlO  Ta
Kibepbe3nekoro.

CKS8. 3partHicTh 3aCTOCOBYBaTH METOIM Ta 3aco0M KpunrorpadiuHoro
3axucTy iHhopmMalii Ha 06’ exTax iH)OpPMALIHHOT JisUTEHOCTI.

CK9. 3narHicTh 3aCTOCOBYBAaTH METO/H Ta 3aCO0M TEXHIYHOTO 3aXHUCTY
iHopmaltii Ha 06’ exTax iH(OpMaLIiiHOI AiSIBHOCTI.

CK10. 3narHicTh BHKOHYBAaTH MOHITOPHHT iH(OpPMAIiHHX IPOIECIB,
aHaJi3yBaTH, BHSBIATH, OIIHIOBATH MOXKJIMBI BpPa3NMUBOCTI Ta 3arpo3d
iHdopmauiiinomy npocropy # iHdopmauiiHuM pecypcaM 3rimHO 3
BCTAHOBJIEHOIO MOJHTHKOIO iH(OpMAaLiiHOT Oe3MeKH. .

®axoBi KOMMETEHTHOCTI
npodeciiHoro
cnpamysaHHsA (PKC)

Bubipkosi komnonenmu onoxy 0100 “Kibepbesnexa komn’romeprux
cucmem ma mepexc”

®KC1.1. 3HaHHA OCHOBHHX WIAXOMIB A0 Oprafizamii THIIOBHX
KOMIUIEKCIB Ta 3aco0iB 3axucty iHdopmauii B iHdopmauiiinux i
KOMYHIKal[IfHIX cUcTeMax.

®KC1.2. 3HaHHs OCHOBHHMX MoJieJiell PH3HKIB, Ypa3IMBOCTEH, 3arpo3
Ta arak i OOIpYHTYBaHHA BapiaHTiB MoOyIOBH aBTOMAaTH30BaHOI
CHCTEMH MOHITOPUHTY iH(hopMmamniiinoi 6e3neku s iHGopMamiiHuX i
KOMYHIKalliHHUX CUCTEM Ta i1 OCHOBHMX CKJIAJIOBHX.

®KC1.3. 3HaHHA TeXHOJNOTi CTBOpEHHS CHCTEM  3aXHCTy
KOMIT'FOTEPHUX CHCTEM Ta MeEpe IS pPO3pOOKH Ta BH3HAYECHHS
3arajibHAX [PUHIMIIB NOOYJIOBH CHCTEM 3axXWCTy, 3aBHaHb Ta
BUXIIHUX JaHHUX, SKi HEOOXiHO BpaXOBYBaTH NpPH MNPOEKTYBaHHI
CHCTEM 3aXHCTY.

®KC1.4. 3HaHH MeETOOWK aHANi3y, CHHTe3y, ONTHMi3aiii Ta
INPOrHO3YBaHHA AKOCTi MpoieciB (yHKIiOHYBaHHS iH(MOPMAIIHHEX
TMPOIIECIB Ta TEXHOJIOTiH B iHPOPMAIIiiHO-KOMYHIKAIlIHUX CHCTEMaX.
®KC1.5. 3HanHs Ta NPaKTU4HI HABMYKWA BUKOPHCTAHHS 1 3aXHCTY
XMapHHUX TEXHOJIOTIH B iHpOPMAIiHHO-KOMYHIKAI[IHHHX CHCTEMAaX.
Bubipkosi xomnonenmu o6noxky 0200 “Cucmemu mexniunozo
3axucmy ingpopmauii, agmomamusayin it oo0pooxu”

®KC2.1. 3paTHICTh NPOEKTYyBaTH, PO3POOIATH Ta BIPOBAJKYBATH
NpOrpaMHO-anaparHi CHCTEMH 3aXMCTy iHpopManii, BKIIIOYAIOYH
CXEMOTEXHIuHi piteHHs, anapaTHy kpurrorpadito Ta
MiKpOIPOLIECOPHI CHCTEMH TEXHIYHOTO 3aXHCTY iH(pOpMAaIii

®KC2.2. 3parHicTh OOCHIIKYBAaTH, aHaNli3yBaTH Ta BHABJIATH
BPa3IMBOCTI anapaTHUX 3acobiB i cucTeM Oe3neKku 3 METOKO OLIHKH 1X
3aXMINEHOCTI Ta BIOCKOHANIEHHS MEXaHi3MIB 3aXHCTy, BKIIOYAIOUU
cructeMH 6e31poToOBOro 3B'A3Ky Ta KibepdizuuHi CHCTEMH.

®KC2.3. 3paTHiCTh NPOEKTyBaTH Ta BIPOBA/PKYBATH KOMILUIEKCHI
cucteMd ¢izpgHOl Ta TexHiyHOl Oe3neku 00'€KTIB KPUTHYHOL
1H(}pacTpyKTypH Ta 00'€KTiB, IO CTAHOBJIATH JEPIKABHY TAEMHMIIO, 3
ypaxyBaHHSM OLIHKH PU3MKIB Ta 3aCTOCYBAaHHAM CYYacCHHX TEXHIYHMX
3ac00iB OXOpPOHH.

®KC2.4. 3patHicts 3iilicHIOBaTH HH(POBY 00pOOKY CHTHANIB Ta
3aCTOCOBYBATH METOIM TEXHIUHOrO 3aXUCTy iHdopMauii 1 mpoThii
BHUTOKY 1H(opmanii TeXHIYHUMH KaHaJaMH B CHCTeMax Mepejaadi Ta
00poOKH JaHKX.

®KC2.5. 3patHicTh poO3pOONATH NPOEKTHY JOKyMEHTAlilo Ta
BIPOBA/DKYBATH KOMIUIEKCHI pIMIEHHS 3 TEXHIYHOrO 3aXHCTy
iHpopMaliii 3 ypaxyBaHHSAM HOPMATHBHHX BHMOI Ta Cy4YacHHX
TEXHOJIOT#.
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Bubipxoei komnonenmu 6noxy 0300 “Ynpaeninua inghopmauiiinoro
besznexon”

®KC3.1. 3patHicTs NpoBOAUTH ayAuT iH(OpMaLiiiHOT Ge3mekH,
3[IACHIOBATH TIPOUEAYpH JilleH3yBaHHs Ta ceprudikauii cuctem
3axucty iHQopMalil BiANOBIZHO JO HOPMATHBHHX BHUMOT Ta
MDKHApPOJHHX CTAaHJApTiB, BKIIOYAIOYH OL(HKY  BiJMOBiZHOCTI
npodinsaM 3axucry.

®KC3.2. 3paTtHicTh OUIHIOBATH pH3MKM iHpopMaLiiiHOi Ge3neky,
po3po0NATH IUIAHH  BifHOBJEHHs iHQOpMAaLiMHHX cHCTeM Ta
YTpaBIsiTH HAQIHHICTIO cucTeM KibepOesmekd i3 3acTOCYBaHHAM
CYyYaCHHX METOJIIB aHAJTi3y Ta MPOIHO3Yy BaHHI.

®KC3.3. 3parHiCTs NPOEKTYBATH Ta BIPOBAKYBATH KOMIUIEKCHI
CHCTEMM 3aXHCTy 00'€KTiB KPUTHUHOI iHPPACTPYKTypH Ta AepKaBHOT
TAEMHULI 3 ypaXyBaHHAM cCrelu]igHUX BuMOr Jio npodimis ix
Kibepbesnexn Ta ocobimBocTeil iH(OpMaliiiHO-TeneKoMyHiKaIiHHIX
TEXHOJIOT1H.

®KC3.4.31aTHicTh BUKOPHCTOBYBATH METOAM PO3BIIKM HAa OCHOBI
BUIKPHTHX JDKEPEJT Ta TEXHOJOTT LUTYYHOTO iHTETeKTY JUIs BHSIBICHHS,
aHali3y Ta NpoTHAIl Kibep3arposam y cydacHMX iH(OpMAIiHHEX
CHCTEMaX.

DKC3.5. 3narnicTs 3a6e3neyyBaTi KOMIUIEKCHUI 3axucT iHdopmarii
B 0e3/IpOTOBHX MepexKax Ta CHCTeMax Iepejadi JaHUX, BKIIOYAlouH
NPOEKTYBaHHS, BIPOBA/DKEHHA Ta YIPaBIIIHHA CHCTEMaMH Oe3neku 3
BUKODHCTaHHAM CyYaCHHX TEXHONOriH KOMI'IOTepHOi 00polOkH
indopmarir.

Bubipkosi xomnonenmu éGnoxy 0400 “Aominicmpysanns cucmem
Kibepbesnexu”

®KC4.1. 3patnicte 3a0e3meuyBaTH KOMIUIEKCHY Oe3neky Bef-
JONATKIB, MPOBOAMTH TECTYyBaHHS NPOrpaMHOro 3abesneveHHs Ta
BNPOBA/DKYBATH MEXaHi3MHM 3aXHCTY i3 3aCTOCYBaHHSAM CyYacHHX
METO/IiB i 3ac06iB aHANTI3y BpazIMBOCTEil.

®KC4.2. 3patHicTh OpraHi3oByBaTH Ta BNPOBAKYyBAaTH O€3MEUHY
inopmaniiiny iHppacTpyKTypy MiampHEMCTBA, BKIIOYAIOYHA CHCTEMH
3aXMCTy MEPEXKEBHX ONepaliiiHuX CHCTEM Ta MEXaHi3MH MOHITODHMHIY
¥ XKy pHamizanii nofiit 6e3nexw.

®KC4.3. 3parnictes 3a0e3medyBaTH 3aXUCT BEJIMKHX JAHHX Ta
YHpPaBIATH O€3MeKOI0 cHcTeM 1X 06po0KH, BKIIOYAIOYH 3aCTOCYBAHHS
TEXHOJIOTIH IITYYHOTO iHTENEKTY [UIs BUABJICHHS Ta MPOTH/LIT 3arpo3aM
indopmartiiiniii 6e3ner.

®KC4.4. 3parhicts mpoBoautH aymut iHdopmaniiinoi 6esmexu,
OUiHIOBATH  PH3WKM  Ta  pO3pOONSTH  TUIAHH  BiJHOBJIEHHS
inpopmaniiinnx cucTem 3 ypaxysanusM cnemudiku opraHizauii Ta
HODMaTHUBHHUX BHUMOT.

DKC4.5. 3narnicTs 3a6e3nedyBaru Gesneky 6e3ApoTOBHX i MOGITEHHX
TEXHOJIOTIH, BKJIIOYAIOYH TNPOEKTYBAHHSA Ta BIPOBA/DKEHHS CHCTEM
3aXMCTy [Jis pi3HHX THUIB Oe3NpoBigHMX Mepex Ta MOGLTBHHX
IIPUCTPOIB.

7 —Pe3ynbTaTt HaBYaHHA

Pesynbrath HaBYyaHHA
(PH)

3azanvui no cneyianvrnocmi:

PH1. BinbHO cHijIkyBaTHCS IepiKaBHOIO MOBOIO YCHO Ta ITHCHMOBO pu
BUKOHAaHHI NpodeciiiHux 0608’ A3KiB.

PH2. CninkyBatucs iHO3eMHOI MOBOIO 3 METOK 3a0e3neueHHs
eexTBHOCTI NpodeciiiHol KoMyHiKawji.

PH3. 3acTocOByBaTH NPHHUMI HENPUILYCTHMOCTi KOpymuii Ta Gymb-
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SKHX IHIIHX NposiBiB HemoOpouecHocTi y npodeciiiniii AisyIbHOCTI.
PH4. OpranizoByBatu BacHy mpodeciiiHy aisubHicTh, obHpatd i
BUKODHCTOBYBaTH ONTHMAJIbHI METOOM Ta CHOCOOH pO3B’sA3aHHA
CKIIaJHUX ~ CTeiadi3oBaHUX 3ajad i TpPaKTHIHEX mpobneM y
npodeciiinii AisnbHOCTI, OUIHIOBATH iXHIO €(EKTHBHICTB.

PHS. Amanisysaru, aprymeHTyBard, mupHiiMartd pilieHHs npu
PO3B’S3aHHI CKJIaJHUX CTIeTiali30BaHyX 321249 | MPAKTHYHUX 3aBJaHb y
npodecifiniii TiATBHOCTI, sKi XapaKTepH3yIOTCS KOMILIEKCHICTIO Ta
HETOBHOIO BH3HAYEHICTIO YMOB, BiJITIOBIAaTH 32 NPUMHATI pillleHHS.
PH6. AnantyBarmcs no HOBHX yMOB i TexHomorili mnpodeciiinoi
AISITBHOCT, MMPOrHO3YBATH KiHIEBHIA pe3yIbTar.

PH7. 3acrocosysaru ii amantysatu Teopii iHdopmanii Ta KoxysaHus,
MaTeMaTUYHOI CTATHCTHKH, 4duces, Kpunrorpadii Ta creranorpadii,
00poGneHHs i mepefavi CHUrHaiB TOWIO, NPHHLMUIN, METONH, MOHATTS
Kibepbesneku Ta 3axwcTy iHpopmanii y HaBuamHi Ta mpodeciitmiii
JISUTBHOCTI.,

PHS. 3actocoBysaru 3HaHHS ¥ posyMmiHHsS MaTeMaTuku Ta (i3HKH B
npogeciiinil nisnbHOCTI, (opmanizyBarH 3ajadi mpesMeTHOI ramysi
KibepOesnexy Ta 3axucty inpopmanii, GopMymosaru ix MareMaTHUHY
MIOCTAHOBKY Ta 00MpaTH paliOHAIbHUI METO/ BUPIIIEHHS.

PHY. 3uaru Ta 3acTOCOBYBaTH 3aKOHOJNABCTBO YKpaiHH Ta MiKHApOIHi
BUMOTH, NPAaKTHKA [ CTaHJAPTH 3 METOIO0 3AilicHeHHsA mpodeciitHol
HisILHOCTI B raiysi KibepGesneku Ta 3axucty iHdopmarii.

PH10. BukopucroByBary cyuacHi indopmaiitini TexHonorii, Metony i
Mozeni kibepbesnexkn Ta cucteM 3axucrty iHdopmanii s 3ailicHenHs
npodeciifHOT TiANBHOCTI.

PH11. [nanyBsaru miarotoBky ta 3abe3nedyBard HemepepBHICTS GisHec
NpoLEeciB B OpraHi3alliix 3rigHO 3i BCTAHOBICHOIO MONITHKOIO
KibepOe3nexu 3 ypaxyBaHHIM BUMOT JI0 3aXHCTy iH(oOpMATlii.

PH12. 3acrocosysarm meromm Ta 3acobu 3axucty iHgopmanii B
inbpopmaniiinux  Ta  iHpOpMalifHO-KOMYHIKALIHHMX  cHcTeMax
BIZIMIOBI/IHO JI0 BCTAHOBJIEHOI TONITHKY iHpOpMaiitHOT Geanekw.

PH13. BnpoBajkyBarn, HajialTOByBaTH, CYyNpPOBODKYBAaTH  Ta
miATpUMyBaTh (GYHKIOHYBaHHS POTPAMHUX i NPOrpaMHO-aNapaTHHX
KOMIUIEKCIB i cHcTeM KibepOesmeku Ta 3axucTy impopmarii sk
HeoOXimHi nponemypu s byHKuioHyBaHHs iHbopMamiiHMX i
iHpopMaLiiiHO-KOMy HiKal[iiiHUX ~ cHcTeM  Ta/aGo iHPpacTPyKTypH
opraHizauii B miiomy.

PH14. Bupimysarw 3amaui ympasiidHHs MpomecamMH BiZHOBIEHHS
MTaTHOrO  QyHKUiOHyBaHHA iHdopMauiiHuX Ta  iHdopManiitHo-
KOMYHIKaI[ifHUX CHCTEM 3 BHKOPUCTAHHAM MpPOLEHYp pPe3epBYBaHH
3rilH0  BCTaHOBNEHOi  monmiTHKM  Oesneku i  3abesmeuyBaru
(yHKiioHyBaHHS CHELiaILHOIO NPOTrPaMHOTO 3abe3neyeHHs OO0
3aXHCTy Ta BiIHOBIEHHs iHbopmanii.

PH1S. 36uparu, o6pobnsth, 36epirary, aHami3yBaT KpUTHYHI JaHi st
IoKa3zy peanizaiii kibep3arpos, MPOBOOWTH aHANI3 Ta AOCHLIKEHHS
KiGEPIHIMIEHTY 3 METOIO OMEPaTHBHOIO BiXHOBICHHS bynxuionysanus
iHopMaLiiiHOT cHCTEMHU.

PH16. Bupimysaru 3a/a4i BpoBapKeHHs Ta CYNPOBOLY KOMIUIEKCHHX
CHCTeM 3axHCTy iH(opManii B inopMaliiiHUX cHcTEMaX.

PH17. 3aGesnedyBatd  (yHKI[IOHYBaHHS CHCTEMH  YIpaBIiHHS
KibepGesnexoro i 3axucroM imdopmanii opramizamii, BKIHOYAIOUM
IEpCOHAl Ta YNPaBILHH HACIKaMHK peaizaiil 3arpos indopmanikniii
Oesneni B KpM30BMX CHTyallisX, Ha OCHOBi 3jlilicHeHHs mporuenyp
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KUTBKICHOIO Ta SIKICHOT OLIIHKH PU3HKIB.

PH18.  AmamizyBatm, 3acTOCOBYBaTH  METOAM Ta  3aco0m
Kpunrorpadiusoro 3axucty inpopmaiii Ha o6’ekrax iHpopmauiiHOi
HiSTBHOCTI.

PH19. Bupiwysaru 3amadi momo opraisanii Ta KOHTPOMIO CTaHy
KpunTorpad)iuHoro 3axucrty iHopmaiiii, 30KpemMa BiJIIOBiJHO 10 BUMOT
HOPMATUBHMX JIOKYMEHTIB.

PH20. BusHauatu 3arposu CTBOpEHHS TEXHIYHMX KaHAIB BHTOKY
indopmaii Ha 06’ekTax iH(OPMALiHHOT AIUTBHOCTI; BIPOBAHKYBATH
3aCO0M 1 3aX0[M TEXHIYHOro 3axucTy iHdopmaiii Bixg BHTOKY
TEXHIYHMMM KaHaJaMH, NPOBOJUTH OGCIYIOBYBAHHS i KOHTPOIb CTaHY
amapatHUX 3acobiB 3axucry iHdopmanii Ta KOMIIEKCIB TeXHIYHOro
3aXucTy iHhOopMarii.

PH21. Bukonysari BHpOBa/UKEHHS, MiITPUMKY, aHalli3 eeKTHBHOCTI
CHCTeM BHABJICHHs HECAHKIIOHOBAaHOIO HOCTYILy, [iif 3 iH(opMalicio B
inopmauiifmiii  cucTemi,  BpazTHBOCTEH, MONUIMBHX  3arpo3
inpopmanifinomy mnpocropy #  impopmamilfinum  pecypcam  Ta
BUKOPHUCTOBYBaTH KOMIUIEKCH 3aXHCTy IJis 3abe3nedeHHs HE0OXimHOro
piBHA 3axHIIeHOCT] iHdOpMallii B indopMaiiiHuX cucTeMax.

8 — PecypcHe 3abesneyeHHn peanisauii nporpamu
CneumndiuHi Iloman 80% HaykoBO-TieJaroriyHMX MOpAIBHHUKIB, 3aifHAX [0
XapaKTepPUCTUKM BUKJIaJaHHs podeciiiHo-0pieHTOBaHUX AUCLMILIIH 3i cnewiansrocti F5
Ka/poBOro «Kibepbesneka Ta 3axuct iH(OpMAmii» MarOTh HAYKOBI CTyIeHi Ta
336e3neyeHHn BYEHI 3BaHHS, 3 IPAKTHYHHAM JOCBioM pobotH > 15%.
CneuumdiyHi Buxopucranss cydacHoro oGiafiHaHHS MPOBIiIHMX KOMMaHiH y ramysi
XapaKTepUCTUKK inpopmauiiinux TexHosoriii Ta indopmauiiinoi Gesmexu, 30Kkpema
maTepianbHo-TexHiyHoro | Xilinx, Altera, a TakoX CTaHZAPTH3OBAaHMX BITYHM3HAHMX aNapaTHO-
3abe3neyeHHn NpOrpaMHHX 3aco0iB 3aXuCTy iH(poOpManii, HeHTp cepruikanii KIodiB,
BUPOOHMLTBA «IHCTUTYTY iHdopMaNiitHuX TexHOsori» (M. XapKiB).
CneumndiuHi Buxopucranus BIpTyallbHOTO HaBYaJILHOTO cepeloBulIa
XapaKTepUCTUKK HanjionansHoro ynisepcurery «JIbBiBCbKa MOJITEXHIKa» Ta aBTOPCHKHUX
iHbopmaLjiitHo- Po3po6OK MpodecopchKo-BUKIAAALBKOrO CKIamIy.
MEeTOAUYHOro
3abesneyeHHs
9 — AkagemiyHa mobinbHictb
HaujoHaneHa kpegutHa | Ha  ocHOBI  aBOCTOpOHHIX — noroBopiB  Mix  HamioHanbHUM
MobinbHicTb yHiBepcuteroM  «JIbBiBCbKa  momiTexHika»  Ta TEXHIYHUMH
yHiBepcuTeTamu YKpainu.
MixHapogHa kpeautHa | Ha  ocHoBi  mBocTOpoHHIX joroBopie Mk  Hamionameuum

MObBinbHicTb

yHiBepcHTeTOM «JIBBiBCbKa MONITEXHIKA» Ta HABYATBHUMH 3aK/IaiaMu
KpalH-apTHePiB

HaBuaHHA iHO3eMHUX
3006yBavis BULLOT OCBITH

MooxnuBe, micns BUBYEHHS KypCy yKpaiHChbKOT MOBH
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2. Posnoais 3micTy ocBiTHBO-podeciiinoi nporpamu 3a rpynamu
KOMIIOHEHTIB Ta HUKJIAMHU NMiAT0TOBKH

O6csr HaBYAIBHOTO HABAHTAXKEHHS 3100yBaYa BHIOT OCBITH
(xpemuris / %)
No O60B’a3K0BI Bubipkosi
/g | T minroroku KOMIIOHEHTH KOMIIOHEHTH Besoro '
OCBITHBO- OCBITHBO- 33 BeCh TEPMiH
npogeciitnoi npodeciiiHoi HABYaHH
IporpamMu nporpamMmu
1 2 3 4 ]
1| Tuicn saransmof 70/29.2 12/5 82/34,.2
HiATOTOBKH
4 f Deunpogeciino] 110/45,8 48/20 158/65,8
MiJATOTOBKH
BiesoroEamecs IepHin 180/75 60/25 240/100
HABYAHHS

3. Ilepesik KOMIOHEHT OcBiTHBO-NIpodeciiinol mporpamu

Kon v/n KommnonenTtH ocBiTHBOT iporpaMu KinbkicTsb ®opma
(HaBYATBHI JUCIHILIIHK, KypCOBi IpoexTH (poboTH), KPEJUTIB | IiICYyMK.
NPaKTHKH, KBajli(ikaniiina pobora) KOHTPOJIIO
1 2 3 4
O00B’513K0Bi KOMIIOHEHTH CHENiAILHOCTI
1. Hukn 3azanvuoi niozomoeku
CK1.1. | Buma maremaruka u.l 8 €K3aMeH
CK1.2. | InosemHa MOBa 32 npodeciliHEM CIpAMYBaHHAM 4.1 3 ud. 3aik
CK1.3. | OcroBu iHpopmariitHoi Ta KibepHeTHUHOT Ge3nexu - ud. 3aiiK
CK1.4. | Texnonorii nporpamypaHss 1.1 7 €K3aMeH
CK1.5. | Ykpaisachka MoBa 3a npoheciiiHuM CpsMy BaHHAM 3 eK3aMeH
CK1.6. | disuxa 6 eK3aMeH
CK1.7. | Bumia matematika .2 8 eK3aMeH
CK1.8. | InozemHa MOBa 3a npodeciiHuM CIpsIMyBaHHAM 4.2 3 ad. 3aiik
CK1.9. | Icropis aepxkaBHOCTI Ta KynsTypy Ykpainu 3 eK3aMeH
CK1.10. | Texnronorii nporpaMyBanHs 4.2 7 €K3aMeH
CK1.11. Hopma'mngo-npaaon??aﬁf3ne‘feHH51 Ta Mi}l{‘l‘-lapo,?:[Hi 6 eK3AMEL
CTaHapTH iHpopMaLiitHol Ta KibepHeTHUHOT Ge3nexu
CK1.12. | JluckpeTHa MaTeMaTuka 3 Joad. 3amik
CK1.13. | Teopis indopmanii Ta Koy BaHHS 4 eK3aMeH
CK1.14. | Ino3emHa MOBa 3a npodeciiHUM CIpIMyBaHHAM 4.3 3 aud. 3aik
CK1.15. | ®inocodis 3 eK3aMeH
Bersoro 3a nukir: 70
2. Huxa npodgheciiinoi niozomoexu
CK2.1. | Komangna pobora 3 nud. 3anik
CK2.2. | Komm’ioTepHi Mepexi Ta iX 3aXHeT 5 eK3aMeH
CK2.3. | IlporpaMyBaHHs CKPUIITOBUMH MOBAMU 4 €K3aMeH
CK2.4. | basu naHux T2 3HaHb 6 eK3aMeH
CK2.5. | Pospobnenns Ge3nednux inpopManiiiHiX cHCTEM Ta OCHOBH 6 eK3aMeH
XMapHUX TEXHOJIOTiH
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CK2.6. | ApxiTeKTypa KOMII'ToTepa Ta onepaiiini cucreMu 4. 1 3 eK3aMeH
CK2.7. | Texnonorii BeGnporpamyBaHHs 3 eK3aMeH
CK2.8. | CxemoTexHika IPHCTPOIB TEXHIYHOrO 3aXKCTY iHpOpMALii S eK3aMeH
4.1
CK2.9. | MeToau Ta 3acobH TeXHIYHOro 3axucty indopmarii u.1 3 eK3aMeH
CK2.10. | OcHoBM 0XOpOHH npaiii Ta 6e31eKa JKUTTEAISUIBHOCTI 3 eK3aMeH
CK2.11. | be3neka nporpamuoro 3abe3neueHHs 4 €K3aMeH
CK2.12. | Kpunrorpadiuti cuicTeMH Ta IPOTOKOJH 3 €K3aMeH
CK2.13. | Besneka iHppacTpyKTypu KOMIT IOTEDHHX MEPEK 6 €K3aMeH
CK2.14. | TexHonorii 610kueiiny B Kibepbesmneri 4 eK3aMeH
CK2.15. | Merowm creranorpadii ta creranoanaizy 3 €K3aMeH
CK2.16. | Texnonorii po3ciminyBanHs iHIKIEHTIB iHpOpMaLiiiHOT 3 eK3aMeH
Oe3nexu
CK2.17. | ETnaHuni XaKiHT B KOMII'IOTEPHUX CHCTEMAaX Ta MEpEeXax 6 eK3aMeH
CK2.18. | KoMIUIEKCHI CHCTeMH 3axuCTy iH(opManil 3 €K3aMeH
CK2.19. | ba3u nanux ta 3Haus (KP) 2 aud. 3aitik
CK2.20. | Komn’rotepni Mepexi Ta ix saxuct (KIT) 3 aud. 3amiK
CK2.21. | Apxitekrypa KoMn’loTepa Ta onepaniiini cucremu u.1 (KP) 2 nud. 3amik
CK2.22. | Kpunrorpadiuni cucremu ta nporokomnu (KII) 3 Jnd. 3amik
CK2.23. | Besneka indpactpykrypu komn’otepunx mepesx (KIT) 3 . 3aiik
CK2.24. | Texnosnorii posciimyBaHHs iHIHMEHTIB iHbOpMAaLiiHOT 2 oug. 3anmik
6e3nexu (KP)
CK2.25. | KommurekcHi cuctemu 3axucty indopmanii (KIT) 3 mad. 3aiik
CK2.26. | lMpakTuKa 3a TeMOI0 GakaiaBpehkoi KBamidikariiinoi po6oTu 3 aud. 3amk
CK2.27. | BukoHaHHs GakanaBpchkoi KBatiikaniitnoi poboru 9
CK2.28. | 3axucr GakanaBpcebKoi kBamidikaliiitHoi po6oTu 3
Bcbozo 3a yurn: 110
Bcwvozo 3a_cninbni Komnonenmu: 180

Bubipkosi komMnonenTH ocBiTHbo-npodeciiinol nporpamu

BuoOipkoBi 6J10kH KOMNIOHEHTIB

3. Huxn 3azanvnol niozomosxu

Bceoozo:

| 6

4. Hukn npogpeciiinoi niozomoexu

Bubipkosi komnouenmu 6a0ky 0100: Kibepbesnexa komn’iomeprux cucmem ma me e
y P 7

Bb1.1. | OcHoBu IHTepHeTY peueii Ta aHATITHKA BETHKAX NaHUX 4 €K3aMeH
Bb1.2. | ApxitekTypa koMm’loTepa Ta onepauiiiHi cHctemy, 4.2 6 eK3aMeH
Bb1.3. | Cucremu 6ankiscpkoi 6e3mexn 4 €K3aMeH
Bb1.4. | llpuxnagna kpunrorpadis 3 €K3aMeH
BbB1.5. | Pusuku Ta inCTpyMeHTH 3aXucTy KiGepGesneKH mipHemMcTs B eK3aMeH
Bb1.6. | Indopmariiino-komyHikaniiini cucremu 4 eK3aMeH
Bb1.7. 36Hpar-.n-m, WaHa.ni3 Ta 00poOka paHux y iHpopmariiino- = —
KOMYHIKallIHHHX CHCTEMaX

Bb1.8. | Iludpoa 06pobka curHamis Ta 306paskeHp 3 eK3aMeH
Bb1.9. | Ayaut Ge3neku cMapT-KOHTPAKTiB 5 eK3aMeH
Bb1.10. | Menemxment indopmManiitnoi Gesnexu 4 eK3aMeH
Bb1.11. | OcHoBH IHTepHeTY peueit Ta aHANITHKA BENMKUX JaHUX (KP) 2 Jud. 3amik
Bb1.12. | Tpuknajaua kpunrorpadis (KP) 2 aud. 3aiik
Bb1.13. | llnpposa 06pobka curuanis ta 306paxens (KIT) 3 Jud. 3aliK
Bcwvozo 3a yuxn 48

Bcebozo onn b6aoxy 54
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Bubipkosi komnonenmu 6noxy 0200: Cucmemu mexniunozo zaxucmy inopmauii,

asmomamuszayia it 06podKu

Bb2.1. S);GMOTEXHIK& NPHUCTPOIB TEXHIYHOTO 3axXUCTy iH(opMarii 5 SR
Bb2.2. | AnapatHuii XaKiHr 4 €K3aMeH
Bb2.3. | Texnonorii 6e31poToBoro 38’43Ky Ta iX 3aXucT 4 eK3aMeH
Bb2.4. | Texniuni 3acobu oOXopoHH O06’€KTiB Ta yNpaBIiHHSA 4 .
: . . 3amik
TEXHIYHUMH 3acobamu indopmariii
Bb2.5. | Meroau Ta 3acobu 3axucty inpopmanii, u. 2 4 €K3aMeH
Bb2.6. | Iludpoa 0b6pobka curnanis 3 auQ. 3aliK
Bb2.7. |IlpoekryBanusi cucrem Ge3neku 06 €KTiB  KpHTHIHOT
. i : 3 eK3aMeH
iHpPACTPYKTYpH Ta JIEpXKaBHOI TAEMHHHI
BB2.3. Mmponpogecopu B CHCTEMax TEXHIYHOTO  3aXUCTy 3 S
iHdopmariii
Bb2.9. | be3neka kibephiznunux cuctem 3 eK3aMeH
BBE2.10. | AmapatHa kpunrorpadis 3 eK3aMeH
Bb2.11. | CxeMoTexHika HPHUCTPOIB TEXHIYHOTO 3axMcTy iH(opMaIlii 3 . amiK
y.2. (KIT)
Bb2.12. | Metou Ta 3acobu 3axucty iHdopmanii 4.2 (KP) 2 . 3ai1iK
Bb2.13. | Ilpoektypanns cucrem Gesmekd 06’€KTiB  KpPHUTHIHOT y
. = ; 3 nud. 3aiik
iHbpacTpyKTYpH Ta epxkasHoi Taemuuni (KIT)
Bb2.14. | Be3neka kibepdisuunux cuctem (KIT) 3 Jud. 3aiK
Bceovozo 3a yukn 48
Bcovozo ons 6roxy 54

!

Bubipkosi komnonenmu 60Ky 0300: Ynpasainua inpopmauiiinoio 6e3nexoino

BB3.1. | Aynur, ninensyBaxHs Ta ceprudikauis  iHhopMauiiHOL 5 —
Oe3nexu
Bb3.2. [OcnoBu Ta Gesneka indopmauiiino-TeneKoMyHiKanifiHUX 5
s €K3aMeH
TEXHOJIOT1i
BB3.3. .OHIHIOBaH.HH PU3MKIB Ta IUIAHYBaHHA  BiJHOBIEHHSA 4 S
iHopMaiitHuX cucrem
Bb3.4. | llpodini kibepbesnekn 06’ ekTiB KpUTHUHOT iHDPACTPYKTYpH 3 eK3aMeH
Bb3.5. | Kommn’rorepra 06po6ka indopmarnii 3 nud. 3amx
Bb3.6. | Texnonorii 6e31poToBoro 38’ 13Ky Ta iX 3aXHCT 4 €K3aMeH
BB3.7. | llpoekryBanHs cucrem Gesmekdn 06 eKTiB  KPHTHIHOT 3 —
iHOPACTPYKTYPH Ta IEp>KABHOT TAEMHHIL
BE3.8. | Po3Bijka 1aHMX Ha OCHOBI BiIKPUTHX JKepes 4 eK3aMeH
BBE3.9. | CucreMu mTydHoro intesnekTy B Kibepbesmneni 3 eK3aMeH
BE3.10. | Yipaninas cucreMamu kibep6esrneku Ta iX HAMiHHICTD 3 Jud. 3amiK
BB3.11. | Aynur, nineHsyBaHHs Ta ceprudikanis iHpopMaIiiiHOT .
6e3nexu (KP) 2 Bl
BB3.12. | TIpodini kibep6 *exTi .
podini kibepbesnexu 06’ €KTiB KpUTHYHOT iHPPACTPYKTYPH 3 sl i
|
Bb3.13. | IlpoexryBanns cucrem Gesmeku 00 €KTiB  KPUTHHHOT : .
. : 2 " 3 nud. 3aiik
indpacTpyKTypu Ta nepxasHoi Taemuui (KIT)
Bb3.14. | Ynpasninua cuctemMamu kiGep6esneku Ta ix Hagitinicts (KIT) 3 Jud. 3a5ik
Bcevozo za yukn 48
Bcwvozo onn 6noxky 54
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Bubipkosi komnonenmu 6noxy 0400: Aominicmpysanna cucmem xibepbesnexu

Bb4.1. | be3nieka Be6-moqaTkis 4 €K3aMeH
Bb4.2. | Opranizanis indopmaiifiHux TEXHOJIOTIH Ha IiAIPHEMCTBI 5 €K3aMeH
Bb4.3. | OuisoBanHs pH3WKIB Ta I[UIAHYBAHHA  BiJHOBJICHHS 4 ——
iHpopMaLiiiHUX cucTeM
Bb4.4. | Aynut indopmaniiinoi 6e3nexu 3 €K3aMeH
Bb4.5. | besneka MepexeBux onepaniifHuX cucTeM 4 €K3aMeH
Bb4.6. | Benmki nawmi ta ix saxucr 4 eK3aMeH
Bb4.7. | TectyBanus nporpaMHoro 3abes3mneqyeHHs 3 €K3aMeH
Bb4.8. | IucTpymenTH MepeskeBoi Ge3leku Ta CHCTEMH KypHalTisarii 5 S—
T0/1iii B KOMIT IOTEPHHX CHCTEMAX
Bb4.9. | besneka 6e31poTOBHX i MOOLTEHUX TEXHOJOTTH 3 eK3aMeH
Bb4.10. | Cuctemu mTy4yHOro iHTENneKTy B Kibepbesmneri 3 €K3aMeH
Bb4.11. | Oprauizaiis indopMauifinux TexHomoriéi Ha mignpHEMCTBi 3 :
aud. 3amik
(KI1)
Bb4.12. | Benuki gani ta ix 3axucr (KP) 2 aud. 3aik
Bb4.13. | Tecrysanus nporpamuoro 3a6esneuenns (KP) 2 Jud. 3aiik
Bb4.14. | Besneka 6e3poToBux i MobinbHuX TexHONOTI#H (KIT) 3
Bcwozo 3a yuxn 48
Bcbozo ona b6noky 54
BubipkoBi xoMnoHeHTH iHMX 0cBiTHLO-Npodeciiinux nporpam
Bcebozo 6
Bcewozo 3a eubipkosi komnonenmu 60
Bcbozo 30 oceimuvo-npoeciiiny npozpamy 240

4. ®opmu aTecTauii 3106yBadiB BHIIOT OCBITH

DopMu arecTantil
3100yBayiB BAIIOT
OCBITH

Atecramis  3pilicHioeThes Yy (QopMi  €MHOTO  JepXKaBHOTO
KBaniQikauiinoro icnury Ta myGnidHOro 3aXHCTY kBasidikauiitroi po6boru.

€aunnii nepxapuuii kBaidikauilinuii icnuT nepenGayae OMIHIOBAHHS
AOCATHEHL  PE3YNBTATIB  HABYAHHA, BHYSHAYCHAX  CTAHZApPTOM  3i
cneniasbHocTi F5 KiGepbesneka Ta 3axuct indopmanii mis TIEPLIOTO
(bakanaBpcbKoro) pisus

Ho arecranii mOMycKalOTHCA CTYNEHTH, SIKi BMKOHAMM BCi BHUMOIH
MIPOrpaMH IiATOTOBKH.

Bumoru 10 KBanigikauiiina po6ota Mae nepen6agaTu po3B’S3aHHs CHELiali30BaHO]
KBastidikaniiHol 3ajaui B ramysi indopmauiiinoi Ta/abo kiGep6esmexm. Ksamidikauiiina
poboTu/npoexty pobota Bukonyetbes 3 rpupom JICK Ta 36epiraerses y binii PCO Kadeapu.

14




S. MaTpuus BiinoBiAHOCTI NPOrpaMHUX KOMIIETEHTHOCTEH HABYAJbHHM

KOMIIOHEHTamM

= =] e« x| | o ~| w| = ol T | el | v | S

Z|B| BB % BB k| E B8 8 &8 8 & ¢& g8z
CK1.1. . . .
CK1.2. o . .
CK1.3. o . . . .
CK14. . . . . . .
CK1.5. . o . . .
CK1.6. . .
CK1.7. . . .
CK1.8. . . .
CK1.9. . N . . .
CK1.10. . . . . v .
CKl.ll. . . L] ] ° . .
CK1.12. o . .
CK1.13. . . . .
CK1.14, . . .
CK1.15. . . . .
CK2.1. . . . " . R
CK2.2. . . . . . . s
CK2.3. . . . . . "
CK2.4. . L] . . L] L
CK2.5. . . . . . . .
CK2.6. . ° . . . . ® .
CK2.7. . . . . o .
CK2.8. . . o . o
CK2.9. . . . . .
CK2.10. | - . o N
CK2.11. . . . . . . o
CK2.12. . . . :
CK2.13. . . . . . B .
CK2.14. . . . . . o
CK2.15. . . . . . . .
CK2.16. . . . . ® e ® °
CK2.17. . . . . . .
CK2.18. . . . . . . . .
CK2.19. . N . R . o
CK2.20. | - . . . . s .
CK2.21. . . . . R o .
CK2.22. . . o o
CK2.23. . . . . . .
CK2.24, . . . . . 5 .
CK2.25. . . . o . N .
CK2.26. N . . » o o . o . o o .
CK2.27. . o . . . . . . .
CK2.28. ¥ L] . ° O
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6. MaTpuus BiAnoBigHOCTi (PaX0BHX KOMIETEHTHOCTEH NPodeciiiHoro
caupsamyBaHHS (PKC) HaByaibHUM KOMIIOHEHTAM

PKC1.1
®KC1.2
PKC1.3
PKC1.4
DKC1.5
PKC2.1
DKC2.2
DKC2.3
DKC2.4
DKC2.5
DKC3.1
DKC3.2
DKC3.3
©KC3.4
DKC3.5
DKC4.1
DKC4.2
DKC4.3
©OKC4.4

BBI1.1

L
L]
L]

Bb1.2 . .

BB1.3 . .

Bb1.4 . . ® . .

BbB1.5 . . °

BSiG L] L] [ ] [

Bb1.7 ® . .

BE1.8 . .

BbE1.9 . . .

BEI.10 . .

BEI.11 . . .

Bb1.12 o . ® . .

BB1.13 . .

BBb2.1 . . °

Bb2.2 ® . .

BB2.3 . . .

Bb2.4 ° .

BB2.5 . o .

Bb2.6 . ®

Bb2.7 N .

BB2.8 . . ©

BB2.9 . o

BB2.10 . . .

BB2.11 . . .

Bb2.12 . . °

Bb2.13 . .

BB2.14 . .

BB3.1 ® .

BB3.2 . .

BB3.3 R

BBE3.4 . . .

BB3.5 .

BE3.6 . .

BB3.7 . °

BB3.8 "

BB3.9 .

BBE3.10 . .

BB3.11 ° .

Bb3.12 . . .

BB3.13 . .

BB3.14 . .

BB4.1 .

Bb4.2 . . .

BB54.3 1 .

Bb4.4 . .

Bb4.5 . .

BB4.6 ' . .

Bb4.7 . .

Bb4.8 * . °

BB4.9 =

Bb4.10 .

BB4.11 . . .

BE4.12 S

Bb4.13 . .

Bb4.14 .

DKC4.5




7. MaTtpHus BiinoBiIHOCTI NPOrpaMHHUX Pe3yJIbTATIB HABYAHHS

HABYAJIbHHUM KOMIIOHEHTaAM

PH1
PH2

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PH10

PH11

PH12

PH13

PH14

PH15

PH16

PH17

PH18

PH19

PH20

PH21

CKl1.1.

CK1.2.

CK1.3.

CK14.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10

CK1.11

CK1.12

CK1.13

CK1.14

CK1.15

CK2.1.

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9

CK2.10

CK2.11

CK2.12

CK2.13

CK2.14

CK2.15

CK2.16

CK2.17

CK2.18

CK2.19

CK2.20

CK2.21

CK2.22

CK2.23

CK2.24

CK2.25

CK2.26

CK2.27

CK2.28
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BEI.1 ° ° . ° . ° ° . ° .
BB1.2 . . . . . ® . . .
BEB1.3 . . . . e .
BBl-4 L] L L] L] L] L] [ ] L] L] L] L] L] L ]
BB1.5 . . . . . . ° ® . .
BE1.6 ° ° . . . ® . . .
BB1.7 . . ° . . ° . . 0
BBl.s L] L] L] L]
BE1.9 . . . . ° . ° . .
BBE1.10 ° . ° ° . . ° . .
Bb1.11 . . ° ° ° . . . .
BB]-12 L] L L L] L] L] L] L ] . L] L] L ] L]
BB1.13 ° . . .
Bb2.1 ® . .
BB2.2 . . . . .
Bb2.3 . . ° .
Bb2.4 ° . .
BB2.5 ° . . .
BB2.6 ° . . .
BB2.7 . ° . . .
BB2.8 L] L] L] L] L]
BB2.9 ° . . .
BB2.10 . . ° ° .
Bb2.11 ® . .
Bb2.12 . . . .
Bb2.13 . . . . .
BB2.14 . . . °
BB3.1 . ® . . . .
BBE3.2 . . . . °
BB3.3 ° N . . ° .
BB3.4 ° . . °
BB3.5 . ° ® .
BB3.6 . . . .
BB3.7 L] L ] L] L] -
BBE3.8 ® ° . .
BB3.9 . . . . . . . . . . .
BB3.10 o . . . .
BB3.11 . . . . . .
BB3.12 . . ° .
BB3.13 ° . . . .
BB3.14 ° . . . . .
Bb4.1 . ® . . . °
BE4.2 L] L] L] L ] L] L]
Bb4.3 . . . . o .
Bb4.4 . . . ® . .
Bb4.5 . . . . . . . .
Bb4.6 ° . . .
Bb4.7 . . . .
BBb4.8 . . . . . . . . . . . . . . . .
Bb4.9 . . . °
BB4.10 L] L] L ] L] L] L] L]
Bb4.11 ® . . . . .
Bb4.12 . . . . e
Bb4.13 . . . .
Bb4.14 . . . N
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3MIHHU 10 CTPYKTYPH TA 3MICTY
OCBITHBLO-NIpO(eciiiHOl nporpamMu

«KiGepOe3nexay

nepiioro (6akajaBpchbKOro) piBHsl BUIIOI OCBITH
3a cnenianbHicTio F5 Kibep6e3neka Ta 3axuct indopmanii

IIpeamer 3min 3MiHH
Byno Crano
Marpuiii BiAOBiqaIBHOCTI [TpuBeieHO y BiiMOBITHICTH
3K, CK, I1PH ta OK JI0 3MiH

Ilepenik KOMITOHEHT
OCBITHBOI CKJIaJJOBOT
OCBITHBO-TIpodeciiinol
(HayKoBO1) mporpamu

1. Bb 3.4. Ilpogini xibepbesnexu
00’eKTiB KpUTHUYHOI iH(pacTpyKTypn
(3 xpenuTH);

2. Bb 3.12. Ilpodini xibepbeznexu
00’€KTIB KPUTHYHOI 1H(PACTPYKTYpH
KII (3 xpenutn);

3. CK 2.1.Komanmaa pobora (3
ceMecTp);

4. CK 2.7. Texuomorii
BeOIIporpamyBanHs (4 cemecTp)

1. Bb 3.4. OcHoBu peBepc-
IHKUHIDIHTY B Kibepbesmeri
(3 xpenuTH);

2. Bb 3.12. OcHoBH peBepc-
IHXHHIPIHTY B KiOepOesmeni

KII (3 xpemuTh);

3. CK 2.1. Texunonorii
BeOIporpaMyBaHHs (3
ceMecTp);

4. CK 2.7. Komannna pobota
(4 cemecTp)

Marpuiis BiiIOBi{HOCTI
MPOTPaMHHX
KOMIIETEHTHOCTEH OCBITHIM
KOMIIOHEHTaM

3pobneHo yrouneHHs B « Marpuii
BIAMOBITHOCTI (haxOBUX
KOMIIETEHTHOCTEH mpodeciiiHoro
CIpSIMYBaHHSI HABUYAJILHUM
KoMItoHeHTaM (Tabi. 5, nonatok 1 1o
X 3MiH)

Marpuns BiANOBiTHOCTI
(haxoBi KOMIIETEHTHOCTI
npodeciiiHoro
crupsimyBanHs (OKC)
HaBYAJILHHM KOMIIOHEHTAM

3pobneno yrounenHs B « Marpuiis
BiiOBITHOCTI (haxoBi
KOMITETEHTHOCTI mpodeciiiHoro
cupsimyBants (OKC) naBuanpaum
KOMITOHEHTam» (Tabir. 6, moaaTok 2 1o
IIHX 3MiH)

Marpuris 3abe3nedeHHs
MPOrpaMHHX PE3yJILTATIB
HaBYAHHS BiIIIOBITHAMH
KOMIIOHEHTaMH OCBITHBOT

cianosoi OITTT/OHIT

3pobiieHo yrouHeHHst B « MaTpuii
BIJIMIOBITHOCTI MIPOrPaMHUX
pe3yJIbTariB HaB4aHHS HaYaJlbHUM
KOMIoHeHTamy (Tabi. 7, mopatok 3 110
IIAX 3MiH)

CTpyKTypHO-JIOTi4HA cXema

Y TOYHEHO JIOTTYHO-CTPYKTYPHY CXEMY,
BiJIITOBIJTHO JI0 BHECEHHX 3MiH
(nozarox 4 J1o 1uX 3MiH)

Jara 10.12.2025

I'apanTt OIIII
«Kibepbesneka»

31 criemianbHOCTI «F5 KibepOesneka

Ta 3aXKCT iHPOpMATTIiD»

nionuc

Bauepiit JYIUKEBIY




2. Po3snoain 3micTy ocBiTHBO-NpOgeciiiHOT NPOrpaMH 3a rpynamMu
KOMIOHEHTIB Ta HHK/JIaMH MiATOTOBKH

O6c¢AT HaBYATLHOrO HaBaHTAXEHHS 3000yBada BUILOT OCBIiTH
(xpenuTiB / %)
No _ O60B’s13K0BI Bubipkori
5 /1—'1 L{uK miaAroTOBKH KOMIIOHEHTH KOMIIOHEHTH Bceroro ‘
OCBITHBO- OCBITHBLO- 3a BECh TEPMIH
npodeciitnoi npogeciiHol HaBYaHHS
IporpamMu IporpaMu
1 2 3 -4 5
i | Hamrsacisio 70/29,2 15/5 85/34,2
iATOTOBKH
% | Hesrapogieciuot 110/45.8 48/20 158/65.8
iATOTOBKH
Beboro 3a eck Tepi 180/75 63/25 243/100
HaBYaHHA
3. Ilepejiik KOMIIOHEHT OCBITHLO-NpodeciiiHOl MporpamMu
Kon v/n KoMItoHeHTH OCBITHBOT IIpOTpaMHU KinekicThb dopma
(HaBYAIBHI JIMCIUILTIHU, KyPCOBI IIPOEKTH (poboTh), KPEIuTiB | TACYMK.
pakTHKH, KBaslidikaniiina pobota) KOHTPOJIO
1 2 3 4
060B’A3K0Bi KOMIIOHEHTH CHIENiAJIbLHOCTI
1. ITukn 3azanvHoi nio2omoeKu
CK1.1. | Buma mMarematuka 4.l 8 eK3aMeH
CK1.2. | Ino3emHa MoBa 3a npodeciifHiM cpsMyBaHHAM 4.1 3 Jud. 3amik
CK1.3. | OcroBu iHbopMaIriitHoi Ta KibepHeTHYHOI Oe3meKu 3 mad. 3aiK
CK1.4. | Texnomorii nporpamyBaHHs 4. 1 7 eK3aMeH
CK1.5. | Vkpainceka MOBa 3a nipoeCiiiHIM cpsIMyBaHHIM 3 eK3aMeH
CK1.6. | ®izuka 6 eK3aMeH
CK1.7. | Buma matematuka 4.2 8 eK3aMeH
CK1.8. | Imozemua MoBa 3a nmpodeciiiHiM CIpAMYBaHHIM 4.2 3 mwd. 3aiK
CK1.9. [ IcTopis nepxaBHOCTI Ta KyJIbTYpH Y KpaiHH 3 eK3aMeH
CK1.10. | Texuonorii nmporpamMmyBaHHs 4.2 7 eK3aMeH
CK1.11. HopmaTHBH-o-npaBOB?u3a§?3nelfeHHH Ta Mi)lcflaponﬂi 6 eK3AMeT
CTaHJapTH iHGopManiiiHoi Ta KIOepHETHYHO1 Oe3neKH
CK1.12. | luckpeTHa MaTeMaTHKa 3 Jud. 3aiik
CK1.13. | Teopis indopmartii Ta Ko/1yBaHHS 4 €K3aMeH
CK1.14. | Inozemna moBa 3a npodeciiHUM COpsMYBaHHAM 4.3 3 . 3aiK
CK1.15. | ®inocodis 3 €K3aMeH
Beboro 3a UKL 70
2. Huxn npogheciiinoi niozomoexu
CK2.1. | Texnonorii BebnporpaMyBaHHs 3 eK3aMeH
CK2.2. | Komn’torepHi Mepexi Ta iX 3aXHCT 5 €K3aMeH
CK2.3. | IlporpamyBanHs CKpHOTOBHMH MOBaMH - eK3aMeH
CK2.4. | ba3u nanux Ta 3HaHb 6 EK3aMeH
CK2.5. | Po3poGnenns 6e3neunux iHpoOpMamiifHUX CHCTEM Ta OCHOBH 6 eK3aMeH
XMapHHX TEXHOJIOT1H
CK2.6. | ApxiTekTypa KOMII'I0TEpa Ta ONepalliiti CUCTEMH 4.1 5 €K3aMEH
CK2.7. | Komangna pobota 3 . 3amiK
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CK2.8. | CxeMoTexHiKa MPUCTPOIB TEXHIYHOTO 3axXHCTy iH(OpMAanil 5 eK3aMeH
9.1
CK2.9. | Merou Ta 3ac00H TEXHIYHOTO 3aXHCTY iHbopMmaii 4.1 3 €K3aMeH
CK2.10. | OcHOBH 0XOpOHH Mpalli Ta 6e3MeKa KUTTEIISIIBHOCTI 3 eK3aMeH
CK2.11. | be3neka nporpamHoro 3ade3neyeHHs 4 eK3aMeH
CK2.12. | KpuntorpadiuHi cHCTEMH Ta IPOTOKOJIH 5 €K3aMeH
CK2.13. | Besneka iHbpacTpYKTYPH KOMIT IOTEPHHUX MEPEK 6 eK3aMeH
CK2.14. | Texunomnorii 6;10k4eiiny B kibepOe3neni 4 €K3aMeH
CK2.15. | Metoau creranorpadii Ta cTeraHoaHanizy 3 eK3aMeH
CK2.16. | Texnomnorii po3ciifyBaHHS iHIMAEHTIB iH(OpMaIiiHO] 3 eK3aMeH
Oe3neku
CK2.17. | ETunmii XakiHr B KOMIT IOTEPHHX CHCTEMaX Ta Mepexkax 6 €K3aMeH
CK2.18. | KommiekcHi cucteMu 3axucTy iH(GopMmartii 3 eK3aMeH
CK2.19. | ba3m nanux ta 31aHb (KP) 2 1. 3K
CK2.20. | Komn’totepni Mepexi Ta ix 3axuct (KIT) 3 . 3aiik
CK2.21. | ApxiTexkrypa komir toTepa Ta onepauiiini cucremu 4.1 (KP) 2 G, 3aiK
CK2.22. | Kpunrorpadiuni cucremu ta mpotokonu (KII) 3 nud. 3aiik
CK2.23. | Be3neka inppacTpykrypu koM rotepHux Mepex (KII) 3 nud. 3aiik
CK2.24. | Texuounorii po3ciityBaHHs iHIHAEHTIB iHdopMaIiiHol 2 . 3aiik
oeznexu (KP)
CK2.25. | KommiekcHi cuctemu 3axucty indopmanii (KII) 3 . 3aiK
CK2.26. | IlpakTrka 3a TeMor0 HakanaBpchkoi kBaidikaniiinoi poboTu 3 mud. 3aiK
CK2.27. | Bukonanns GakanaBpchKoi kBastidikaiiiHoi poboTh 9
CK2.28. | 3axuct bakanaBpchkoi kBasidikaiiiHoi poboTu 3
Bcwozo 3a yuxna: 110
Bcwozo 3a cninbHi KoMhoHenmu: 180
BubipkoBi KoMnoHeHTH oCBiTHLO-TIpodeciiinoi mporpamMu
BubipkoBi 6;10KkH KOMIIOHEHTIB
3. Iukn 3azanvHoi niozomoexu
BubipkoBi TUCITHIUTIHA 6
basoBa BilicbKkoBa mijaroroBka* 3 mud. 3aiK
Bewvozo 3a yurn: 6%*/9

4. I[uxn npodheciiirnoi niozomoexu

Bubipkoei komnonenmu 6a0ky 0100: Kibepbesneka KOMR I0mMepHux cCucmem ma Mepexc

BB1.1. | OcHoBu IHTEepHETY peyeii Ta aHAITHKA BEJTMKHX JAHUX 4 eK3aMeH
Bb1.2. | ApxiTekTypa KOMII' IOTepa Ta OnepaIliiiHi CucTeMH, 4.2 6 eK3aMeH
Bb1.3. | Cucremu 6aHKiBCBKOI Oe3neku 4 eK3aMeH
Bb1.4. | Ilpuknanna kpunrorpadis 3 €K3aMEH
BB1.5. | Pu3uku Ta iHCTpYMEHTH 3aXHCTy KibepOe3neKku miinpHeEMCTR 4 eK3aMeH
BB1.6. | IudopmaniiiHo-KOMYHIKaI[ifHI cHCTEMH 4 eK3aMeH
Bb1.7. 36HpaI:IH${, _ aHaiiz Ta oOpoOka maHHX y iH(pOpMamiiHO- 4 CK3AMEIL
KOMYHIKaIlifHUX CHCTEMax

BB1.8. | [{udpora 06pobka curaaiis ta 300pakeHb 3 eK3aMeH
BBE1.9. | Ayaut 6e3neku cMapT-KOHTPAKTIBR 5 eK3aMeH
Bb1.10. | MenemxmMeHT indopManiiiHol 6e3mexn -4 eK3aMeH
Bb1.11. | OcHoBHu [HTEpHETY pedcii Ta aHamiTHKA BeTHKHX gaHuX (KP) 2 qud. 3amiK
Bb1.12. | Ilpuxiagua xpunrorpadis (KP) 2 mEd. 3aiK
BB1.13. | Iludposa 06pobka curnamuis Ta 306paxens (KIT) 3 aud. 3amik
Bevozo 3a yuxn 48

Bcwozo ona onoky 54
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Budbipkosi komnonenmu 610ky 0200: Cucmemu mexHiunozo 3axucmy ingopmauii,

asmomamu3zauia it 00podKu

BB2.1. S);GMOTCXHIK& TMPUCTPOIB TEXHIYHOrO 3axHCTy iH(popMmarii 5 N———
BB2.2. | AmapaTHuii XaKiHr 4 €K3aMEH
Bb2.3. | Texnosorii 6€31pOTOBOrO 3B’ SI3KY Ta 1X 3aXHCT 4 €K3aMEH
Bb2.4. | Texuiyni 3aco0H O0XOpoHH O0O0’€KTIB Ta YHpPaBIiHHS 4 .
. ) . 3aiik
TeXHIYHUMH 3acobamu iHdopMarii
BB2.5. | Metoau ta 3acobu 3axucrty indopmartii, 4. 2 4 €K3aMeH
Bb2.6. | Llupposa oOpobka curHaiB 3 IHQ. 381K
BB2.7. | IlpoextyBanHa cucreM Oe3mekud O00’€KTIB KPATHUHOL 3
i . . eK3aMeH
iHppacTPyKTypH Ta Aep:KaBHOI TAEMHHUII]
BB2.8. MleonpoHecopH B CHCTeMaX TEXHIYHOTO  3aXHCTy 4 W—
indopmarii
BB2.9. | Be3neka kiGepdiznunux cucrem 3 eK3aMeH
BB2.10. | Anaparsa kpuntorpadis 3 eK3aMeH
BB2.11. | CxemMoTexHiKa NIPUCTPOIB TEXHIYHOrO 3aXHCTy iH(OpMAILi] 3 s
4.2, (KIT)
Bb2.12. | Metoau ta 3acobu 3axucty indopmarnii 4.2 (KP) 2 mud. 3aiK
BB2.13. | [IpoextyBanHs cucreM Oe3nekd O00’€KTIB  KPUTHYHOI .
. . . 3 mud. 3aiK
iH}pacTpyKTYpH Ta aepxkaBHoi TaeMuuii (KIT)
Bb2.14. | Besneka kibepdizmunux cuctem (KIT) 3 nud. 3aik
Bcbozo 3a yuxn 48
Bcwozo ona 6noky 54

‘

Bubiprosi komnonenmu 611oky 0300: Ynpaeninua inghopmauiiinoro d6e3nexoro

BB3.1. | Aynur, niuen3yBaHHs Ta cepTudikamis indopmamiiHO 5
A eK3aMeH
BB3.2. | OcHoBH Ta Oesmeka iHdOpMaIiitHO-TEICKOMYHIKAIIIHHIX 5 exsaMen
TEXHOJIOTIH
BB3.3. QIIIHIOB&HEF{ PH3UKIB Ta IUIAHYBAaHHA  BiJHOBIICHHS 4 eK3AMEH
iHpOpMaLIHHUX CHCTEM
Bb3.4. | OcHOBU peBepc-iHXHHIPIHTY B KibepOesmerri 3 €K3aMeH
BB3.5. | Komn’iorepaa 06pobka indopmarrii 3 mid. 3aTiK
BB3.6. | Texnonorii 6e31poTOBOTO 3B’ SI3KY Ta iX 3aXHCT 4 €K3aMeH
Bb3.7. |[IlpoexryBaHHs cucTeM Oe3lmekd O00’€KTIB  KPHTHYHOL 3
iH(pPACTPYKTYPH Ta JAEPIKaBHOI TAEMHHII crsamen
Bb3.8. | Po3Binka JaHWUX HA OCHOBI BIIKPHTHX JDKEPEI 4 €K3aMeH
BB3.9. | Cucremu mITy4HOro iHTeNnekTy B Kibepbesmner 3 eK3aMeH
Bb3.10. | Yopasninns cucteMamu KibepOesrekn Ta X HamifHICTD 3 . 3amik
Bb3.11. | Aynut, mineH3yBaHHs Ta ceprudikaiis iHdopmaniiHOl ) il
oesnexu (KP)
Bb3.12. | OcHoBu peBepc-imkuHipiHry B kibepbesneni (KIT) 3 mad. 3aik
Bb3.13. | [IpoextyBanHs cucTteM Oe3neku 00’€KTiB  KPHUTHYHOL 3 :
iHbpacTpykTypH Ta AeprkaBHoi TaeMHAL (KIT) i e
BB3.14. | Yopaeninus cucremamu kibepOesneku ta ix HaaiinicTs (KIT) 3 . 3aiik
Bcbozo 3a yuxn 48
Bcoozo onna 6noky 54
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Bubipkogi komnonenmu 610ky 0400: Adminicmpysanna cucmem Kibepbesnexu

Bb4.1. | be3neka Be-moarkin 4 eK3aMeH
Bb4.2. | Oprani3auis iHpopMaLiftHUX TEXHOJIOTIH Ha MiIPHEMCTBI 5 €K3aMeH
Bb4.3. | OmiHioBaHHS  pHU3UKIB Ta IUIAHYBaHHA  BiTHOBJICHHS i N——
iHbOpMaIIHHUX CHCTEM
Bb4.4. | Aynut indopmaniiinoi Oe3nexu 2 eK3aMeH
Bb4.5. | Besnexa MepexeBHx onepaliifHuX CHCTEM 4 €K3aMeH
Bb4.6. | Benuki mgaHi Ta ix 3aXuct 4 €K3aMeH
Bb4.7. | TecryBaHHs mporpaMHOro 3abe3neyeHHs 3 eK3aMeH
Bb4.8. | [HcTpymeHTH MepexeBoi Oe3leKH Ta CHCTEMH JKypHaizamil 5 eK3AMCH

IO/iH B KOMII'FOTEPHUX CHCTEMAX

Bb4.9. | besneka 6e31poTOBHX 1 MOOLTEHHUX TEXHOJIOTIH 3 eK3aMeH

Bb4.10. | CucreMu ITy4HOro IHTENEKTY B Kibepbesneri 3 €K3aMeH
Bb4.11. | Opranizanis indopMamifHUX TEXHOJIOTIH Ha IiANPHEMCTBI 3 juch, satie
(KIT)
Bb4.12. | Benuki nani Ta ix 3axuct (KP) 2 aud. 3amik
Bb4.13. | TecryBanus nporpamuoro 3abesnedenns (KP) 2 aud. 3aI1iK
Bb4.14. | Be3neka 6e3apoToBux i Mo6inEHUX TexHomorii (KIT) 3
Bcwozo 3a yuxn 48
Bcbozo ona 610Ky 54
BubipkoBi KOMIIOHEHTH IHIIHX OCBITHBO-TIpodecifiHuX mporpam
Bcewozo 6
Bcwvozo 3a eubipkosi komnonenmu 60
Bevozo 30 ocgimuvo-npoecitiny npozpamy 240

*ba3oBy 3arambHOBIHCBKOBY IiJTOTOBKY OOOB’S3KOBO IPOXOJSATh IPOMAIsSHH YKpaiHu
YOJIOBIYOI CTaTi, IKi HABYAIOTHCS 33 JIEHHOO a00 yalbHOK (OPMYIO 3100y TTS OCBITH.
** Jlns 3m00yBaviB OCBITH, sIKI HE IPOXOIATH 0a30BY 3arajbHOBIHCHKOBY IiATOTOBKY.

4. ®opmu aTecranii 3700yBa4iB BHIIOI OCBITH

®opmu aTecrariii Atecramis  3xilicHioeTeess y  GOpMi  €IMHOTO  JIEPXKABHOTO
37100yBadiB BUIIOI | KBanidikariifHoro icmuty Ta my6IHiuHoro 3axucTy KBanidikaniinoi po6oTu.
OCRBITH Counnit nepkaBHuil KBamiikaliiHui icnUT mepenbadae OLHIOBAHHS

HNOCATHEHb  Pe3yJbTaTiB  HABYaHHJ, BHY3HAUCHHX  CTAHZApTOM  3i
cnemianbHocTi F5 KiGepbesmeka Ta 3axmer imdopmarii i mepuioro
(baxanaBpcHKOTro) piBHA

Jlo arecramii momyckaloThes CTYIEHTH, SIKi BHKOHAJIH BCi BHMOTH
IPOrpaMH MiArOTOBKH.

Bumoru no Kpanidikamiiina pobora Mae mependayaT po3B’si3aHHS CIENiaTi30BaHOl
KBasridikaritHol 3amayi B ramysi indopmaniiinoi Ta/abo kibepOesmexu. Kpamidikauifina
poOOTH/MIPOEKTY pobota BukonyeThes 3 rpudom JICK Ta 36epiraerses y ¢inii PCO kadenpu.
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MaTtpuusi BiANMOBIIHOCTI IPOrpaMHHX KOMIIETEHTHOCTEH HABYAJIbLHAM

KOMIIOHEHTaM

IHT

3K1

3K2

3K3

3K4

3K5

3K6

3K7
3K8
CK1
CK2
CK3

CK4

CK5

CKé6

CK7

CKS8

CK9

CK10

CKl1.1.

CK1.2.

CK1.3.

CK1.4.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10.

CKl1.11.

CK1.12.

CK1.13.

CK1.14.

CK1.15.

CK2.1.

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

CK2.11.

CK2.12.

CK2.13.

CK2.14.

CK2.15.

CK2.16.

CK2.17.

CK2.18.

CK2.19.

CK2.20.

CK2.21.

CK2.22.

CK2.23.

CK2.24.

CK2.25.

CK2.26.

CK2.27.

CK2.28.
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6. Martpuus BinnoBiaHocti ¢paxoBHX KOMNETEeHTHOCTEH NPoeciHHOro

cupsmyBaHHA (PKC) HaBYaJbHHM KOMIIOHEHTAM

®KC1.1

®KC1.2

®KC1.3

®KC1.4

®KC1.5

PKC2.1

DKC2.2

DKC2.3

DKC2.4

DKC2.5

DKC3.1

DKC3.2

®KC3.3

DKC3.4

®KC3.5

DKC4.1

DKC4.2

DKC4.3

DKC4.4

DKC4.5

Bb1.1

Bb1.2

BB1.3

Bb1.4

Bb1.5

Bb1.6

Bb1.7

Bb1.8

BB1.9

Bb1.10

Bb1.11

Bb1.12

BB1.13

Bb2.1

Bb2.2

BB2.3

BB2.4

Bb2.5

BB2.6

Bb2.7

Bb2.8

BB2.9

BB2.10

Bb2.11

BB2.12

BBb2.13

BB2.14

BB3.1

Bb3.2

Bb3.3

BBE3.4

BB3.5

BE3.6

Bb3.7

BE3.8

Bb3.9

BE3.10

BB3.11

Bb3.12

BE3.13

BB3.14

BB4.1

Bb4.2

BB4.3

Bb4.4

BB4.5

Bb4.6

Bb4.7

Bb4.8

Bb4.9

Bb4.10

Bb4.11

Bb4.12

Bb4.13

BBb4.14
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7. MaTpuus BiANOBIAHOCTI POrpaMHHX pe3y/IbTATIB HABYAHHS
HAaBYaJIbHHM KOMIIOHEHTaM

~la|lm|ls|lwlelnle|lalS|lzld|2| 3| 0lElE5%22]8!R8
E|E|\E\E|E|E|E|E|8 || E|E|E|E|\E\E|E|E|E|E|E
CKI1.1. o | o o | o -
CK1.2, . . . .
CK1.3. . o | o | o
CK1.4. . . . .
CK1.S5. | » . .
CK1.6. o | e .
CK1.7. o | . o | e R
CK1.8. . . . .
CK1.9. . . o
CK1.10 . . . .
CK1.11 . . . .
CK1.12 . o | o .
CK1.13 | » e | o | e .
CK1.14 . . . .
CK1.15 . o | o
CK2.1. o | o . o | o
CK2.2. . . . .
CK2.3. . . . .
CK2.4. . o . .
CK2.5. e | o | e o | o | @ .
CK2.6. . . . o | o .
CK2.7. | » e | o | .
CK2.8. . o | o o | o .
CK2.9 . . o | e
CK2.10 o | o . .
CK2.11 o | o | o | o | @ . e | o | o | o .
CK2.12 o | o e | o
CK2.13 . o | o .
CK2.14 . o | o . . . o | e .
CK2.15 . . . e | o
CK2.16 o | o o | o e | o | o | o | o .
CK2.17 . . . . .
CK2.18 | « o | . . .
CK2.19 . . . .
CK2.20 . . . .
CK2.21 . . o | o .
CK2.22 o | o e | o
CK2.23 . o | o .
CK2.24 o | e o | o o | o | o | o | @ .
CK225 | » o | o . . .
CK2.26 | - . o | e o | e .
CK227 | o | o | » o | o o | o o | o e | o | o | o | o
CK2.28 | . | & o | o .
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PH1

PH2

PH3

PH4

PH5

PHé6

PH7

PHS

PH9

PH10

PH11

PH12

PH13

PH14

PH15

PH16

PH17

PH18

PH19

PH20

PH21

BB1.1

BB1.2

Bb1.3

Bb1.4

Bb1.5

BE1.6

BB1.7

BB1.8

BB1.9 -

BB1.10

Bb1.11

BB1.12

Bb1.13

Bb2.1

BB2.2

Bb2.3

Bb2.4

BB2.5

BB2.6

BB2.7

Bb2.8

BB2.9

Bb2.10

BB2.11

BB2.12

BB2.13

Bb2.14

BB3.1

BBE3.2

Bb3.3

BE3.4

BB3.5

BbE3.6

BB3.7

Bb3.8

BB3.9

Bb3.10

BB3.11

Bb3.12

BE3.13

BBE3.14

Bb4.1

Bb4.2

Bb4.3

Bb4.4

Bb4.5

Bb4.6

Bb4.7

Bb4.8

Bb4.9

Bb4.10

Bb4.11

BB4.12

Bb4.13

Bb4.14
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JloriyHo-cTpyKTypHa cxema
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CNEMATBHOCTI
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0400 Aominicmpyeanns cucmem ribepbesnern

Hanwmnad osprraiio enveiasisai
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