MIHICTEPCTBO OCBITHU I HAYKH YKPAIHU
HALIOHAJIbHUM YHIBEPCUTET

«JIbBIBCBKA ITOJITEXHIKA»

- /IOpiit BOBAJIO/
2025 p.

OCBITHbHO - MPO®ECIMHA ITPOTPAMA
“ AamiHicTpyBaHHs cHCTeM KifepOesneku ”
ApYroro (MarictepcbKoro) piBHsi BULILOT 0CBiTH
3a cnetianbHicTio F5 KiGep6esnexa Ta 3axuer iHopmanii

rajysi 3Hanb F Indopmaniiini rexsosiorii

Po3risHyTO Ta 3aTBEPIKEHO

Ha 3acifianni Buenoi paau
VHiBepcurery

Bin«lo» O 2025 p.
npotokon Ne Z2.(’

JIsBiB 2025 p.




JIMCT NOT'OKEHHA
OCBITHbO-TIpodeciiiHol mporpamu

PiBeHb BHIIOT OCBIiTH Hpyruit (maricrepcbkuii)
I'AJIY3b 3HAHDb F Indopmauiiini rextosorii
CIIELIAJIBHICTDH F5 Kibepbesneka Ta 3axuct indopmanii
Kpanidikais Marictp 3 kibepOe3neku Ta 3axucty iH(opmanii
PO3POBJIEHO I CXBAJIEHO NOroJ:KEHO
HaykoB0-METOIUYHOIO KOMiCi€r0 ITpopexTop 3 HayKOBO-NEAAroriyHoi
cneniansHocTi F5 Kibepbesneka ta po6otu HanionansHoro yHiBepcuteTy
3axuCT iH(popMaIii «JIpBiBCHKA MOJIITEXHIKA»
IIporokomn Ne 1 é
Big «12» motoro 2025 p. Oner IABHUTUAK
« 2y o2 2025 p.
I'omoea HMK cneniansnocTi
Banepiit 1Y IMKEBHY
HavaneHuk HaBuaibHO-METOHYHOTO
BiJUIUy yHIBEpCHTETY
(’@”/Ea(:ldﬂb TOM’IOK
PEKOMEHIOBAHO (> 02 A
HayxoBo-MeToanynow0 panoro Hupexrop IKTA
YHIBEPCUTETY
Tporokon Ne &4 ~ IOpiii KOCTIB

Bin« ZO » ﬂy& 2025 p.

«21» mororo 2025 p.
I'onosa HMP yniBepcurery .
Harouiit 3AI'OPOJTHIU




MEPEJIMOBA

Pospobneno signosigno o Crawpapry BHIIOL OCBiTH YKpaiHMm Apyroro
(MarictepcpKoro) piBHs, ranyss 3uanb F — [ndopmariiitni TexHonorii, creniaisHicTs —
F5 Kibepbesneka Ta 3axuct indopmauii, 3aTBepkeHOro Ta BBEECHOTO B (10 HAKA30M
MiuicrepcTsa ocBitu Ta Hayku Ykpainu Bin 18.03.2021 p. Ne332.

P03p00JIeHO MPOEKTHOIO TPYMOK HAYKOBO-METOIMYHOT KOMICIi CHelianbHOCT

F5 «Kibepbesneka ta 3axuct inpopmauiin Haionansnoro yaiBepcurery “JIbBiBchka
nojiTexHika” y CKiaui:

Onipebknii 1P, — JI.T.H., IPO@., — TapaHT OCBITHLO-TIPodeCciHHOT
nporpamu

Hynukesuu B.B. — I.T.H., mpod., 3aBiyBau kapenpu 31

Kypasens .M. — I.T.H., 1po@., 3aBixyBau kadenpu BIT

I'apacumuyk O.1. — K.T.H., AoueHT Kapenpu 31

Baxyna O.IT. — IT Infrastructure Security Manager, Softserve

Tumomuk H.IT. — aupekrop ITIT Under Defence

XKypapuak J1.1O. — Lead Operational Technical Consultant and Lead
Splunk Consultant, EPAM

Credankis A.B. —cryneHt KbAC-12

TapanT 0CBiTHBO-TIpOdECiiiHOT nporpamu / IBan OITIPCBKUM /

TIpoext ocBiTHLO-TIpOdeEciiiHoi nporpaMu 06roBOpeHuil Ta CXBaJeHUi Ha
3aciganHi BueHoi pajau HaBYaIbHO-HAayKOBOTO iHCTHTYTY KOMIT FOTEPHHX
TEXHOJIOTiH, ABTOMATHUKH Ta METPOJIOTIT

IIporokon Ne 7 Binx «21» mororo 2025 p.

=

I'onoBa Buenoi pagu IKTA M

nmfc)'

IOpiii KOCTIB

(npisBuute, ininiann)

3aTBEpXKEHO Ta HAJAHO YHHHOCTI
Haxkasom pexropa Hanionansaoro ynisepcurery «JIbBiBCbKa MOMITEXHIKaY

Bim « 77 » o3 2025 p. Ne /46— 4~ 7O

Llst ocsitHRO-TIpOdeciiina mporpama He Moxe OyTH MOBHICTIO 260 YAaCTKOBO
BiITBOPEHA, THPAXOBaHA Ta pPO3NOBCIO/PKEHA 03 no3Bony HanionansHoro
yHiBepcuTeTy «JIbBiBCBKA MOMITEXHIKA.




IIpodiab ocBiTHLO-NpodeciiiHol nporpaMu “AaMiHICTPpYBaHHS CHCTEM
KibepOe3nexn” maricTpa 3i cneuianbHocti F5 “KiGep6e3nexa Tta 3axucr

indopmanii ”

1 — 3aransna indopmanis

IloBHa Ha3Ba 3akyaay
BHINOT OCBIiTH Ta
CTPYKTYPHOI0
niApo3aiay

Hanionanbnnii ynisepeurer «JIbBiBcbKa moJitexnikay, kadeapa
3axucTy iHpopManii, IHCTHTYT KOMI'IOTEPHUX TEXHOIOTH,
aBTOMAaTHKH Ta METPOJIOTIT

Pisens BHIIOL ocBiTH

Jpyruii (MarictepchKuii) piBeHb

Cryninb BHIOI OCBITH

Marictp

lanysb 3HaHB

F Indopmartiitni TexHosorii

CrenianbHicTh F5 Kibepbesneka Ta 3axuct indopmarii
Ha3ssa ocBiTHboi AnMiHiCTpyBaHHS cUcTEM Kibepbesneku
nporpamu Administration of cybersecurity systems

Inrepuer-agpeca
po3MillleHHA OCBITHBLOT
nporpamMu

https://lpnu.ua/osvita/pro-osvitni-programy/drugyi-riven-vyshchoi-
osvity

Obmexenns mogo dopm
HABYAHHS

Jlenna, 3a0uHa (qucranniiina)

OcBiThs kBagidikanis

Marictp 3 kibepbesneku Ta 3axucty indopmarii

Ksaaidikauis B
JHIJ0OMI

Cryninp BHIIoi ocsita — Marictp
Creuianpnicts — F5 KiGepGesrneka ta 3axuct inpopmaii
Ocaitnas nporpama — AIMiHICTpyBaHHS CHCTEM Kibepbesneku

2 — Mera ocBiTHBOT Iporpamu

Hajmatu TteopeTwuHi 3HaHHS Ta MPaKTHYHI YMIiHHS i HaBUYKH,
JIOCTaTHI Ul YCHILIHOrO BHKOHaHHSA TpodeciitHux o60B’sM3KiB 3a
creuianbaicTio F5 «KiGepGesnexka Ta 3axucr indopmamii» Ta
MiAroTyBaTH CTY/IEHTIB UIS MONAIBLIONO NpaleBIaliTyBaHHsA 3a
00paHoIO CIIEIiaIBHICTIO.

Onuc npeamernoi
obaacTi

O6’exTH BHBYEHHN:

- CydYacHi TpOLECH [OCHiKEHHs, aHajli3y, CTBOPEHHS Ta
3abesneyenHs  (yHKUioHyBaHHS  iH(OpMauifiHMX cHCTeM i
TEXHOJIOTiH, IHIMMX Oi3Hec-omepaliiHuX TNpoleciB Ha 06’ eKkTax
inpopmanilinoi misnbHOCTI Ta KpUTHYHMX iH(pacTpykTyp chepu
inpopmaniitnoi 6e3nexu Ta/abo kibepbesnexu;

- inpopmauiiini  cucremu  (indopmaniiino-koMyHikauiiiHi,
iH(popMaLifHO-TeleKOMY HiKaLiliHi, aBTOMATH30BaHi) Ta TEXHOJIOTI,
- iHppacTpykTypa 00’exTiB iHpopManiiinoi misasHOCTI Ta
KPHTHYHHX 1HPACTPYKTYP;

s CHCTEMH Ta KOMIUIEKCH CTBOpeHHs, 00poOku, mnepenaui,
30epiraHHs, 3HMINEHHS, 3aXHCTy Ta BiJOOpaXKeHHA JaHHX
(iHpopManifHUX NOTOKIB),

— iHopmaniiiHi pecypcH pisHHX KiaciB (B T.4. OepxaBHi
inbopmaniitui pecypen);

- [porpaMHe Ta MporpamHo-anapatHe 3abe3nederHs (3acobu)
Kibepaaxucry;

- CHCTEMM YIpaBIliHHA iHpoOpMaIiiiHo Ge3mekor Ta/abo
kibepbesnekoro;

— TEXHOJIOTii, MeTomu, Mozelmi Ta 3acobu iHpopmauiiiHOT
Oesnexu Ta/abo kibepOesneku.

Hini HaByaHHA:
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Iligroropka ¢axisiis, 30aTHUX  PO3B’SA3yBATH 3agadi
JOCHiHUIBKOrO Ta/abo iHHOBaliiiHOTO Xapaktepy y cdepi
iH(opmaniiiHoi Ta/abo kibepbesnexu.

Teopernunuii 3mictT npeamernoi obaacTi

TeopeTnuni 3acafy HAyKOEMHUX TEXHOJNOTIH, (Pi3uyHi i MaTeMaTHUHI
dyHnamMeHTanbHI 3HaHHA, Teopii igeHTH(diKawii TAa TPUAHATTS
pillieHb, CUCTEMHOTO aHaNi3y, CKIaAHUX CHCTEM, MOJEIIOBAHHS Ta
ONTHMi3alii MpoLeciB, Teopis MaTeMaTHYHOI CTaTUCTHKH,
KpUNTOrpa(iuHOro Ta TeXHIYHOro 3axucry iHdopmamii, Teopii
PU3MKIB Ta iHIIMX MDKIUCHMIUTIHAPHHUX Teopiil i NMpakTHK y ranysi
iHhopMauiitHoi 6e3neku Ta/abo Kibepbesnexu.

MeToaH, METOAHKH TA TEXHOJIONIT

Metoau, Mopeni, METOAMKH Ta TEXHONOTil CTBOPEHHs, 06pobKH,
nepefadi, nNpUAMaHHA, 3HUIIEHHSA, BiIOOPAKCHHSA, 3aXHCTY
(xibep3axucTy) iHbOpPMAIIHAX pecypciB ¥ KibepnpocTopi, a TakoxK
METOAM Ta MOJENi po3poOKH Ta BUKOPHCTAHHS MPHKIAJHOIO i
CIIENiani30BaHOTO TPOrPaMHOrO 3abesneyeHHs i BHPILHICHHS
npodeciiiHux 3amad B ranmysi iHdopmamiitnoi Oesmexku Ta/abo
KibepOesnexn.

Texnonorii, MeTou Ta Moaeni DOCTIDKEHHS, aHATI3Y, YIIPABIIIHHS T4
3abe3neyenHs Oi3Hec/omepamiffHUX MPOLECIB i3 3aCTOCYBaHHAM
CYKYITHOCTI HOPMAaTHBHO-NIPABOBHX Ta OpraHi3auifiHO-TeXHIYHMX
MeTomiB 1 3acobiB  3axuery iHdopmauiiiHux pecypcis  y
KibepripocTopi.

IHcTpymMeHTH Ta 061aJHAHHS.

3acobu, npHCTPOi, MepexKHe YCTaTKyBaHHA Ta CepeiOBHIIE,
NpUKIagHe Ta  Cleliajni3oBaHe mOporpaMHe  3abe3redyeHHs,
aBTOMaTH30BaHi  CHCTEMH Ta  KOMIUIGKCH  IPOEKTYBaHHS,
MOJIENIOBaHH s, €KCIUTyaTallii, KOHTPOIIO, MOHITOPUHTY, 00poOKH,
BiI0Opa)keHHS Ta 3aXHUCTy AaHuX (iHpopMalliiiHUX TOTOKIB), 2 TAKOXK
METOH 1 Mozeni Teopil PU3UKIB Ta yNpaBIiHHA iHpOpPMaIiHHMMH
pecypcaMH NpW  JOCHIDKEHHI |  CYNPOBOPKEHHI 00 €KTiB
iHpopManiitHol AisnbHOCTI y ranysi indopManiiinoi 6e3nexu ta/abo
Kibepbesmneku.

Axaaemiuni npasa
BHIYCKHHKIB

[Iponosxkenns oCcBITH 3a TPETIM (OCBITHBO-HAYKOBHM) PIBHEM BHIIOT
OCBITH.
HabyTtrs nonarkoBux KBanigikauiii B CHCTEMi OCBITH JIOPOCIIHX.

ObGcar xpeauTis 3a
€Bponeiicbko10
KpeJnuTHO-TpaHchepHoI0
CHCTEMOIO

Jlunnom marictpa, oxunnunuii, 90 xpeauris CKTC,

TepMiH HaBUaHHs 1,5 poku

Hunnom  marictpa, omuHmunmd, 90  kpemuris  €KTC,
Minimym 60% o6csry ocBiTHBOT porpamMu Mae 6yTH CIPAMOBaHO Ha
thopMyBaHHs 3arajibHUX Ta crenialbHIX (paxoBux)
KOMIIETEHTHOCTEH 3a cremianeHicTio, Bu3HaueHHX CraHaaprom
BUILOi OCBITH.

Minimym 15 kpenuriB €KTC mae 6y Ti npu3HayeHo 1yis NPaKTHKH.
3akiaj BULIOT OCBITH Mae MpaBO BH3HATH Ta Mepe3apaxyBaTH
kpeautn EKTC, oTpuMaHi 3a nonepeiHBOI0 OCBITHBOK MPOrPaMoIo
NiArOTOBKM Marictpa (Crmemiaiicra) 3a IHIIOK CHeliagbHICTIO.
Makcumanbuuii  obear  kpemutie  €KTC, mo moxe OGytu
repe3apaxoBaHui, CTaHOBUTE 25% BiJi 3arabHOrO 00CATY OCBITHLOT
NIPOTpaMH.

HasiBnicTs akpeauramii

TaKk




uxa/piBens HPK Vkpainu — 7 pigens, FQ-EHEA — npyruii nuxu,
EQF-LLL — 7 piBenb
IlepenymoBn HasiBHicTb cTyneHs GakanaBpa

MoBsa(u) BEKIaIaHHSA

VYxpainceka MoBa

OcHoBHI NOHATTA TA IX
BH3HAYCHHS

Y nporpami BHKOPHCTaHO OCHOBHI MOHATTS Ta iX BU3HAYEHHS
BinoBiHO 10 3akoHy Ykpainu «IIpo BHILy OCBiTY»

W

- XapaKTepHCTHKA OCBITHbOI HporpamMu

Opienranis ocBiTHBLOY
nporpamMu

Ocsitpo-nipodeciitHa nmporpama 6a3yeThess Ha 3arajibHOBiOMHX
MOJIOKEHHAX Ta Pe3yNbTaTaX CyYaCHHX HAyKOBHX JOCHIIKEHb 3
inpopManiiiHuX TeXHOJIOriH, MeTO/iB ynpasiinHs iHdopManiliHow0
Ge3nekoro, Oesneku iHpOPMALIHHUX Ta TeJECKOMYHIKAIiHHUX CHCTEM,
CHCTEM TEXHIYHOIo 3aXHcTy iHdopMarii, aBTomarn3aiii 06pobKu
indopmaitii, npaBoBuX 3acan 3axucty iH(OpMaLi, KOMIT IOTEPHHX
MEpEK, apXiTeKTypH KOMII'IOTEPHUX CHCTEM, TEOpii Ta IPaKTHKH
Kpunrorpadivydoro 3axucty iHdopmarii, aMiHicTpyBaHHs Ge3MeKkn
KOMII'IOTEPHUX CHCTEM Ta MEpeX B paMKax AKMX MOXJIMBA
nojaneiia npodeciiina Ta HayKoBa Kap’€pa 3a IaHMMH HAIPIMKAMH.

OcnoBunii gokyc
OCBITHLOY Nporpamu Ta
cnemiajizanit

Coemianena ocBita Ta mpodeciiina migroroska B obmacTi
Kibepbesnexwu.

Kniouogi cnoea: xibepbesnexa, Gesnexa indopManifiHuX cHcTeM,
opraizauis indopmaniiinoi Gesmeku, Oe3neka KOMIT IOTEPHHX
Mepex, ynpabiiHHA  iHopmaniiiHOlO — Ge3neKo,  CHCTEMH
TEXHIYHOro  3axucty  iHdopManii,  3axucr  iHpopMailii,
aIMIHICTPYBaHHS CHCTEM KibepOesneKu.

OcobauBocTi mporpamu

4 — 3paTHicTh BHIIYCKHHKIB

A0 MpaneBJALITYBAHHA Ta NOJAJIBIIOI0 HABYAHHA

IIpuparuicrs g0
npageBJalITY BAHHS

PoGoui wmicua B nepikaBHOMy Ta npuBatHoMy y  cdepi
iHpOpMalifHAX ~ TEXHONOrid, KOMI'IOTEPHHX CHCTeM Ta
TEJEKOMYHIKalif, po3pobka i  oBCIyroByBaHHS  cHCTEM
inpopmariiinoi Gesmeku, 30KkpeMa: CHEIaNiCT MO  3aXMCTY
iH(opmanii repxaBHKUX Ta IPUBATHHX MiAIIPUEMCTB, Tpodecionan i3
oprauizauii ingopmaniiinoi Ge3reku, npodecionan i3 oprauizanii
3axucTy iHopmallii 3 oOMeXeHHM HOCTYNOM, mpodecioHan 3
PEKUMY CEKPETHOCTI, IHCIIEKTOp i3 OpraHi3auii 3aXHCTy CEKpeTHOI
iHpopmauii, menemkep 3 iHdopmauiiHoi Gesnexu, npodecionan 3
ayJIuTY MEpeX Iepesiay JIaHUX, eKcrepT 3 Gesrnekd mporpaMHOro
3a0e3neyeHns; TpoBifHMI imkeHep 3 iHdopMmaliiiHoi Ge3mekw,
npodecionan  BiUliTy KOHTpPOMO  iHGOPMALiHHEX  PU3HKIB,
aIMIHICTPAaTOP KOMI'IOTEPHHX Mepex, MpodecioHan 3 miATpUMKH
indopmaliiiHuX cepsicis, aHaniTuk Kibepbesnexu.

Iopanbme HABYAHHA

IIponosskeHHs o0CBiTH 3a TPETiM (OCBITHBO-HAYKOBHM) piBHEM BHIIOT
OCBITH.
Ha6yTra nosaTkoBuX kBamidikaiiii B cMCTEMI OCBITH OPOCIIHX.

5- Bukaanannas ta ouimcmamm

Buknaganus ta

[MoenHanHs ek, MPaKTHYHUX 3aHATH, KOHCYJIbTaIlii, CAMOCTIHHOT

HABYAHHSA pobotu i3 po3p’s3yBaHHA NpoGleM; BHKOHAHHA MPOEKTIB,
nabopaTopHi po6OTH, KOHCYJIBTALil i3 BHMKIAJayaMH, TIrOTOBKa
marictepchbkoi KBaiikaiiiinoi po6oTH.

OuninoBannn Exsamenn, 3aniku, 1aGopaTopHi 3BiTH, YCHI Npe3eHTallil, TOTOYHHH

KOHTPOIIb, 3aXHCT KYPCOBHUX NPOEKTIB (Po06iT), 3aXUCT MaricTepchKoi
KBastidikaiiitHoi poboTH.




6 — IIporpamMui KOMNeTeHTHOCTI

InTerpansna
komnerenthicTs (IHT)

3natHicTe oco0M po3B’sA3yBaTH 3a4adi JIOCHIOHHIBKOTO Ta/abo
iHHOBallilHOrO XapakTepy y cdepi iHdpopmawiiiHoi Oe3nexn Ta/abo
KibepOesneku.

3arajabhi
komnerenTHocTi (K3)

K31. 3naTHicTh 3aCTOCOBYBATH 3HAHHSA Y MIPAKTHYHUX CUTYAIIIfX.
K32. 3naTHicTh MPOBOAMTH JOCIIIDKEHHS HA BiIOBiJHOMY piBHi.
K33. 3patHicTs 10 aGCTPaKTHOrO MUCIICHHS, aHAI3y Ta CHHTE3Y.
K34. 3parnicTs oniHioBaTH Ta 3abe3nevyBaTH AKICTh BUKOHYBaHHX
po0irT.

K35. 3parnicte choinkyBaTucs 3 NpeACTAaBHMKAMH  IHIIMX
npodeciiiHuX rpyn pi3HOro piBHs (3 eKcnepraMu 3 iHIIUX rauysei
3HaHb / BUJIIB €KOHOMIYHOT /IisIIBHOCTI).

PaxoBi KOMIETEHTHOCTI
cneniaabHocTi (K@)

K®1. 3patHicTs 0OIPYHTOBaHO 3aCTOCOBYBAaTH, IHTEIpPyBaTH,
PO3po0IIATH Ta yIOCKOHANIOBATH Cy4acHi iH(OopMaliliHi TeXHOIOTII,
(izuyni Ta MaTEMAaTHYHI MOJEINI, @ TAKOXK TEXHOJIOTT CTBOPEHHS Ta
BHKOPHMCTaHHS TNPHUKJIAAHOTO 1 CHELiaTi30BaHOTO MPOTPaMHOTO
3abe3nmedeHHs U BHpilleHHA mnpodeciiHuxX 3agad y cdepi
inpopmaniiiHoi 6e3znexu Ta/abo kibepbesneku.

K®2. 3parnicte po3pobmaTH, BIPOBaPKYBaTH Ta aHATI3yBaTH
HOPMATUBHI JOKYMEHTH, TIIOJIOXKEHHS, IHCTPYKUil ¥ BHMOIH
TEXHIYHOTO Ta OpraHi3aliifHOro CNIPAMYBaHHS, 4 TAKOX IHTETPYBATH,
aHaJIi3yBaTH | BAKOPHCTOBYBATH Kpallli CBITOBI IPAKTHKH, CTAHIAPTH
y npodeciiiniif misnpHOCTI B chepi inpopmariiiiHoi Gesneku Ta/abo
Kibepbesrmekn.

K®3. 3parnicTe JocmimkyBaTH, po3poOJATH i CyNpPOBOMXYBAaTH
MeToaM Ta 3acobu iHdopManiiinoi 6e3neku ta/abo kibepOesnexku Ha
06’ekrax inpopmaniiiHol AiTEHOCTI Ta KPUTHYHOT iH(pPacTpyKTypH.
K®4. 3parnicte aHanmizyBaTH, po3poOJIATH 1 CYMpOBOMKYBaTH
CHCTEMY  YMpaBliHHA  iHpopMamiiiHOIO  Gesmekor  Ta/abo
Kibepbesnekoro oprauizaiii, (GpopMyBaTH CTpaTerito i MONITHKH
indopmaliifHoi  Oe3nexku 3 ypaxyBaHHAM  BITUM3HSHHUX i
MIXKHapOJHHUX CTAHIAPTIB Ta BUMOT.

K®5. 3parmicte [0 [JOCHIKEHHS, CHCTEMHOTO aHajsy Ta
3abesnedenns Oe3nepepBHOCTI Oi3Hec/onepaniifiHux mpouecip 3
METOK) BHM3HAYEHHA Bpa3UBOCTEH IHQOpPMaLiMHUX cHCTEM Ta
pecypciB, aHanisy pHM3HKIiB Ta BH3HAYEHHs OL(HKH iX BIUIMBY Y
BiJIIIOBIZIHOCTI 10 BCTAHOBJIEHOT CTPATETi 1 MOMITHKH mdopmaiitHol
Oesnexu Ta/abo kibepOesnexu opraxizaiii.

K®6. 3parnicTh aHanmisyBaTH, KOHTPONIOBaTH Ta 3abe3nedyBaTw
CHCTEMY YIPaBJIiHHA JOCTYNOM /10 iH(OpMaliiHUX pecypciB 3rigHo
BCTaHOBJIEHOI cTpaTerii 1 nonitTiku iHdopmauiiinoi 6e3nexu ta/abo
Kibepbesneku oprauizarii.

K®7. 3parmicTs HOCHimKyBaTH, PO3POOIATH Ta BIPOBAIKyBaTH
METOOM 1 3axoju npoTuAii KibepiHuwaentam, 3aificHIOBATH
MpOLIEyPH YNPABJIiHHA, KOHTPOTIO TA PO3CHIAYBAHHI, a4 TAaKOXK
HaJaBaTH peKOMEeHJalii IION0 TMOMEepe/DKeHHS Ta aHailizy
KiOepiHIMIEHTIB B JIOMY .

K®8. 3parnicts mocnimkyBaTH, po3poOisTH, BIPOBAIKyBaTH Ta
CYNPOBOKY BATH METO/TH i 3aC00M KpUIITOrpad)ivHOro Ta TEXHIYHOTO
3axucty iH(opmanii Ha 06’ekrax iHpopmaniiiHoi AismeHOCTI Ta
KPUTHYHOI iHQPacTpyKTypH, B iHQOPMALIHIX CHCTEMAX, a TAKOXK
3[ATHICTh OLIHIOBAaTH e(eKTHUBHICTh iX BHKOPHCTAHHA, 3TiJHO
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BCTaHOBJIEHOT cTparerii 1 noiituku indopmMaliiiitnoi Oe3nexku Ta/abo
Kibepbe3neku oprasisatii.

K®9. 3parnicte anamizyBaTH, po3poOiATH i CyHNpOBOIKYBATH
CHUCTEMY ayJMTy Ta MOHITOPUHTY €(EKTMBHOCTI (DYHKIIOHYBaHHS
iH(opMaLifiHIX CHCTEM i TeXHOJIOTIH, Oi3Hec/onepaniiiHuX npolecis
B rajiysi inpopmaniiinoi 6esnexu ta/abo kibepOesneku opranizamii B
iToMy.

K®10. 3patHicTe NpOBamWTH HAYKOBO-NENATOrivYHy Mis/IBHICTS,
IJIaHyBaTH HaBYaHHs, KOHTPOJIIOBATH 1 CYNpPOBO/IKYBAaTH poboOTY 3
TIEPCOHAIOM, A TaKOX HpuiiMatu edeKTHBHI pPIilIEHHS 3 IMHUTAHb
in(opMmaliitHoi Gesmeku Ta/ab0 KibepOesneKm.

®@axoBi KOMNETEHTHOCTI
npodeciiinoro
cnpamysaunus (PKC)

0401: Aominicmpysannn cucmem xibepbesnexu

@®KC 1. 3patHicTh  BHKOPHCTOBYBATH  a/IMiHICTPaTHBHO-
oprasi3auiiiti, ynpaBjliHChKi, TEXHIYHi Ta IPaBOBi METO/IH, 3aCO0HU i
3aX0/ i3 moOy10BU cHcTeM 3abe3nedyeHHs KibepHeTHIHOT Oe3neKH.
@®KC 2. YMiHHS MPOBOIUTH aTecTamifo (CIUpalYich Ha OOJIK Ta
OOCTEXXEHHS) PEXUMHHMX TEPUTOPii (30H), NPUMIIEHs TOWIO B
YMOBaxX JIO[EPXaHHsA PEXKUMY CEKpPeTHOCTI i3 (hiKCyBaHHIM
pe3yJIbTATIB y BIMOBIAHUX JOKYMEHTaX.

@®KC 3. 3naTHicTh BUKOHYBAaTH MOHITOPHUHT JaHHX, KOMIT FOTEPHHX
3JI0BXKMBaHb T2 aHOMaJliii, IPOBOAUTH KPUMiHATIICTHYHY EKCIIEPTH3Y
chijiiB kiGepaTak B KiGepHETHIHOMY TIPOCTOPI.

@®KC 4. Yminnsg 3xilicHioBaTH nporpamyBaHHs 0a30BHX 00’ €KTiB
3axXMCTy iH(OpMAIIil, KPHIITOCHCTEM H KPHIITOIIPOTOKOJIIB.

0402: Aominicmpamusnuit menedscmenm y cpepi xivepbesnexu
®KC 5. 3parmicTh [0 TPOBENCHHS aHANi3y IHIMAEHTIB
inpopmaniiiHoi Oe3nexy, BUKOHAHHA iX OLIHIOBaHHs, BH3HAYEHHS
NpPIOPUTETIB Ta 3AiHICHEHHS X YCYHEHHs 4M 3an06iranHs.

OKC 6. VYwMinnug 3nailicHioBaTH OIHKY BIJIOBIIHOCTI CHCTEMHU
3aXUCTy  iHpopMmalii  aBTOMaTH30BaHOI  CHCTEMH  CBOEMY
MPU3HAYEHHIO BiINOBLAHO IO BUMOT JiIOYHMX CTAH/APTIB.

@®KC 7. VwmiHHA 3milicHIOBATH aJMiHICTpYBaHHSA MiACHCTEM
iHopmaniiioi 6e3neku 06'eKTa, a TAKOXK MIICKCTEM Nepe/iayi JaHKX.
®KC 8. YMiHHS NpOBOJMTH artecTanilo 00'eKTiB, NPUMIIIEHS,
TEXHIYHMX 3ac06iB, CHCTEM, IpOrpam i aJropuTMiB Ha NpPEIMeET
BiAMOBIMHOCTI  BMUMOraM  [epXaBHHX ab0  KOpHOpPAaTHBHHX
HOPMAaTMBHHMX JJOKYMEHTIB IIOJI0 3aXHCTY iH(pOpMaIlil.

7 — IlporpamMui pe3yibTaTH HABYAHHS

PelyabTaTH HAaBYAHHSA
(PH)

PHI1. BinbHo cninkyBaTHCh IepKaBHOIO Ta iHO3EMHOIO MOBAMH, YCHO
1 NUCBMOBO [UIs TIPEJCTABIEHHS 1 0o0roBOpeHHsl pe3yJibTaTiB
JNOCIIDKeHh Ta iHHOBalil, 3a0e3nedyeHHs 6i3Hec\onepaniiinux
TPOLIECiB Ta MUTaHb NpodeciiiHol AisTEHOCTI B ramy3i indopmaniitHot
6e3nexu Ta/abo kibepbOesneku.

PH2. InterpyBath ¢yHIOaMEHTAIBHI Ta CHEIiaNbHI 3HAHHA I
PO3B’A3yBaHHA CKJIaJHUX 3a1ad iHpopMmaiilinoi Gesneku Ta/abo
Kibepbe3neku y MHUPOKHX a0 MyJIBTHIUCUMILTIHAPHMX KOHTEKCTAX.
PH3. Tlpoamutu mocnifuuueKy Ta/abo iHHOBALiHHY AisSNIBHICTD B
chepi indopmariiinoi Gesmexu Ta/abo kiGepOesneku, a Takox B chepi
TEXHIYHOrO Ta KpunrorpadidHoro 3axucty indopmanii y
Kibeprpocropi.

PH4. 3actocoByBaty, iHTErpyBaTH, po3po0IIsTH, BIPOBAKYBATH Ta
YIOCKOHANIIOBATH CydacHi iHopMaliiiHi TexHomorii, ¢izuuni Ta
MaTeMaTHYHi Metoau i Mozeni B cdepi indopmauiiinoi Gesmexu
Ta/abo Kibepbesmnexn.
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PHS5. Kpurtnuno ocmucmoBatu npobrneMu iHdopmalliiinoi Ge3nexu
Ta/abo kibepbesnmeku, y TOMy 4YHCIi HAa MDKrajy3eBOMy Ta
MDKIMCIMIUIIHAPHOMY PiBHi, 30KpeMa Ha OCHOBi PO3YMiHHS HOBHUX
Pe3yIbTaTiB IHXEHEPHUX i (i3HKO-MATEMAaTHYHHX HAyK, a TAKOX
PO3BHTKY TEXHOJIOTiH CTBOPEHHS Ta BAKOPHCTAHHSI CIIENia/Ii30BaHOIO
NPOrpaMHOrO 3a0e3MeyeHHs.

PH6. Anani3yBaTu Ta OLIHIOBATH 3aXHINEHICTh CHCTEM, KOMILIEKCIB
Ta 3aco0iB Kibep3axHCTy, TEXHOJOr] CTBOPEHHS Ta BHKOPHCTAHHI
CTIeNiaTi30BaHOrO MPOrPaMHOIo 3abe3reueHHs.

PH7. OGrpyHTOBYyBaTHM BHKODHCTAHHS, BIPOBA/UKyBaTH  Ta
aHami3yBaTH Kpalli CBiTOBI CTaHAapTH, IPAKTUKH 3 METOIO
pO3B’s3aHHA CKIAJHMX 3anauy npodeciifnol nisuibHocTi B Tamysi
iHpopMaiitHoT Ge3nexu Ta/abo KibepOesnekm.

PHS8. JlocnimKkyBaTi, po3poOniTH i CYympOBOMXKYBATH CHCTEMH Ta
3acobu iHdopmairiiiHoi Gesrnexu Ta/abo kibepbesnexu Ha 06’eKkTax
iH(pOpMaLiiHOT AISTTEHOCTI Ta KPHTHYHOT iH(pacTpyKTypu.

PHY. Amnamizysatn, po3poGiaATH 1 CyNpOBODKYBATH CHCTEMY
ynpaeiinns inpopmauiitHoro Ge3nexoro Ta/abo KiGepbesnekor
opraHizauii Ha 6a3i crparerii i noniTEky iHbopManitinoi Gesneky.
PH10. 3aGesneuyBatm  Oe3nepepBHicTh  Oi3Hec/onepaniiiHux
TIPOLIECIB, @ TAKOXK BUABIIATH yPa3IUBOCTI iHPOPMAIIHHUX CHCTEM Ta
pecypciB, aHali3yBaTH Ta OL{HIOBATH PH3UKM Ui iHpopMaiiiiHoi
Oesnexu Ta/abo kibepbesmekn oprasizaiiii.

PHI11. Ananizysatu, KOHTPOTIOBATH Ta 3a0e3nedyBaTh e(eKTHBHE
(yHKIioHyBaHHS CHCTEMH YIIPABIIHHS JOCTYTIOM [0 iHbOpMaLiitHuX
pecypciB  BIANOBIAHO [0 BCTAHOBIEHHX CTparerii i MNOJITHKH
indopmaniitHoi 6e3neku Ta/abo kiGepbesnekn oprauizarii.

PHI12. IMocnimxysath, po3poGisTd Ta BIPOBAPKYBaTH METONHM i
3aX0M mpoTHAIl  KibepiHumjeHTaM, 3AifiCHIOBATH TPOLENYPH
YHpaBIiHHA, KOHTPOJIO Ta pO3CIiAYBaHHA, a TAKOX HAJABATH
peKoMeHaNii 100 MONEePe/PKEHHs Ta aHaNli3y KiOepiHIHIEHTIB B
LUTOMY.

PHI3.  JlocnimkyBaTn,  po3po0Oisity,  BOPOBa/pKyBaTH  Ta
BUKODUCTOBYBATH  MeTOJAM Ta 3acobu kpunrorpadiuHoro Ta
TEXHIYHOTO 3axucTy iHpopmanii Gi3Hec/omepauiiHMX mnponecis, a
TAKOXK aHANi3yBaTM 1 HajaBartd OL[IHKY e(eKTHBHOCTI iX
BHKOPHCTaHHA B  iHpopMauifiHux cucTeMax, Ha 00’eKkTax
iH(opMaNiHOT JisTBHOCTI Ta KPHTHYHOT IHPPACTPYKTYpH.

PH14. Ananisysatu, po3poGisTH i CynpOBOKYBATH CHCTEMY ayIUTY
T4 MOHITOPHHIY edeKTHBHOCTI (yHKUioHyBaHHs iH(OpMaLiiHIX
CHCTEM 1 TexHonorid, OisHec\onepauifiHux npouecis y cdepi
inopmaniitnoi Ta\aGo kiGepGesnexu B HiTOMY. '
PHI15. 3po3ymino i HeIBO3HAYHO MOHOCHMTH BJIACHI BHCHOBKH 3
| mpobrem indopmaniiinoi Gesneku Ta/abo KiGepOesmexu, a TAKOXK
3HaHHA Ta MOSCHEHHs, IO iX OOIPYHTOBYIOTB [0 IIEpPCOHAILY,
HapTHEPIB Ta iHIIKX OCib.

PH16. Ipuiimary o6rpyHTOBaH] pillieHHs 3 OpraHi3allifiHO-TeXHIYHUX
nutaHb iHQopMaliiiHol Gesnekn Ta/abo Kibepbesneku y cknagHuX i
HerepeJ0auyyBaHUX yMOBaX, Y TOMY WYHCHI i3 3aCTOCYBaHHAM
CyYacHHX METOMIB Ta 3aco0iB ONTHMI3allii, MPOTHO3yBaHHA Ta
NPHHHATTS PIlICHb.

PH17. Maty HaBHYKM aBTOHOMHOTO i CaMOCTIHOTO HABYAHHS Y
cepi indopmartiiinoi Gesnmeku Ta/abo kibepbesnekn i HOTHYHHX
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rajyseil 3HaHb, aHaJi3yBaTH BJACHI OCBITHI MOTPeOH Ta 06’ €KTHBHO
OLIHIOBATH Pe3yIbTaTH HABYAHH.

PH18. IlmanyBatu HaB4aHHA, a TaKOXK CYNPOBOKYBaTH Ta
KOHTPOJIIOBaTH po0OTy 3 MEpCOHANOM y HampsaMy iH(popmariiHoi
Oesnexu Ta/abo kibepbesneku.

PH19. O6uparu, anamizyBat 1 po3polisTH NPUIATHI THIOBI
aHAJITHYHI, PO3PaXyHKOBI Ta  €KCIIEPUMEHTAJIbHI  METOIH
Kibep3axucTy, po3poONATH, peaTi3oBYBaTH Ta CYNPOBODKYBATH
MpOeKTH 3 3axucTy iH(opmamii y kidepnpocTopi, IHHOBAIIHOT
IisJIBHOCTI Ta 3aXHCTY iHTEJIEKTYaJbHOI BJIACHOCTI.

PH20. CraButn Ta BHpINIyBaTH CKIaHI IHXKEHEPHO-TIPHKIAIHI Ta
HayKoBl 3amaui 1H(popmaiiiiHoi Oesnexku Ta/abo kibepOesneku 3
ypaxyBaHHSM BUMOT BITYM3HSIHUX Ta CBITOBHX CTAHJAPTIB Ta KPALIMX
PAaKTHK.

PH21. BukopucTOoBYBaTM METOOM HATYpHOTO, (i3W4HOTO i
KOMIT'FOTEPHOTO MOJEIOBAHHS [UIsi JOCII/DKEHHS TPOMECIB, sKi
cTOCYIOThCA iH(opMaliiiHoi Oe3neku Ta/abo Kibepbesneku.

PH22. IInanyBatu Ta BUKOHYBATH €KCIIEPUMEHTAJIbHI 1 TEOPETHUHI
JIOCITIJDKEHHS, BUCYBATH 1 NEPEBIPATH TinoTe3u, oOUpaTH i bOTO
NpUAaTHI METOJM Ta IHCTPYMEHTH, 3OIMCHIOBAaTH CTaTHCTUUHY
00poOKy JaHuX, OLIHIOBATH AOCTOBIPHICTh PE3yJIbTATIB A0CHI/DKEHD,
apryMEHTYBATH BUCHOBKH.

PH23. OO6rpynroByBaru Bubip mnporpaMmHoro 3abesneveHHs,
YCTaTKyBaHHS Ta iHCTPYMEHTIB, iHXKEHEPHUX TEXHOJIOTIH 1 mpolecis,
a TakoX oOMexeHb HIOJI0 HUX B ranysi iHdopmaniiiHoi Gesneku
Ta/abo kibepOe3neky Ha OCHOBI CyYaCHMX 3HaHb Y CYMDKHUX raiy3sx,
HayKOBO{, TEXHIYHOI Ta J0OBIIKOBOI JIiTEpaTypH Ta iHINOI JOCTYIHOL
indopmarii.

PH24. 3miichroBatu Bubip 3acobiB 3axucty iHdopmamii s
ckianoBux iH(opMmaLiliHO-KOMyHIKALifHUX CHCTEM: ormepalliitHi
CHUCTEMM, aKTHUBHE MepexkHe oOnaJHaHHA, CHCTEMH MOOUIBHHX
MIPOTPaMHHUX KOMITOHEHTIB TOIIO.

PH25. VYwminHad BHKOHYBaTH aHami3 1 BHOIp JAUCHMIUTIHA
oOcnmyroByBaHHs 3asaBOK Jyis kKomitotepHux cucteM (KC) 3
BpaxyBaHHAM peXHUMIB poOOTH, BUMOT CTOCOBHO OOCITyroBYBaHHsI
3as1BOK, IHTEHCHBHOCTI ITOTOKIB 3asIBOK, JIHCIIEPCil Yacy OYiKyBaHHSI.

8 — Pecypcue 3a0e3neyeHHs peajgizanii nporpamMu

Crneundivuni
XapaKTepHCTHKH
KaApoBOro
3a0e3nmeyeHHs

ITonan 90% HaykoBO-nearoriyuHMx NpaliBHUKIB, 3aMiTHHX [0
BUKJTaJaHHs npodeciiHO-0pieHTOBAaHUX JMCIMILTIH 31 CIEIiaTbHOCTI
F5 «Kibepbesneka Ta 3axuct iHopMarlii» MarOTh HAYKOBi CTYIEHi Ta
BYEHI 3BaHHs, 3 NPaKTHYHHAM AOCBioM poboTtu > 20 %.

Cneundgiuni
XapaKTEePHCTHKH
MaTepiajbHo-
TEeXHIYHOr 0
3a0e3meyeHHSs

3aco0u, mpHCTPOi, Mepe)KHe YCTAaTKyBaHHS Ta CepeOBHIIE,
OpUKIagHe Ta  crhelfaji3oBaHe nporpamHe  3abes3medeHHs,
aBTOMaTH30BaHi CHUCTEMHM Ta  KOMIUIEKCH  IIPOEKTYBaHHS,
MOJIENIFOBaHHs, €KCIUTyaTallii, KOHTPOJIIO, MOHITOPUHTY, 00pOOKH,
Bi10Opa)ceHHs Ta 3aXUCTY HaHuX (iHpopMaIifHUX MOTOKIB), a TAKOK
METO/H 1 Mozelni Teopil PU3HKIB Ta ympaBiiHHA iHpOpMaIiiHHUME
pecypcaMd npd  JOCHIDKEHHI 1 CYNpOBOIDKEHHI  06’€KTiB
iH(opMaLiiiHOT HisIBHOCTI ¥ ramy3i inhopMariiiiHoi 6e3neku Ta/abo
KibepbOesnexu.

BukopucTanHa cy4acHoro oOJjiaZlHaHHS TIPOBIHMX KOMMaHIA y
raiy3i iHGopMalifiHUX TexHoNori Ta iH(popMmaniiinoi Oesmexu,
sokpema Xilinx, Altera, a TakoX CcTaHIZAPTH30BaHMX BITYNIHIHUX
anapaTHO-NIPOTpaMHMX  3aco0iB  3axuWcty  iHdopmaiii, meHTp
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ceprudikanii kouis, BUpoOHMLTBA «IHCTHTYTY iH(OPMaNidHUX
TexHonorif» (M.XapkiB), a TaKOXX BHKOPHUCTAaHHA CYyYacCHHX
NPUKIAJHUX TIporpaM Jyis e(eKTHBHOTO BHPILIEHHA 3aJa4 3
TEXHIYHOTO 3aXUcTy iH(opMallii Ta aBToMaTH3allii ii 00poOKH.

Cneundgiuni xapaxre-
pHcTHKH iHdopmaniiino-
MeTOHYHOT 0
3a0e3neveHHs

Bukopucranns =~ BipTyaJlbHOr0  HaBYaIBHOTO  CEpeIOBHINA
HanionansHoro yHiBepcutery «JIbBiBCbKa TOJITEXHIKa» Ta
aBTOPCHKMX PO3pOOOK HAyKOBO-TIEJarOTIYHUX TIPAIliBHUKIB.

9 — AxagemMiuHa MOOLIBHICTD

Hamionanena kpeautna | Ha ocHOBi  jBOCTOpOHHIX — joroBopis Mk HamjioHanbHUM

MoDinbHiCTD yHiBepcuteToM «JIbBiBChKa TOJNTEXHIKa» Ta YHiBEpCUTETaMH
VYkpaiuu.

Mixnapoana kpeqataa | Ha  ocHoBi  smBocTOpOoHHIX — noroopis  mik  HarjionamsHuM

MOOLIBHICTD yHiBepcuTeToM <«JIBBiBCEKa MONiTEXHIKa» Ta HaBYATLHUMHU

3aKJIaZiaMHu KpaiH-MapTHEPIB

HaBuanus inozeMHHX
3800yBauiB BHLIOT
OCBITH

MosknuBe, micis BUBYEHHS KYpCY YKpPaiHCHKOI MOBH.

2. Po3noain 3micty
OCBiTHBLO-NIpodeciiiHol nporpamu

3a rpynaMy KOMITIOHEHTIB Ta HHKJIAMH MiATOTOBKH

O6csar HapyanbHOro HaBaHTaXKEeHHS 3100yBava BUILOI OCBITH
(xpenuriB / %)

O060B’s13K0BI Bubipkosi
Ly migroroBku KOMIIOHEHTH KOMIIOHEHTH Bceroro
OCBITHBO- OCBITHBO- 3a BECh TEPMIH
npodeciitHoi npodeciiiaoi HaBUYaHHS
nporpamMu Hporpamu
1 2 3 4 5
% || HiELSREEENG] 3/3,5 3/3,5 6/7
MiArOTOBKH
% | Hmapofectitvol 57/63 27130 84/93
Hi/ITOTOBKH
SHO0 L RECE IRpUIH 60/66,5 30/33,5 90/100
HaBYaHHSA

3. Ilepenix kKoMNoHeHT ocBiTHBO-Mpodeciiinoi nporpamu

Kon K_OMHOHGHT.H OCBiTHbo'l'_ TporpamMmu KiJIBKiC'.I‘B q)opMa
sl (vaByanbHi JWCIUTLTIHM, KYPCOBi IPOEKTH (poboTn), KpPEeUTIB | Mi/ICYyMK.
NpaKkTHKM, KBanidikamiiina pobora) KOHTPOJIIO
O60oB’A3K0Bi KOMIOHEHTH CHENiAJILHOCTI
1. Luxn 3a2anenoi nidcomoexu
CKl1.1. | Inosemna moBa npodeciifHOTo CpsAMyBaHHA 3 aud. 3aiik
Bcewozo 3a yuxn: 3
2. Huxn npoghecisinoi niocomosxu
CK2.1 | InrepHer peueii Ta iforo 6e3nexa 4 €K3aMeH
CK2.2. | KoMIjIeKCHI CUCTEMH CaHKLIOHOBAHOIO IOCTYITY 4 eK3aMeH
CK2.3. | Komn’rotepHi MeToau aHanisy Ta NpoeKTyBaHHs 4 eK3aMeH
€JIEKTPOHHHX 3ac00iB
CK2.4. | IT aymur xibepGesneku 5 nud. 3aik
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CK2.5. | IHTenexTyajibHUit aHAJI3 TaHHX 4 aud. 3aik
CK2.6. | KommutekcHi cuctemu cankiionoBanoro poctymy (KIT) 3 . 3aik
CK2.7. | KoMIr'roTepHi METO/IM aHaJTi3y Ta POCKTYBaHHSA 3 mu. 3aiiK
enekTpoHHuX 3acobiB KI1
CK2.8. | IlpaxTHka 3a TeMOIO Maricrepchkoi KBasidikaiiisoi 15 aud. 3aImiK
poboTH
CK2.9. | BukoHaHHs Marictepcbkoi kBajibikanitinoi po6otu 12 aud. 3aiik
CK2.10. | 3axucT MaricTepchKkoi poboTu 3
Bcoozo 3a yuxn 57
Bcwvozo 3a zpyny komnonenmie 60

BuOipkoBi KOMIIOHEHTH O0CBiTHLO-Npodeciiinoi nporpamu

BubipkoBi 6,10kH KOMIIOHEHTIB

1. Hukn 3azanenoi niozomoexku

Bcbozo:

3

2. Huxn npopeciiinoi niocomosxu

Bubipkosi komnonenmu 610Ky 0401: Aominicmpyeanns cucmem Kibepbesnexu

BE0401.1 | TexHomorii mpoTHIil MIKiIJIMBOMY IPOrPaMHOMY KO o €K3aMeH
BbE0401.2 | Komm’1oTepHi MeToau po3pobieHHs IIPUCTPOIB -+ €K3aMeH
KibepbOesnexu
Bb0401.3 | Cuctemu Ge3neku iHTeNeKTyanbHuX 06’ €KTiB 3 eK3aMeH
Bb0401.4 | Be3neka po3noaiieHHX Mepek i XMapHHUX TEXHONOTIH 5 eK3aMeH
Bb0401.5 | Komm’rotepHi MeTou po3pobiieHHs NPUCTPOiB 3 . 3amik
kibepbesneku KII
Bb0401.6 | Cuctemn bGe3nexu inTenekTyanbuux 06’ ektis KI1 3 Iud. 3amiK
Bubipkosi komnonenmu onoxy 0402: Aominicmpamugnuii menedscmenm y cihepi
Kibepbe3nexu
Bb0402.1 | MixkHapo/iHi MPaKTHKH 3 JIOCJi/PKEHHS Bpa3IuBoCTell 4 eK3aMeH
Web-nonatkis
Bb0402.2 | MonemoBaHHs Ta oliHKa e(heKTHBHOCTI 3ac06iB 3aXUCTY g eK3aMeH
iHopMmairii
Bb0402.3 | ITpoekTyBaHHs cuctem Ge3neku 06’ €KTiB KPUTHIHOT + eK3aMeH
iHPACTPYKTYpPH Ta JAep>KaBHOI TAEMHHMITI
Bb0402.4 | Indopmariiine 3a0e3neuenns ynpaBniHCEKOT JisITBHOCTI 4 Jiid. 3aiik
Bb0402.5 | IpoektyBanHs cucteM Ge3neku 06’ €KTiB KpUTHIHOT 3 mud. 3anik
iHQpacTpyKTypH Ta aepxasHoi Taemuuni  KI1
Bb0402.6 | MixxHapoJHi PaKTHKHM 3 HOCIIDKEHHS BPaziMBOCTei 3 aud. 3aiik
Web-gonatkis KI1
Bcoozo: 22
BubipkoBi KOMIOHEHTH iHIIHX OCBITHLO-NpodeciliHuX NporpamMu
Bceovozo: 5
Bcewozo 3a eubiproei komnonenmu: 30
Bcoozo 30 oceimubo-npogheciiiny npozpamy: 90
4. ®opmu atectauii 3100yBauiB BHIOY OCBiTH
®opmu aTecrtaliii Artectauis  3zilicHroeTecs  y  dopmi  myOmiuHOrO  3axMcTy
3100yBadiB BUIIOT | KBasidikamiiinoi po6oTu.
OCBITH
Bumoru no Keaniikauifina pobGora Mae po3B’s3yBaTd CKIajHy 3ajauy
kBanidikarifinol indopmaniiinoi 6e3nexu Ta/abo kibepbesnexku i nependadaT NPOBEAECHHS
poboTu/npoexTy JOCIHiJKeHb Ta/ab0 31iliCHEHHs iHHOBALIA.
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Kpanigikauifina po6ora He MOBUHHA MICTUTH aKaJeMiuHOIO ILIariarty,
(abpuxkaiiii, panscudikarii.

Kganigikaniiina pobora Mae 6yTn posmiieHa y penosurapii pinii PCO
kadenpu 3axucty iHdopmanii. OnpuiroaHeHHs KpanidikamiiHux pobitT 3
OOMEKEHHM JOCTYIIOM 3/1iCHIOETHCS BiATIOBITHO JI0 BUMOT 3aKOHO/IABCTBA.

S. MaTpuus BiiNoOBiAHOCTI NPOrpaMHUX KOMIETEHTHOCTEIH

HaB4YaJIbHHM KOMMNOHECHTaAM

CK1.1.

CK2.1.

CK2.2.

CK2.3.

CK2
K2.5
K2.6

CK2.7.
K2

CK2

CK2.10
BB0401.1.
BB0401.2
BB0401.3
BB0401.4
BB0401.5
BB0401.6
BB0402.1
BB0402.2
BB50402.3
BB0402.4
BB0402.5
BB0402.6

IHT

K31

K32

K33

K34

K35

Kd1

Kd2

K® 3

Ko 4

K® 5

K® o6

K® 7

Ko 8

K®9

K® 10

DKC1

DKC2

@C3

[tI)I{C4

[tmccs

|tIJRC6

oKC7]

DKCS8




6. MaTpHusi BIANOBiAHOCTI NPOrpaMHHUX Pe3yJibTATIB HABYAHHS
HABYAJIbHHUM KOMIIOHEHTaM

CK1.1.

CK2.1.

CK2.2.

CK23.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

BBE0401.1.

BB0401.2

BB0401.3

BE0401.4

BB0401.5

BB0401.6

BE0402.1

BB50402.2

BB0402.3

BB0402.4

BB0402.5

BB0402.6

PH1

PH2

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PH10

PHI11

PH12

PH13

PH14

PH15

PH16

PH17

PHI18

PH19

PH20

PH21

PH22

PH23

PH24

PH25
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JIoriyHO-CTPYKTYpHA cXxeMa OCBiTHbO-IIpodeciiiHol nporpaMu
“AaminicTpyBaHHs cHcTeM KibepOesnexu” maricrpa

3i cneuiaabHocTi FS “Kibepbesnexa Ta 3axuct indgopmanii”
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3MIHH 1O CTPYKTYPHU TA 3MICTY
ocBiTHbO-NIpodeciiinoi nporpamu
«AMiHICTpyBaHHS cHCTeM KiGepOesnexm»
Apyroro (MaricTepchbKoro) piBHsi BHINOT OCBIiTH

3a cneniaabhicTIo F5 KiGepOesneka ta 3axuct ingopmanii

ocBiTHRO-nIpodeciliHol | momatkis (4 KpeauTn);

(naykoBOI) TIporpamu 2. Bb0402.2 MopentoBaHHs Ta OLiHKA

e(heKTHBHOCTI 3aco0iB 3aXHCTY
iHdopmartii (4 kpenuTh);
3. Bb0402.3 TIlpoekTyBaHHA CHCTEM
be3nexn 00’ ekTiB KPUTHYHOL
iHpacTpykTypH Ta JiepkaBHOT
TaeMHHUL] (4 KpeauTH);

4. Bb0402.4 Indopmariiiine
3abe3neueHHs yHpaBIiHCHKOT
TisIbHOCTI (4 KpeauTn);

5. BbB0402.5 TlpoekrtyBaHHS cHCTEM
Gesnexu 00’eKTiB KPUTHYHOT
IHpacTpyKTypH Ta JepyKaBHOT
taeMuuui KIT (3 kpemurn);

6. Bb0402.6 MixHapoaHi mpakTHKH 3
NOCHiKeHHsT  Bpasznusocreir  Web-
nonatkiB KIT (3 kpenutn);

IIpeamer 3min 3minn
Byno Crano
Marpwuui IIpuBeneHO y BiAMOBIAHICTD 10 3MiH
BignoeiganeHocTi 3K,
CK, ITPH Ta OK
[Nepenik KOMNOHEHT 1. Bb0402.1 Mixnaponui npakruku 3 | 1. BB0402.1 Illryunuii idtenexr y
OCBITHBOT CKJIQIOBOT mocnmimieHHs — BpasnuBocTel  Web- | Gesmeui  GesgporoBux  mepex (4

KpeHTH);

2. Bb0402.2 ETiunuii XakiHr MOGLIEHHX
3aCTOCYHKIB (4 KpeauTH);

3. Bb0402.3 udpora kpuMiHaiicTHKA

(4 xpenuTH);
4. Bb0402.4 Interpauis OGesneku y
KHTTEBHH LHKJT MPOrpaMHOTro

3abe3nevueHHs (4 KpeauTH).

5. Bb0402.5 ItyyHuii iHTENEKT Y
Gesmeni GesnporoBux mepesk KIT (3
KpeIUTH);

6. B60402.6 udposa kpumiHamicTuka
KII (3 kpenutn);

Ha3pu BubipkoBux 6mokie | 1. 0401 ApnMinicTpyBaHHs cHCTEMH
Kibepbesneku;

2 0402 AnmiHicTpaTHBHHIT
MeHEeLKMENT y cepi kibepbesnexn

1, 0401 Texnonorii 3aXHCTY
pO3NOAINEHUX  Ta  IHTENEKTyallbHHX
cHCTEM;

2. 0402 InTenektyaneHi TeXHOJOrIi Ta
MIPAaKTHKH Kibep3axucTty

Marpuus BignoBigHoCTI 3pobneHo yrouHeHHs B «Marpuui
IpOrpaMHHX BiIMOBiZIHOCTI MPOrpamMHUX
KOMIETEHTHOCTEH KOMIIETEHTHOCTEH HaBYaIbHUM
OCBITHIM KOMIIOHEHTaM KOMITOHeHTaM (Tabn. 5, noparok 1 1o

LHX 3MiH)
Marpuus 3abe3neyeHHs 3pobneHo yTouHeHHs B « Marpuuti
MIPOTrPaMHUX Pe3y/bTaTiB Bi/INOB1JHOCTI MPOrpaMHMX
HABYAHHS BIANOBIAHUMH pe3y/bTaTiB HaBYaHHS HaBaJIbHHUM
KOMIIOHEHTaMHM OCBITHBOI | KOMMOHEeHTaM» (Tabi. 6, nomatok 2 1o
cxianosoi OTIT/OHIT LIHX 3MiH)
CTpyKTypHO-JIOTiYHA VTOUHEHO JIOTIYHO-CTPYKTYPHY CXEMY,
cxema Bi/IIIOBiIHO 0 BHECEHHX 3MiH

(noparok 3 1o 1MX 3MiH)

Hara 10.12.2025
I"apanTt OITIT
«ANMiHICTpYBaHHA cHCTEM Kibepbesnexu

3i cneniasbHOCTi «F5 Kibepbesneka

Ta 3aXHCT iHpopMaLIii» nionuc Isan OITIPCHKHI
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BCTAHOBJICHO1 cTparerii i momiTukH iHpopMariitHoi 6e3nexu Ta/ado
kibepOe3neku opranizaitii.

K®9: 3parmicts aHamiyBaTH, po3poOJIATH 1 CYIpPOBOIKYBAaTH
CHCTEMY ayJHMTy T4 MOHITOPHHTY €(hEKTHBHOCTI (yHKI[IOHYBaHHS
iH(pOpMaNiHAX CHCTEM i TEXHOJIOTiH, Oi3Hec/onepaniifHuX mpoIecis
B raiy3i indopmaniiinoi 6e3nexu Ta/abo kibepOesneku oprauizaiii B
LTOMY.

K®10. 3parHicTh NpoBaJUTH HAYKOBO-NEAArOTiYHY JisSUIBHICTB,
IJIaHYBaTH HaBYaHHS, KOHTPOJIIOBATH 1 CYHIPOBOKYBAaTH PobOTY 3
MEPCOHAJIOM, a TAaKOX NpuiiMaTh e(QEeKTHBHI pIlICHHS 3 TNHTaHb
iHdopMariinoi 6e3nexn Ta/abo Kibepbesneku.

PDaxoBi KOMIETEHTHOCTI
npodecifinoro
cupsamyBanus (PKC)

0401: Texwnonocii 3axucmy po3nodineHux ma iHmMeAeKmMyanTbHUX
cucmem

OKC 1. 3patHicTh  BHKOPHCTOBYBATH  aIMiHiCTPaTHBHO-
oprasi3aiiiHi, ynpaBIiHCEKI, TEXHIYHI Ta IPABOBI METOJTH, 3aCO0H i
3axoju i3 MoOyI0BH cHCTEM 3abe3redeHHs KibepHeTHYHOT Oe3IeKH.
OKC 2. YMiHHS NPOBOAMTH aTecTalliio (CIUparduch Ha 00K Ta
OOCTEe)KEHHS) PEKUMHHX TEPUTOpiH (30H), MPHUMIIIEHH TOIIO B
yMOBax JOIEpXKaHHS pPEXHUMY CEKpeTHOCTi i3 (iKcyBaHHIM
pEe3yJILTATIB Y BiAMOBITHAX JOKYMEHTaX.

@®KC 3. 3paTHicTh BUKOHYBaTH MOHITOPHHT JaHHUX, KOMIT IOTEPHUX
3JI0BJKHBAHb Ta aHOMAJIiii, IPOBOAUTH KPUMIHANICTHYHY €KCIIEPTH3Y
ciiziB KibepaTtak B KibepHETHYHOMY TIPOCTOPI.

®OKC 4. Yminns 3pilicHioBaTd nporpamyBanHs 0a3zoBux 00’ €KTiB
3axucTy iH(popMallii, KPHITOCHCTEM W KPUIITOIPOTOKOJIIB.

0402: Inmenexmyanbni mexnonozii ma npakmuxu Kibepzaxucmy

OKC 5. 3parHicts [0 TIPOBEICHHS AaHAN3y IHIHICHTIB
iHpopManiiHoi Oe3reKkr, BUKOHAHHS 1X OIIHIOBAHHS, BH3HAYEHHS
NPIOPUTETIB Ta 3/{IICHEHHS X YCYHEHHS YH 3amo0iraHHs.

OKC 6. YwminHs 31iliCHIOBATH OIIHKY BIOIOBITHOCTI CHCTEMH
3axucTy  iHdopMamii  aBTOMATH30BaHOI  CHCTEMH  CBOEMY
IPHU3HAYEHHIO BIATOBIIHO 10 BUMOT JIIOYUX CTAH/IAPTIB.

OKC 7. VYMiHHA 31OidCHIOBATH agMIHICTpPYBaHHA IiJCHCTEM
iH(popmariiiHoi Ge3neku 006'eKkTa, a TAKOX MiZICHCTEM Tepeaadi TaHuX.
OKC 8. VYMiHHS TNpOBOJUTH arecTarfiro 00'€KTiB, NPHMIIIEHB,
TEXHIYHUX 3aco0iB, CHCTEM, NpPOTpaM i aNrOpUTMIiB Ha MPEAMET
BIIMOBITHOCTI  BHMOTram  JepikaBHHX ab0  KOPIOpaTHBHHX
HOPMATHBHHUX JIOKYMEHTIB HIOJI0 3aXHCTY iHdopMartii.

7 — IIporpamHi pe3yJibTATH HABYAHHSI

Pe3yJ'leaTH HaBYaHHA

(PH)

PHI. BibHO cOiyIKyBaTHCH Iep)KaBHOIO Ta iHO3EMHOIO MOBAMH, YCHO
1 THCBMOBO MJIsi TIpeJCTaBJieHHs 1 OOrOBOpPEHHsI pe3yJIbTaTiB
JIOCHi/pKeHb Ta iHHOBamid, 3abe3medeHHs Oi3zHec\onepamiiHuX
IpOLECiB Ta MATaHB IpodeciiiHol TisTEHOCTI B ramy3i indopMariiiHoi
Oe3nexu Ta/abo xibepbesmexw.

PH2. InrerpyBatu ¢yHZaMeHTanbHI Ta CHEHMiATbHI 3HAHHSA IS
pO3B’si3yBaHHS CKJIAIHUX 3a1a4 iHdopmaniiinol Oe3meku Ta/abo
KiOepbesneku y mmpokux abo MyJIbTHIMCIHUIUTIHAPHAX KOHTEKCTaX.
PH3. IlpoBamuTu mociiHuIbKy Ta/ab0 iHHOBAIiiHY MiSUIGHICTE B
cepi indopmaniiinoi 6e3nexu ta/abo kibepOesneku, a Takox B chepi
TEXHIYHOTO Ta KpunrorpadiuxHoro 3axucry indopmartii vy
Kibeprpocropi.

PH4. 3acrocoByBary, iHTEerpyBaTi, po3po0isiTH, BOPOBAKYBATH Ta
yAOCKOHAIIIOBATH cydacHi iHdopmaliiifai TexHoorii, ¢i3u4ni Ta
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MareMariyHi Meromu i mozeni B coepi indopmauilinoi Gesmexu
Ta/abo kibepOe3meKxH.

PHS. Kpatadno ocMucmoBati npobieMu iHpopMaliiHoi Oe3meKu
ta/abo xibepOesmexu, y TOMYy 4YHCJI Ha MDKraay3eBOMy Ta
MDKIMCHHIUTIHADHOMY PiBHI, 30KpeMa Ha OCHOBI PO3yMiHHA HOBHX
pe3yJbTaTiB 1HKEHEpHHX 1 (i3HKO-MAaTeMaTHYHHX HayK, a TaKoX
PO3BUTKY TEXHOJIOTiH CTBOPEHHS Ta BHKOPUCTAHHS CIEiali30BaHOTO
IIpOrpaMHOTO 3a0e3TeyeHHS.

PH6. AnanizysaTs Ta OIiHIOBAaTH 3aXHUINEHICTh CHCTEM, KOMITJIEKCIB
Ta 3aco0iB Kibep3axucTy, TEXHOJIOTIT CTBOPEHHS Ta BUKOPHUCTAHHS
CIIEIiaII30BaHOT0 ITPOTPaMHOTr0 3a0e3NeYeHH .

PH7. OOGrpyuroByBatH  BHKOPUCTAHHs, BIOPOBAKyBaTH Ta
aHali3yBaTH Kpalli CBITOBI CTaHJApTH, IIPAKTHKH 3 METOI0
PO3B’sI3aHHS CKJIAOHHX 3a7ad mpodeciiHol MisTbHOCTI B raiysi
iH(popMariiiHOi Oe3meku Ta/abo KibepOesnekn.

PHS8. Mocnijpkysatu, po3poOuisiti i CyNpoOBOKYBAaTH CUCTEMH Ta
3acobu iH(opmaniiinoi Oesnexku Ta/abo kibepOesnexku Ha 00’ ekTax
iHpopMaLidHOT JISTTBHOCTI Ta KPUTHYHOI IHGPACTPYKTYPH.

PHY. AwmanmizyBatu, po3poONsSTH 1 CYIPOBOJDKYBaTH CHCTEMY
yIOpaBIiHHSA iH(pOpMamiiHOIO Oe3mekoro Ta/abo KkibepOe3mekoro
oprasizaiii Ha 6a3i cTparteril i moniTuku iHbOpManiiHOT Oe3MeKH.
PH10. 3abesneuyBati  OesmepepBHicTh  Oi3Hec/omepariiifiHHX
MPOIIECIB, a TAKOXK BUSBIISITH YPA3JIMBOCTI IH(POPMALIHHUX CHCTEM Ta
pecypciB, aHalli3yBaTH Ta OI[IHIOBATH PHU3HMKH Ui iHopMaIiifHol
6e3neku Ta/abo kibepbe3nexu opraHizariii.

PH11. AmanizyBatu, KOHTPOIIOBAaTH Ta 3abe3medyBaTH c(eKTHBHE
byHKIIORYBaHHS CHCTEMH YITPABIIiHHS JOCTYIIOM 0 iH(pOpMaIiHHIX
pecypciB  BIIIOBITHO IO BCTaHOBJIEHHX CTparerii 1 MOJITHKA
iHdopmariitnoi 6e3nexu Ta/abo kibepOesneku opraHizarii.

PHI12. JTocmimkyBard, po3poOisTd Ta BOPOBA/PKYBATH METOMM i
3axoM mpotuaii  kibepiHIMJAeHTaM, 3JIHCHIOBATH MPOIEIYPH
YIpaBIiHHSA, KOHTPOJIO Ta PO3CHIAYBaHHS, a TAKOXK HaJIaBaTH
peKOMeHaIil 00 NONEPEDKEHHS Ta aHawi3y KiOepiHIHIAEHTIB B
1LJIOMY .

PH13.  JlocmimkyBaTu,  po3poOjsTH,  BOPOBaKYyBaTH  Ta
BUKODHCTOBYBATH  METOOM Ta 3acobm kpumrorpadidHoro Ta
TEXHIYHOro 3axucry iHpopmanii OizHec/omepamiHHUX TpoIEciB, a
TAKOXX aHalTi3yBaTH 1 HaJaBaTH OLIHKY e(eKkTHBHOCTI  iX
BUKODUCTaHHS B iHdopMamiiHUX cHCTeMaX, Ha 00’eKTax
iH(opmaniitHol JisUTEHOCTI Ta KPUTHIHOI iHPPACTPYKTYPH.

PH14. AnanizyBaTh, po3po6JisTH i CYyTIPOBO/DKYBATH CHCTEMY Ay IHTY
Ta MOHITOPHUHTY e(eKTHBHOCTI (YHKI[iOHYBaHHs iH(OpMaItiifHux
CHCTEM 1 TEXHONOriH, Oi3Hec\omepaliifHux mnpoueciB y cdepi
iHopmarmiitHol Ta\abo kibepOe3neku B IIOMY .

PH15. 3po3ymino i HenBO3HAUYHO MOHOCHTH BJIAaCHI BHCHOBKH 3
npobneM indopmaniiinoi Oe3neku Ta/abo kibepOesmexu, a TaKOK
3HAHHA Ta IOSICHEHHS, IMO I1X OOIPYHTOBYIOTH N0 IIEPCOHANY,
IIAPTHEPIB Ta IHIIHX OCi0.

PHI16. Ilpuiimaru oOrpyHTOBaHI pillleHHS 3 OpraHi3allifHO-TEXHIYHUX
nuraHb iHpopMmaiiiHoi Ge3nekn Ta/abo KibepOe3neku y CKIagHHuX i
HerepenbayyBaHUX yMOBax, y TOMY UHCII i3 3aCTOCYBaHHSM
CyJacHMX MeTOiB Ta 3aco0iB oONTHMi3allii, NPOrHO3YBaHHS Ta
IPHHHSATTS PillIeHb.
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PH17. Maru HaBHYKH aBTOHOMHOI'O 1 CaMOCTIHHOIO HABYaHHS Y
chepi indopmaniitHoi Oesznmekm Ta/abo kibepOezmekw i JOTHYHHX
rajy3eil 3HaHb, aHATI3YBATH BJIACHI OCBITHI NOTpeOH Ta 00’ €KTHBHO
OLIHIOBATH Pe3yJIbTATH HABYAHHS.

PHI18. IInanyBaTH HaBYaHHA, a TaKOX CYNpPOBO/KYBaTH Ta
KOHTpPOJIFOBaTd po0OTy 3 MEpPCOHANIOM y HanpsaMy iHdopManiiHol
Oesneku Ta/abo KibepOe3meKH.

PH19. OG6uparu, asanizyBatd 1 po3poOJsTH NPWAATHI THIIOBI
aHATITH4HI, pPO3paxyHKOBI Ta  €KCIEPHMEHTAIbHI  METOMH
Kibep3axucry, po3poOJIsiTH, peali3oByBaTH Ta CYIPOBOKYBaTH
npoekTd 3 3axucry iHdopmanii y kibepmpocropi, IHHOBAIIMHOL
JUSUTBHOCTI Ta 3aXHCTY IHTEIEKTYTBHOI BIACHOCTI.

PH20. CraBuT Ta BHpIIIyBaTH CKJIAJIHI iH)KEHEPHO-IPHKJIAMHI Ta
HayKoBi 3amaui iHdopmamiiiHoi Oe3nmeku Ta/abo kibepOesmeku 3
ypaxyBaHHSM BUMOT BiTYH3HSHUX Ta CBITOBHX CTAHIAPTIB Ta KPAIITHX
MPAKTHK.

PH21. BuxopHCTOBYBaTM METOJM HATYypHOro, (Gi3u4HOro i
KOMIT'IOTEPHOTO MOJIEIIOBAHHS JUISL JIOCHIJIDKEHHSI TPOIECIB, sKi
CTOCYIOThCS iH(opMaltiiiHoi Oe3nexu Ta/abo kibepOesnexu.

PH22. IlnanyBaTH Ta BUKOHYBAaTH €KCICPUMEHTAIILHI 1 TEOPETHUHI
JIOCTIDKCHHSI, BUCYBATH 1 EPEBIPATH TiNoTe3u, o0UpaTH Juist [OTO
OpHUIATHI METOJU Ta 1HCTPYMEHTH, 3JIHCHIOBATH CTATHCTHYHY
00poOKy maHuX, OI[IHIOBATH JOCTOBIPHICTE Pe3yJIbTATIB JOCIi/KEHb,
apryMeHTYBaTH BHCHOBKH.

PH23. OGrpynroByBat BHOIp mporpaMHoro 3a0e3nedeHHs,
yCTaTKyBaHHS Ta IHCTPYMEHTIB, 1H)KEHEPHUX TEXHOJIOTIH 1 MpoIIeciB,
a Takox OOMEXeHb MO0 HUX B raiy3i iHdopmMariitHoi Oe3nexu
Ta/abo KibepOesneky Ha OCHOBI Cy4YacHHMX 3HAHb Y CYMDKHHX Tally3sx,
HAYKOBOI, TEXHIYHOI Ta JOBIIKOBOI JIITEPATYPH Ta IHMIO! TOCTYITHOL
iHdopmarrii.

0401: Texnonozii 3axucmy po3nodinteHux ma iHMeNeKmMyaaIbHUX
cucmem

PH24. 3pifichioBatn BuOip 3aco0iB 3axucty iHdopmartii ams
CKJIaNOBHX iH(pOpMaNiHHO-KOMYHIKAiHHUX CHCTEM: OIIeparliifHi
CHCTEMH, aKTHBHE MepexHe o0JaJIHaHHsd, CHCTEMH MOOUIEHHX
IPOrPaAMHHUX KOMIIOHEHTIB TOIIIO.

0402: Inmenexmyanoni mexnonozii ma npaKmuku Kioepzaxucniy
PH25. VYMiHHA BHKOHYBaTH aHajii3 1 BHOIp JMCHMIUIHH
obciyroByBaHHs 3asBOK Juisi Komm'orepHux cucrem (KC) 3
BpaxXyBaHHSAM PEXHUMIB POOOTH, BUMOT CTOCOBHO OOCIyrOBYBaHHS
3as1BOK, IHTEHCHBHOCTI IIOTOKIB 3asiBOK, TUCIIEPCii 4acy OYiKyBaHHsL.

8 — PecypcHe 3a0e3nmeueHns peajizamii nporpamMu

Crenudiuni [Tonax 90% HaykoBO-menaroriyHUX MpPalliBHHEKIB. 3aMiSHAX [0
XapaKTepPHCTHKH BUKJIaJiaHHs IpodeciiHO-0pieHTOBAHMX JUCIUILIIH 31 CIICIiATBHOCTI
KaJpoBOro F5 «Kibepbe3neka ta 3axucT indopmarii» MaloTh HAyKOBi CTyIIeHi Ta
3abe3neyeHHn BYEHI 3BaHH{, 3 IIPAKTUYHUM JIOCBiIoM pobotu > 20 %.

Coenndiuni 3aco0u, NpHCTPOi, MEpEXHE YCTATKyBaHHSI Ta CEPEIOBHIIE,
XapaAKTEePUHCTHKH OpUKIIAJHE Ta  CHeliali3oBaHe  MmporpaMHe  3a0e3IeucHHS,
MaTepiajabHO- aBTOMAaTH30BaHI  CHCTEMH Ta  KOMIUIEKCH  TIPOEKTYBaHHSI,
TeXHITHOI0 MOJIC/IIOBaHHS, €KCIUIyartanii, KOHTPOJIIO, MOHITOPHHTY, 0OpOOKH,
3a0e3ne4eHHs BiZIOOpaKEHHS Ta 3aXUCTY JaHHX (iHGOpPMAIiHAX MOTOKIB), a TAKOMK

METOM 1 MOJeNi Teopil pU3WKIB Ta yIpaBIiHHS iHPOPMAIIHHAMEI
pecypcaMi  IIpH  JIOCJIJDKEHHI i cympoBojpkeHHi 00 ekTiB
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iHdopMariitHol HisuTbHOCTI y Tamy3i iHdopmariitHol 6e3nexu Ta/abo
KibepOe3neKu.

Bukopucranss cydacHoro o0JajHaHHA IPOBIAHMX KOMIIAHiH y
raiysi iH(opManiiHuX TexHONOTi# Ta iH(popMamiifHoi Oe3mexH,
3okpema Xilinx, Altera, a TakoX cTaHIAPTH30BAaHUX BITYH3HAHHX
amapaTHO-NIPOrpaMHUX  3aco0iB  3axucTy  iHGoOpMamii, IEeHTp
ceprudikanii Kovi, BHpoOHHITBA «IHCTHUTYTY iH(oOpMamiiinux
TexHonorii» (M.XapkiB), a TaKkoXX BHKOPHCTAHHS CydYacHHX
OpUKJIAJHUX TporpaM s e(QEeKTHBHOTO BHpINIEHHS 3a1a4 3

Cnenmdgivni xapakre-
pHCTHKH iHpopManiiino-
METOHHOI0
3a0e3mevueHHs

Bukopucranus BipTYyaJIbHOTO HABYAIBLHOTO CepeIOBHIIA
Hanionaneaoro yHniBepcutery «JIbBiBCchbKa IONiTEXHIKa» Ta
aBTOPCHKUX PO3pOOOK HAYKOBO-NEAATOTIYHUX TIPALliBHUKIB.

9 — AxaneMmiuna MoOLIBHICTE

HauionansHa kpeauTHa
MOOLILHICTH

mbk  HamonansauM
Ta YHIBEpCHTETAMH

Ha ocHOBi JBOCTOpOHHIX JIOTOBOPIB
yHiBepcHTeTOM «JIBBIBCBKAa IOJIITEXHIKa»
Ykpainu.

MixxkHapoaHa KpeiuTHA
MOOLILHICTH

Ha ocnoBi jBocroponHix JjoroopiB Mk Hamionamsaum
yHiBepcuTeToM «JIBBiBCBKA TOJIITEXHIKA» Ta HaBYaJIbHAMHU
3aKjaZiaM¥ KpaiH-lapTHeEpPiB

Hasuanns inozeMHHX
3100yBagiB BHI(OT
OCBiTH

MosknuBe, miciIs BUBYEHHS Kypcy YKpalHChKOI MOBH.

jar

2. Po3mnoain 3micry
OCBITHLO-TIpodeciliHol nporpamu
yNaMH KOMIIOHEHTIB Ta IHKJIAMH HiATOTOBKH

OOcsar HaBUATPHOTO HABAHTAXKEHHS 3/100yBava BHINOI OCBITH
(kpemutie / %)
O60B’s13K0B1 Bubipkori
Iuxs miaroToBKH KOMIIOHEHTH KOMITOHEHTH Bcroro
OCBITHEO- OCBITHBO- 3a BECh TEPMiH
npodeciiHol npodeciiuoi HaBYaHHS
nporpaMu porpamMu
1 2 3 4 5
e R 33,5 33,5 6/7
HiJITOTOBKH
2. | Tan mpotecifinof 57/63 27/30 84/93
HiITOTOBKH
RICEDIND SaHeas IR 60/66,5 30/33,5 90/100
HaBYaHHS
3. IlepeJik KOMIIOHEHT OCBITHBO-NIpogeciiiHol mporpamu
Ko K.OMHOHGHT.H OCBiTHBO'l" MporpamMmu Kinmdc:rr) (;)opMa
i (HaByaIBHI AUCIHIIHH, KYPCOBI IPOEKTH (pobotn), KpEIUTIB H1JICYMK.
IIPaKTHKY, KBanidikaniiina poboTa) KOHTPOJIO
000B’A3K0BI KOMIIOHEHTH CIeLiaJILHOCTI
1. Luxn 3a2anbHoi nio2omoexu
CK1.1. | Imosemna moBa npodeciiinoro CIOPSIMYBaHHSI 4 qud. 3aiik
Bcbozo 3a yuxn: 3
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2. Huxn npocheciiinoi niozomosku

CK2.1 | IarepHeT peueii Ta ioro Oesneka 4 €K3aMeH
CK2.2. | KoMIuleKCHi CHCTEMHU CaHKIIIOHOBAHOTO OCTYITY 4 EK3aMEH
CK2.3. | Komm’roTepHi MeTOaM aHATI3Y Ta IPOEKTYBAHHS 4 eK3aMeH
€JIEKTPOHHHUX 3ac00iB
CK2.4. | IT aynur xibepOe3nexu 5 qud. 3aiik
CK2.5. | Inrenexryanbuuii aHaI3 JaHHAX 4 mud. 3aiK
CK2.6. | KommuekcHi cucteMu cankiioHoBaroro goctyiy (KIT) 3 . 3aimik
CK2.7. | Komn’roTepHi METOIM aHATII3Y Ta MIPOSKTYBAHHS 3 mad. 3amik
enekTpoHHUX 3aco0iB KIT
CK2.8. | IIpakTuka 3a TeMOIO MaricTepchkoi kBamidikamiinol 15 THQ. 3K
pobotu
CK2.9. | Buxonanus mMarictepchbkoi KBari(hikaniiHoi poboTu 12 qd. 3aiik
CK2.10. | 3axuct maricrepcbkoi pobotu 3
Bcvozo 3a yuxn 57
Bcbozo 3a zpyny komnonenmie 60

BuoipkoBi KoMIOHeHTH OCBiTHBLO-TIpodeciiinol mporpaMu

BubipkoBi 6,10kH KOMIIOHEHTIB

1. Huxn 3azanvnoi niozomosxu

Bewvozo: 3 |
2. Hukn npogeciiinoi niozomoexu
Buébiprosi komnonenmu 6noky 0401: Texunonozii 3axucmy poznodinenux ma
iHmMeNneKmyanbHUxX CUCmem

Bb0401.1 | TexHomuorii mpOTHIIT IMKiJIHBOMY IPOTPAMHOMY KOJY 4 eK3aMeH
Bb0401.2 | Komm’totepai MeToau po3po0IieHHs IIPUCTPOIB 4 eK3aMeH

Kibepbesnexn
Bb0401.3 | Cuctemu Ge3nexu iHTEIEKTyaTbHHX 00’ €KTIB 3 eK3aMeH
Bb50401.4 | be3neka po3moJiiiecHHX MEPEeXK i XMApHUX TEXHOJIOTIi 5 €K3aMeH
Bb0401.5 | Komn’rotepHi MeToi1 po3po0JieHH s IIPUCTPOIB 3 mad. 3aiik

kibepbesmexu KI1
BE0401.6 | Cucremu 6e3neku inTenextyanbuux 06’ extie KIT 3 . 3arik

Bubiprogi komnonenmu 610Ky 0402: InmenexmyanoHi mexnonozii ma npaxmuxu
Kibep3axucmy

B50402.1 | Hltyuynuit inTenext y 6e3neni 0e30pOTOBHX MEPEK 4 eK3aMeH
B50402.2 | ETnunuii XakiHr MOOUIBHHX 3aCTOCYHKIB 4 eK3aMeH
Bb0402.3 | IludpoBa kpumiHamicTHKa 4 eK3aMeH
B50402.4 | Interpamnis Ge3neku y >KUTTEBHH IUKII IPOTPAMHOTO 4 . 3amik

3abe3neyeHHs
Bb0402.5 | llTy4nuii inTenekT y 6e3neni 6e3aporoBux mepesx KII 3 aud. 3amiK
Bb0402.6 | Lludposa kpuminanicruka KI1 3 . 3aiik
Bebozo: 22

BubipkoBi KoMnoHeHTH IHIINX 0CBITHLO-NIPOdeciiiHuX nporpamMmu

Bcvozo: 5
Bcwozo 3a eubiprosi komnonenmu: 30
Bcwvozo 30 oceimuvo-npodpeciiiny npozpamy: 2
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4. ®opmu aTectanii 3100yBa4iB BHIIOI OCBIiTH

@opmu arecranii Arecranis  3pilicHoeTecs Yy (dopMmi  NyOmiYHOTO - 3aXHCTY
3100yBayiB BUIOI | KBamidikamiiHoi poboTH.
OCBITH
Bumoru 1o Kpanigikamiiina pobota Mae po3B’SI3yBaTH CKJIAOHY 3a/1aqy
kBasidikamifHol iH(popmMariitHol Oe3neku Ta/abo kibepOesnekn i mependavyaTH MPOBENCHHA
poboTH/IpoeKTy JOCTIDKEHb Ta/abo 3/1iHCHEHHS iIHHOBAIIiMH,
Kpamidikamniiina poboTa He MOBHHHA MICTHTH aKaJIeMi4HOIO ILariary,
dbabpuxkariii, paiscudikarii.
Kpanidikanifina podora mae OyTu po3minieHa y penosurapii ¢pinii PCO
kadenpu 3axucry indopmarii. OnpuiogHeHHs KBamidikaniiaux podbit 3
0OMEXEHUM JIOCTYIIOM 3IIHCHIOETHCS BIJIMOBIHO 10 BUMOT 3aKOHO/IaBCTBA.
5. MaTpuus BiAnoBiIHOCTI MPOrpaMHHX KOMIETEHTHOCTEH
HABYAJbHHM KOMIIOHEHTAM
i
- . sldlalalzlelelzlalalzlaly
Sld|ldlsld|dlS|dlS|d|15|8|5|8|8|8|8|5|8|8/8|8|8
5|5|E|8|5\8|8|8|E|8|8|2|2|2|2|2|2|2|2|2(2|2|z2
ClR|a|la|e|m|a|le|a|la|a|a|a
IHT . . . - . . . o
K31 . . . . . . . ° . . ° .
K32 L] . ® .
K33 . ° ® ° . ° .
K34 L] ° . ] . ]
K35 . . . . . .
K(bl L] . L] L] L] L] . L]
Kd?2 . . . . . . .
Kbd3 . . . . . . . . . . . . . .
KD 4 . . .
Kms . L] L] - L]
K® 6 . R 3
K® 7 * L ° ° L] . .
K® 8 .
K® 9 - |- .
K® 10 « i w | wm] .
®KC1 . .
mKCz L] L L L ] L]
®KC3 . .
dKC4 . . . °
®KC5 . . . |-
DKC6 . :
DKCT .
DKCS .




6. MaTpuus BiANOBIAHOCTI NPOrpamMHHX pe3yabTaTiB HABYAHHSHA
HABYAJbHHM KOMIIOHEHTaM

CK1.1.

CK2.1.

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

BB0401.1.

BB0401.2

BB0401.3

BE0401.4

BE0401.5

BBE0401.6

BE0402.1

BE0402.2

BE0402.3

BB0402.4

BE0402.5

BE0402.6

PH1

PH2

PH3

PH4

PHS

PH6

PH7

PHS

PHY

PH10

PHI1

PHI12

PH13

PH14

PH15

PH16

PH17

PH18

PH19

PH20

PH21

PH22

PH23

PH24

PH25




15

JIoriuHo-cTPYKTYypHa cxeMa OCBITHbO-pogeciiiHol mporpamMmu
“AnminicTpyBaHHS cHCTeM KibepOe3nekn” marierpa

3i cnenianbHocti F5S “KibepOe3nexa Ta 3axuct indopmanii”
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