MIHICTEPCTBO OCBITH I HAYKH YKPAITHU
HAIIIOHAJIBHUH YHIBEPCUTET
«JIBBIBCBKA MMOJITEXHIKA»

“—— /TOpiit BOBAJIO/
03 2025 p.

OCBITHbO - [IPO®ECIHA ITIPOTPAMA
“CuHcTeMH TeXHIYHOTO 3axucTy iHdopmauii, aBToMaTH3aUis il 06po6Ku”
APYroro (MarictepcbKoro) piBHsi BULIOT OCBiTH
3a cneniajibHicTio FS KiGep6e3neka Ta 3axuct ingopmauii

rajysi sHaub F Indopmauiiini rexnosorii

PosrisyTo Ta 3arBeppKeHo

Ha 3acifjanHi Buenoi pagu
VYHiBepcurery

Bl «A5» A 2025p.
nporokon Ne 10

JIsBiB 2025 p.




JIUCT NMOT'OKEHHSA
OCBiTHLO-podeciiinol nporpamMu

PiBens BuIoi OCBiTH Jpyruii (Maricrepcbkuii)

I'AJIY3b 3HAHb F Indopmariiini Texuomorii

CIIELTAJIBHICTb F5 Kibepbesneka Ta 3axucr indopmartii

Kpaniikauis Marictp 3 kibepOesneku Ta 3axucTy inpopmarii

PO3POBJIEHO I CXBAJIEHO NOroaAKEHO

HayxoBo-MeTouyHO0 KOoMiciero IIpopexTop 3 HayKOBO-TIEIarOriyHo1

cnenjanbHocTi F5 KibepOesneka ta poboru HanionansHoro ynisepcurery

3axucT iHpopmanii «JIpBiBCHKA MOJITEXHIKAY

IIpotokon Ne 1 é

BiJ «12» motoro 2025 p. Ouner JABUJTHAK
« £2» & 2025 p.

Fonoswneuiaﬂbmcﬁ
-~ Banepiit Y JMKEBHUY

Hauansnux HasuyajibHO-METOIMYHOTO

BiAJTy YHIBEpCHTETY
ﬁ—; Bacuns TOM’IOK

PEKOMEHIOBAHO XVa S’y P
HayxoBo-MeToiuuHO0 panoro Hupexrop IKTA
YHiBEpCHTETY —
Tporokon Ne 5 ) = M/mpiﬁ KOCTIB
Bin « oD » DL 2025 p. Z—

«21»mororo 2025 p.

I"'onoBa HMP yHiBepcurety

N Awuaroniii SAIOPOJTHIN




MMEPEJIMOBA

Pospobsieno BignosigHo a0 CrangapTy BMIIOI OCBITM YKpaiHH JApyroro
(MaricTepcbkoro) piBHS, ranysb 3HaHb F — [udopmauiiini rexnosnorii, crenianbHicTs —
F5 KibepOesneka Ta 3axuct iHdopmatlii, 3aTBEP/HKEHOTO T BBEAEHOIO B 110 HAKA30M
MinicrepcTa ocBiTH Ta Hayku Ykpainu Big 18.03.2021p. Ne332.

P03p0o0eH0 NMPOEKTHOIO IPYIO HAYKOBO-METOAWYHOT KOMiCii crenianbHOCTI
F5 «Kibepbesnexa ta 3axuct indopmaniin Harionansnoro ynisepcutety “JIbBiBChKa
NONITEeXHIKa” y CKIai:

Xoma B.B. — I.T.H., Ipo¢. kad. 3] — rapant ocBiTHRO-TIpOdECiHHOT
nporpaMmu

Omnipcekuii 1.P. — I.T.H., npod., 3aBigyBay kadenpu 3l

XKypasens .M. — J.T.H., 1po@., 3aBinyrau kadenpu BIT

Hynukesuy B.b. — JI.T.H., npod. kad. 31

lNapacumuyk O.1. — K.T.H., Io1eHT Kadenpu 31

Scincbkuii ALA. — aupekrop Alarm Security

J3io6a H.I. — naupekrop m.1. Iron Sec

Kynpsmos A.B. — MPOBiAHU#H iHXeHep 3axiIHOro perioHaaIbLHOro-
HABYAJIbHO-HAYKOBOI'O LEHTPY 3axHUCTy iHQopmaLii

Mypak T.€. — ctyaent KBCT-11

I"apanT ocBiTHBO-IPOGECiiiHOI porpamu &ﬂé /Bonogumup XOMA/

Ilpoext ocBiTHBO-TIpOdeECiiinoi mporpamMu 06roBOpeHMii Ta cxBaleHHit Ha
3aciganHi BueHoi pajau HaBYaNbHO-HAYKOBOTO IHCTUTYTY KOMIT FOTEPHUX TEXHOJIOTIH,
ABTOMATHUKH Ta METPOJIOTiT

ITporoxon Ne7 Bix «21» motoro 2025 p.

I"'onoBa Buenoi panu IKTA IO0piit KOCTIB

(npiseuine, initianm)

(minnuc)

3aTBEepKEHO Ta HAJIAHO YUHHOCTI

Haxkasom pexropa HarionaneHoro yHiBepcurery «JIbBiBCbKa MOJITEXHIKA»

Big « 77 » %, 2025 p. Ne 796—1- 7.

Lls ocitHRO-Tipodeciiina mporpama He Moe OyTH IOBHICTIO ab0 YaCTKOBO
BiITBOpEHA, THUPAKOBaHA Ta pO3MOBCIO/KEHA 6e3 Jjo3Bony HamioHansHoro
yHiBepcuTeTy «JIbBiBChbKa MOIITEXHIKAY.




Ipodinn ocsiTHLO-Npodeciiinoi mporpamu “CucTeMH TEXHIYHOI0 3aXHCTY
indopmauii, aBTomaTH3auin if 06podku” maricrpa 3i cneuianbHocti F5
“KibepOe3neka Ta 3axucT inpopmanii”

1 —3araabna indopmanis

IloBna Ha3Ba 3aknagy
BHILOT OCBIiTH T2

CTPYKTYPHOTO
miaposaiTy

Hanionanbnuii yniBepeurer «/IbBiBecbka nosirexunika», kadepa
3axucTy iH(opMail, [HCTHTYT KOMIT FOTEPHHX TEXHOJIOTiH,
aBTOMAaTHKHU Ta METPOJIOTIT

PiBenn BHIIOT OoCBiTH

Jpyruii (Maricrepchkuii) piBeHb

Ctyninb BHIIOT OCBITH

Marictp

I'ajay3b 3nanb

F Indopmaniiini Texnomnorii

CneniaabHicTn F5 Kibepbesmeka Ta 3axuct iHdopmaiii
Ha3ssa ocBiTHBOI Cucremu TexniuHOro 3aXMCTy iHpopMalii, aBToMaTH3aLis ii 06poOKH
nporpamMsu Information Security Systems and Automation of Information

Processing

InTepuer-aapeca
PO3MillieHHN OCBITHLOT
nporpamMu

https://Ipnu.ua/osvita/pro-osvitni-programy/drugyi-riven-vyshchoi-
osvity

Obmexenns moao Gpopm
HABYAHHS

Jenna, 3a0una (aucranuiiina)

OcgiTns kBagigikanis

Marictp 3 Kibepbesneku Ta 3axucty iHopmarii

Ksanidikauis B
THILIOMI

Cryninp BHIIOT OcBiTH — MaricTp

Cnewanpricts — F5 Kibepbesneka ta 3axuct indopmarii

Ocpiths mporpaMa — CHCTEMH TEXHIYHOrO 3axWcTy iH(pOpMALL],
aBTOMaTH3allist 1l 00poOKu

2 — MeTa ocBiTHBOI MporpaMu

Hanatu TeopeTHuHi 3HaHHS Ta PAKTHYHI YMIiHHA | HABUYKH, JOCTATHI
JUIs  YCHIIIHOTO  BHUKOHAHHA  mpodeciiuux  00oB’fA3KiB  3a
cnemianeHicTio F5  «Kibepbesmeka Ta 3axucr indopmaniin Ta
MiITOTYBaTH CTYHEHTIB U MOJANbIIOrO MpaleBNallTyBaHHs 3a
00paHoIO CENiaNBHICTIO.

Onuc npeamernoi
obaacri

O6’exTH BHBYEHHS:

- CydacHi MpOLECH [OCHiUKEHHS, aHalisy, CTBOPEHHS Ta
3abesneyeHHs  (QyHKUioHyBaHHs  indopMauifiHMX  cucreM i
TEXHOJIOTiH, iHmuX Oi3Hec-onepamiiinux mpoueciB Ha 06 eKkTax
iHpopMaLiiiHoi JisabHOCTI Ta KpUTHYHMX iHPpacTpykTyp chepu
inopmariiiinoi 6e3mnexu ta/abo Kibepbesnexu;

e inopmaniiini  cucremu  (indopmauiiino-komyHiKaniiini,
iH(popmaniiiHO-TeneKoMy HiKaliliHi, ABTOMaTH30BaHi) Ta TEXHOJIOTT,
— iHppacTpykTypa 06’ekTiB iHdopmaniiiHoi JisnbHOCTI Ta
KPUTHYHHX 1HQPACTPYKTYp;

- CHCTEMHM Ta KOMIUIEKCH CTBOPEHHs, oOpoOku, Tiepejaui,
30epiranHs, 3HUIIEHHS, 3aXHCTY Ta BiOOpaXKeHHs  JAHMX
(iHdopmaIliiiHuX MOTOKIB);

s indopmaniini pecypcu pisHEX KinaciB (B T.4. JepikaBHi
iH(opMmariitai pecypcn);

— [porpaMHe Ta MporpaMHO-anapaTHe 3abes3nedeHHs (3acobOu)
Kibep3axmucry;

= CHUCTEMH YMpaBIIiHHS
KibepOe3nekoro;

— TEXHOJIOTI, MEeTroaH, MOozei
6e3neku Ta/abo Kibepbe3neKH.

iHpopmarniiiHolo 6Gesnexow Ta/abo

Ta 3acobu iHpopmaniiiHol




Lini naBuanus:

ITinroroBka ¢axiBLiB, 30aTHUX PO3B’A3yBaTH 3aadi AOCHiIAHULBKOIO
Ta/abo iHHOBaliiiHOrO Xapaktepy y c¢epi iHpopmauiiinoi Ta/abo
Kibepbesmneku.

Teopernunmnii 3micT npeaMmeTHol obacTi

Teopernyni 3acaau HayKOEMHHX TEXHOJIOTIH, (I3UYHI i MaTeMaTHUHi
(yHIaMeHTaIbHi 3HAHH, Teopil ieHTUdIKaIlil Ta NPHHHATTS PillieHb,
CHCTEMHOTO aHalli3y, CKJIaJIHUX CHCTEM, MOJIEIFOBAHHS Ta ONTHMI3aLil
IPOILIECIB, TEOPisi MATEMATHYHOI CTATHCTHKH, KpUNTOrpadgigyHoro ta
TEXHIYHOro 3axucTy iHpopmaiii, Teopii pH3UKIB Ta IHmIKX
MDKIMCIMIUIIHADHUX TeOopil 1 MpakTHK y ramysi iHdopmauiinoi
Hesnexu Ta/abo Kibepbesnexu.

MeToan, METOAMKH Ta TEXHOJIOTIT

Meroau, Mopeni, METOAMKH Ta TEXHOJIOrii CTBOpeHHs, 0OpoOKw,
nepejadi, NpuiiMaHHA, 3HHUIIEHHS, BiNOOpaKeHHs,  3aXUCTY
(xibep3axucty) iHhOpMaNLiHHUX pecypciB y KibeprmpocTopi, a Takox
METOJM Ta MOJENi po3poOKM Ta BHKOPHUCTAHHS TNPHKIAIHOTO |
CIENiani30BaHOrO IPOrpaMHOr0 3abe3rledeHHs [Uisi  BHPIIIEHHS
npodeciiinux 3agau B ramysi indopmarmiiinoi Gesnexm Ta/aGo
Kibepbesnexu.

Texnonorii, MeToau Ta MOIeNi JOCTIIKEHHS, aHAI3Y, YIIPABIiHHS Ta
3a0e3neyeHHs Oi3Hec/omepalifiHUX MpOLECIB i3 3aCTOCYBAaHHAM
CYKYNHOCTI HOpPMATHBHO-IIPABOBHX Ta OpPraHi3aliiHO-TeXHIYHHX
METOJIB i 3ac0o6iB 3axucTy iHpopMauiiiHKX pecypcis y kibepnpocropi.
IncrpyMenTn Ta obiagHAHHA,

3acobu, mTpUCTPOI, MEpEeXXKHE VCTATKYBAHHA Ta CEPENOBHIIE,
OpuKJaZHe Ta  CHeLiali3oBaHe  MporpamHe  3a0e3leueHHs,
aBTOMAaTU30BaHI ~ CHCTEMM  Ta  KOMIUIEKCH  IPOEKTYBaHHI,
MOJEMIOBaHHA, EKCIUTyaTalil, KOHTPOJIO, MOHITOPHHTY, O0OpOOKH,
BimOOpaXKeHHS Ta 3aXHCTy JaHHX (iH(opMauifiHuX MOTOKIB), a TAKOMXK
METOAM | Mozeni Teopii pU3MKIB Ta ynpasiiHHsa iHpOpMauniiHAMK
pecypcaMd  TIpH  JIOCHTI/DKEHHI 1  CymnpoBomkeHHi 06’ eKTiB
iH(opMaltiiiHoi AisuTbHOCTI y Tanys3i iHdopmaliiinoi 6e3nexn Ta/abo
KibepOesnexu.

Axajgemiuni npasa
BHNYCKHHKIB

IIpomoBxeHHs OCBiTH 3a TpeTiM (OCBITHBO-HAYKOBHUM) PiBHEM BHMIIOL
OCBITH.
HabyTrs nogaTkoBux KBaiidikaiiii B CHCTEMI OCBITH JOPOCIHX.

O6car kpeauriB 3a
€Bponeiicskoi0
KPeAMTHO-Tpanc(hepHoIo
CHCTEMORO

Hurnom marictpa, oguHwarui, 90 kpeautis EKTC,

TepMIH HaB4aHHA 1,5 pokn

Jlunnom  marictpa,  OJMHWYHMIA, 90  kpemurie  E€KTC,
Minimym 60% oOcsary ocBiTHBOI Iporpamu Mae OyTH CIPAMOBAaHO Ha
(opMyBaHHS 3araJbHHX Ta crieliaibHuX ((paxoBUX) KOMIETEHTHOCTEH
3a crenianbHicTIo, Bu3Ha4eHuX CTaHjapToM BHIIOI OCBITH.
OcaiTHRO-HayKOBa MporpamMa Maricrpa o00OB’A3KOBO  BKIIIOYAE
JOCJIIIHALBKY (HayKOBY) KOMIIOHEHTY 06¢sirom He MeHie 30%.
Minimym 15 kpenutiB EKTC mae 6yTu npusHayeHo [y IPaKTHKH.
3akuiajl BULIOT OCBITH Mae MPaBO BU3HATH Ta I1€pe3apaxyBaTH KPeaUTH
€KTC, oTpumaHi 3a NONEPeAHBOI OCBITHBOIO TMPOIPAMOIO
HiArOTOBKM MaricTpa (cHeuiaiicTa) 3a IHINOIO CHELaibHICTIO.
Maxkcumanbnmii  ob6ear  kpegutiB €KTC, mo wmoxe Oytu
nepe3apaxoBaHuii, cTaHOBUTE 25% Bij 3aranbHoro obesry OIN.

HasBHicTh akpeauranii

TaK

Huxii/piBenn

HPK VYxpainu — 7 pisens, FQ-EHEA — npyruit nux,
EQF-LLL — 7 piBeHn




Ilepenymonn

HasBHicTh cTynens 0akanaBpa

Mosa(n) BUKJIaAAHHS

YkpaiHcbka MOBa

OcHoBHI NOHATTH Ta iX
BH3HAYECHHHA

Y mporpamMi BAKOPHCTAHO OCHOBHI MOHATTSA Ta iX BU3HAYECHHS
BimoBiiHO 710 3akoHy Ykpainu «IIpo Buiiy ocsiTy»

3 - XapakTepHCTHKA OCBITHBOI HpOrpaMu

Opienranin ocBiTHBOT
nporpamu

OcsitHpo-nipodeciiina mporpaMa 0a3yeThCa Ha 3arajbHOBIIOMHX
NONOXEHHAX Ta pe3yNbTaTaX CyYacHHWX HAYKOBHX JOCIIIKEHH 3
iH(pOpMaliiHAX TEXHOJNOTiH, MeTOIB ynpaBiiHHA iH(OpMaNiiiHOO
Oesnexoro, Oe3nexu iHGOPMAIIMHIUX Ta TeNEKOMYHIKAIIHHUX CHCTEM,
CHCTEM TEXHIYHOrO 3axHcty iH(opmailii, aBromarusaiii 0OpoOKH
inpopmallii, NpaBOBHX 3acaj] 3aXHCTy iH(OPMAaIii, KOMITIOTEPHHX
Mepex, apXiTeKTypH KOMII'FOTEPHHX CHCTEM, TeOpil Ta MPaKTHKH
KpunrorpadiyHoro 3axucty iHdopmaiii, aaMinicTpyBanas Oe3neku
KOMIT'IOTEPHUX CUCTEM Ta MEPEK B PaAMKaX SIKMX MOXJIMBA [10jaJIbIla
npodeciiiHa Ta HAyKOBa Kap’€pa 3a JaHWUMH HAPIMKaMH.

OcuoBuuii ¢pokyc
OCBITHBOI POrpamMu T1a
cneniagizamii

Cremjasibra  ocBita Ta mnpodeciiina maroroBka B  ob6jacTi
Kibepbe3nekn.

Knrouosi cnosa: xibepbesneka, Gesneka iHQOpMaLiiiHUX CHCTEM,
opranizanis iHpopMaitiiinoi 6e3neku, Oe3rnexka KOMI IOTEPHUX MEPEXK,
ynpasiiHHA iHpopManifHOIO 6e3MeKoI0, CHCTEMH TEXHIYHOIO 3aXHCTY
iHpopmanii, 3axuer  iHQopmaiii, aAMIHICTpyBaHHA  CHCTEM
Kibepbes3nexu.

OcobmmBocTi nporpamu

4 — 3aaTHicTh BHNYCKHHKIB

A0 NpaneBJalTYBaHHA Ta NOAAJbIIOr0 HABYAHHSA
IpnaatuicTs 10 Po6oui micig B AepaaBHOMY Ta pUBaTHOMY y cdepi indopmariinux
npaneBJaaNITYBAHHSA TEXHOJIOTi#, KOMI'IOTEPHUX CHCTEM Ta TeJIeKOMYHiKaliii, po3po0ka i

obciayroByBaHHS cHcTeM iHdopMmaniiinoi Oe3nmekw, 30KpeMa:
cremiajgicT Mo 3axucTy iH(opManmii AepxKaBHHX Ta IMPHBATHHX
HiNpUEMCTB, npodecionan i3 opranizamii ingopmariiinoi Ge3neky,
npodecioHan i3 opradizamii 3axucty imdopMamii 3 06MeKEeHHM
pocrtynoMm, mnpodecioHanm 3 peXHMY CeKpeTHOCTI, IHCIEKTOp i3
opramizamii  3axMcTy cekpeTrHoi iHdopmamii, MeHemKep 3
inpopmauiiinoi Gesnexku, mpodecioHan 3 aymauTy Mepex mnepenad
JAHUX, eKCIIepT 3 Oe3MeKH MpOorpaMHOro 3abe3nedeHHs; MpOBiIHUIM
imkenep 3 indopmaniitnoi 6esnekn, npodecionan Biytily KOHTPOIIO
iHpOpMaNiiiHUX PH3UKIB, aJMIHICTPATOP KOMITIOTEPHHX MEPEK,
npodecioHan 3 mATpUMKH iHGOPMALIAHUX CepPBICiB, aHATITHK
Kibepbesnekn.

TMopaasme HaBpYaHng

IIponosyxenns OCBITH 3a TpPeTiM (OCBITHbO-HAYKOBMM) PiBHEM BHILOT
OCBITH.
HaGyrrsa monarkoBux KkBanigikaiiii B CHCTEMi OCBITH JIOPOC/IHX.

5 — Bukiajganag T2 OHiHIOBAHHHA

Buxkinaganus Ta

[Toeananns nexuii, NpaKTHYHUX 3aHATH, KOHCYJIBTAIIIH, CAMOCTIHHOT

HABYAHHA poboTH i3 po3B’s3yBaHHS NpoOJieM; BHKOHAHHA NPOEKTIB,
nabopatopHi poGOTH, KOHCYNbTamii i3 BHKIajadyaMu, IIiJArOTOBKA
Maricrepcbkoi KBasidikauiinol poboTH.

OuinoBanus Ex3amenu, 3aniku, naboparopHi 3BiTH, YCHI mpe3eHTaLii, MOTOYHHH

KOHTPOJIb, 3aXMCT KyPCOBHMX NPOEKTIB (pobiT), 3aXHCT MaricTepchKoi
KBasidikaniiiHoi poboTH.

6 — Ilporpamui KOMNETEHTHOCTI




a

InTerpanbua
komnerentHicrs (IHT)

3maTHICT Oco0OM poO3B’sA3yBaTH 3aiadl JOCHiIHHUIBKOro Ta/abo
iHHOBaliiiHoro xapakrtepy y cdepi indopmariiinoi 6e3nexku Ta/abo
Kibepbesmnexn.

3araaeui
komneTeHTHOCTI (K3)

K31. 3natHicTb 3acTOCOBYBaTH 3HaHHA Y NPAKTHYHHMX CHTYAIIifX.
K32. 3naTHicTh NpOBOIUTH JOCIIHKECHHS Ha BiIOBIIHOMY PiBHI.
K33. 3naTHicTh 10 aGCTPaKTHOIrO MUC/IEHHSI, AHAJII3Y TA CUHTE3Y.
K34. 3parnicte oriHioBatH Ta 3a0e3rneuyBaTi SKIiCTh BUKOHYBAHHX
po0iT.

K35. 3natHicTh cijikyBaTHCs 3 IPeICTABHUKAMH iHIIMX TIPoQeciiHuX
rpyn pi3HOTO piBHA (3 eKcrepTamMu 3 iHIOMX rany3eil 3HaHb / BHIIB
€KOHOMIYHOI TisSIBHOCTI).

®daxoBi KOMNETEHTHOCTI
cneniaabHocti (KD)

K®1. 3patmicte 0OGIrpyHTOBaHO 3aCTOCOBYBATH, IHTErpyBaTH,
PO3pOOJIATH Ta YOOCKOHAIIOBATH CydYacHi iHQOpMaiiiiHi TeXHOJIOrI],
(i3uuHi Ta MaTeMaTHYHI MOJENI, a TAKOX TEXHOJOTII CTBOPEHHS Ta
BUKOPHUCTaHHs MPHKIAJHOTO 1 CHeliaji3oBaHOr0 MPOTPaMHOTO
3abesnedyenns Jyuis  BHpilIeHHS npodecilinux 3amauy y  cdepi
inopmaniitHoi Gesnexu Ta/abo Kibepbesneku.

K®2. 3partnicTe po3pobnaTH, BHPOBAKYyBATH Ta aHANi3yBaTh
HOPMATHBHI JIOKyMEHTH, TIIOJIO)KEHHSI, IHCTPYKIil # BHMOIH
TEXHIYHOTO T4 OPraHi3alifHOTO CTIPAMYBAHHS, a TAKOXK 1HTETrPyBaTH,
aHaji3yBaTH 1 BUKOPHCTOBYBATH KpAILli CBITOBI NPAKTHKH, CTAHIAPTH
y mpodeciinii aisuibHOCTI B cdepi indopmariitnoi Gesneku Ta/abo
Kibepbesiiekn.

K®3. 3parmicte mocmimKyBaTH, po3polisiTH i CyNpOBOIKYBaTH
MeToau Ta 3acobu indopmauiitHol Gesneku Ta/abo kibepbesneku Ha
06’exTax iHpopMaLiiiHOT AIIBHOCTI Ta KPUTHYHOT IHPPACTPYKTYPH.
K®4. 3parHicTe aHamizyBaTd, po3pOONATH i CYNpPOBOMKYBATH
cucTeMy  ynpaeiiHHs  iHdopmauiiiHoro  Oesnmekoro  Ta/aGo
kibepbesnekoro opranizamii, QopMyBaTH crTparterito i NONITHKH
inopmarilinoi 6e3neku 3 ypaxyBaHHSIM BITYM3HAHHX | MDKHAPOJHUX
CTaHIAPTIB Ta BUMOT.

K®5. 3par”icTe [0 [OOCTIIDKEHHSA, CHCTEMHOIO aHalizy Ta
3abesneuenHs OesmepepBHocTi Oi3Hec/omepauiiHUX TpoIECiB 3
METOI0 BH3HAYEHHs Bpa3UBOCTEH IH(OpPMaLiiHUX cHCcTEeM Ta
pecypciB, aHamily PM3MKIB Ta BH3HAUEHHS OLIHKM iX BIUIMBY Y
BIZMOBIAHOCTI 10 BCTAHOBIIEHOT CTpaTerii i noaiTuky iHdopMaiiiHoi
Oe3nexu Ta/abo kibepOesnexu oprauiszaiii.

K®6. 3parnicte amanisyBaTH, KOHTpONMIOBaTH Ta 3abe3medyBaTH
CHCTEMY YIIpaBJIiHHS JOCTYNOM 10 iHQOPMALIHHAX pecypciB 3rifHO
BCTaHOBJIEHOT cTpaTeril i moniTuku indopMauiiinol 6esneku Ta/abo
KibepOeasrnexu oprasizariii.

K®7. 3patnicts focmimkyBaTH, po3poONsATH Ta BIpPOBAHKYBaTH
METOAM 1 3aXOOM MNpPOoTHAii KibepiHIMOEHTaM, 31ifCHIOBATH
NPOLEAYPH YIpPaBIiHHA, KOHTPOJIO Ta PO3CIIAYBAHHS, a TaKOXK
HaJlaBaTH  pEKOMEHJAlii 1I0JI0 TOMEpe/DKCHHA Ta  aHalisy
KibepiHIMIEHTIB B IiJIOMy.

K®8. 3parnicte mocnimiyBaTh, po3poOJISITH, BIPOBAPKYBATH Ta
CYTPOBOJIKYBAaTH METOH i 3ac00M KpunTorpaigHoro Ta TeXHIYHOTO
3axucTy iH(opManii Ha 06’exrax iHpoOpMamiiHOl AisNbHOCTI Ta
KpUTUYHOI iHOPacTpykTypH, B iHGOpMaliiHMX CHCTEMAX, a TaKOX
3[aTHICTH OL[HIOBATH e(EKTHBHICTE IX BHUKOPHUCTAHHS, 3TiIHO
BCTaHOBJIEHO] cTpaTerii i moiiTHkM iHopMauiiinol Gesnexku Ta/abo
Kibepbe3neku opranizaiii.
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K®9. 3partnicte amamizyBaTH, po3poOnsaTH 1 CYNPOBOIKYBaTu
CHCTEMY ayIOHMTy Ta MOHITOPHHTY e(EeKTHBHOCTI (DYHKIiOHYyBaHHS
iH(opManifiHUX cHCcTEM 1 TeXHOJOTiH, Oi3Hec/onepaLiifHUX MpoLeciB
B rany3i indopmauiiinoi 6esnexu Ta/abo xibepbesneku oprauizauii B
LUIOMY .

K®10. 3patHicTh NPOBAaJMTH HAYKOBO-NENATOriYHY JisUIbHICTD,
IUIaHYBaTH HABYaHHs, KOHTPOIIOBATH i CYyHNPOBO/DKYBaTH poboty 3
TIEPCOHAJIOM, a TAaKOXX MNpUHMAaTH e(QEKTHUBHI PpiMIEHHA 3 NHTaHb
indbopmaiiinoi 6e3neku Ta/abo KibepOesneku.

®axoBi KOMNETEHTHOCTI
npodeciiinoro
cupsimysauus (PKC)

0201: Cucmemu mexuiunozo 3axucmy inghopmauii, agmomamuzayin
it 06pobKu

@OKC 1. VminHg opranizyBaT# MOHITOPHHT CTaHy iHGoOpMamiiftHOl
CHCTEMH Ta aHaNi3yBaTH MOPYUIEHHs iHGOpMaIifHOT Oe3neKH.

OKC 2. 3parHicte OOIPYHTOBYBATH Ta Ppeali3oBYBaTH CHCTEMY
3axucTy 1HQOpPMaLIHHUX pecypciB 3 OOMEXEHHM JIOCTYNOM Ha
06'exTax iHGOpMaLIIHHOT HisSIILHOCTI,

@OKC 3. YMmiHHA NpoBOOMTH aTecTallifo (CMHPAKYHMCh Ha OOJIK Ta
00CTeXEHHS ) PeIKUMHHUX TEPUTOPIii (30H), MPUMIIIEHE TOLIO B YMOBaX
OJepaHHSA PEKUMY CEKpeTHOCTI i3 (iKCyBaHHAM pe3yJIbTATIB Y
BiINOBiAHAX JOKYMEHTAaX.

@OKC 4. YMminna oOpoOiisitd OTpUMaHi pe3yJibTaTH, aHali3yBaTH i
OCMHCITIOBATH 1X 3 ypaxyBaHHAM onyOJliKOBaHHX MaTepiaJiis;

0202: Cucmemu mexniunozo 3axucmy inopmayii nHa o6’ekmax
Kpumuunoi inppacmpykmypu

OKC 5. YMminHA 3iiCHIOBATH OIIHKY BiITIOBITHOCTI CHCTEMH 3aXHCTY
inpopManii aBTOMATH3OBAaHOI CHCTEMH CBOEMY HNpPH3HAYEHHIO
BIJITIOBITHO IO BUMOT JiI0YMX CTAHIAPTIB;

®KC 6. YMiHHS aHani3yBaTH PU3HMKH JUIA OLIHKH pealbHUX 3arpos3
MOPYLIEHHS 3aXHCTY Ta OXOPOHH.

O®OKC 7. YMiHHI Ha OCHOBI BOJOHIHHS HAayKOBOIO METOJOJOTIEI0
OpraHi3oByBaTH @polec MOCH/DKeHHs y rany3i indopmMauiitHoi
Oe3nmexu Ta 3aXUCTy iH(OPMALIIT;

@®KC 8. 3naTHiCTh MPOTHO3YBATH, BHABJIATH Ta OI[iHIOBATH MOXITHBI
3arpo3u iHQOpMaliifHOMy NpocTOpy AeplkaBH Ta [aectabimizyrodi
YHHHHKH.

7 — IlporpamMHui pe3yibTATH HABYAHHS

Pesym;raTﬂ HAaBYaHHA
(PH)

PHI1. BinsHo cHiIKyBaTHCH A€P/KABHOIO Ta IHO3EMHOIO MOBaMH, YCHO i
MMCHMOBO AJIsl IPeACTaBICHHS 1 00rOBOPEHHS Pe3yJIbTATIB JJOC/IKEHb
Ta iHHOBaLili, 3abe3nedyenHs OizHec\onepauiiHUX NPOLECIB Ta NMTaHb
npodeciifHol misTpHOCTI B ramysi iHdopmaiiiiiHoi Gesmeku Ta/abo
KibepOesmekn.

PH2. InrerpyBatu ¢yHaaMeHTanpHi Ta CHEHMiaIbHI 3HAHHA JUIsA
po3B’sA3yBaHHA CKJIAAHMX 3aj1a4 iHpopmauiiiHoi Gesmexu Ta/abo
Kibepbe3nekH y IHPOKUX a00 MyIbTHIUCIMIUTIHADHAX KOHTEKCTAX.
PH3. [lpoBagutu mociifHUOBKy Ta/ab0 iHHOBaliiHY ALUIBHICTE B
chepi indopmaniiinoi 6eznexn Ta/abo kibepbesneku, a Takoxk B chepi
TEXHIYHOro Ta Kpumrorpadiunoro 3axucty iHdopmaiii y
KibepnpocTopi.

PH4. 3acrocoByBary, iHTerpyBaTH, po3po0JsTH, BIIPOBALKyBAaTH Ta
YJIOCKOHAJIIOBaTH cy4dacHi indopmauiiHi TexHosnorii, (izuuni Ta
MaTeMaTH4YH1 MeToH i Moieni B cdepi iHpopMaiiiHoi Oe3neku ta/abo
Kibepbesnekw.

PHS5. Kpurnuno ocmucmroBaTté mpobneMu iHpopMauiiinoi Gesmexn
Ta/abo KibepOe3mexy, y TOMy UYHCIi Ha MDKraly3eBOMy Ta
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MDKAMCIHILUTIHADHOMY piBHI, 30KpEMa Ha OCHOBI PO3YMIHHS HOBHX
pe3yJbTaTiB iHKeHepHUX 1 (i3UKO-MaTeMaTMYHHX HAyK, a TaKoxXK
PO3BHUTKY TEXHOJIOTiH CTBOPEHHS Ta BUKOPHCTAHHS CHELiaji30BaHOro
MPOrpamMHOro 3abe3neyeHHs.

PH6. AHanisyBatH Ta OLiHFOBATH 3aXHIIEHICTh CHCTEM, KOMILUIEKCIB Ta
3aco0iB  KibGep3axHMcTy, TEXHOJOTl CTBOPEHHS Ta BUKOPHCTAHHSA
Creliay1i30BaHOT0 MPOTPaMHOTO 3a0e3NeUeHHS.

PH7. OO6rpyHTOBYBaTH  BHKOPHUCTAHHS, BIPOBaPKyBaTH Ta
aHaJIi3yBaTH Kpailli CBITOBi CTAHAAPTH, PAKTHKH 3 METOIO PO3B’ A3aHHS
CKJIaJHMX 3ajau npodeciiinoi AisnbHOCTI B ramy3si iHdopMauiiHol
6e3nexu Ta/abo kibepbesnexw.

PH8. JlocnimpkyBaT, po3poOnsSTH 1 CYNpOBODKYBATH CHCTEMH Ta
3acobu iHdopmauiiiHoi Oe3nexu Ta/abo kibepOesnmeku Ha 00’e€KTax
indopMantiiiHoT AisANBHOCTI Ta KPUTHYHOT iH(PACTPYKTY PH.

PHO. AmnanizyBatu, po3poOuisiTH 1 CyNpOBOMXKYBATH CHCTEMY
ynpaBiinHg  indopmariiiinolo Oesnekolo Ta/abo  kibepbesnekoro
oprasizauii Ha 6a3i cTparerii i noniTHKH iHbOpMaITiiiHOT Ge3neKH.
PH10. 3abe3neuyBatu Ge3nepepBHicTh Gi3Hec/onepaiiiHAX NpoOLIECiB,
a TaKOX BMABIIATH YPa3NUBOCTI iHGOPMAIIHUX CUCTEM Ta pecypciB,
aHaJIi3yBaTH Ta OLIHIOBATH PU3HKH U1 iH(opMaIiiiHOi Oe3neku Ta/abo
KibepOesneku oprauizaitii.

PHI11. AmnanizyBati, KOHTPONMOBATH Ta 3ale3nedyBaTH e(eKTHBHE
q}YHKHlOHyBaHHH CHCTEMH YHPaBJIiHHA JOCTYIIOM JIO m@opmaumﬁnx
pecypciB  BIiANIOBIZHO 1O BCTAHOBIEHHX CTpaTerii i MONITHKH
iHdopMmaniiinoi 6enexu Ta/abo kibGepOesneku oprauizairii.

PH12. HocnimxyBaTh, po3po0isiTH Ta BIPOBA/PKYBaTH METOAH i
3aXoaM  NpoTHAli  KibepiHUHMIEHTaM, 3MifCHIOBATH TMPOLEIYPH
YUPaBIIiHHA, KOHTPOMIO Ta pO3CHiAyBaHHS, a TaKOK HalaBaTH
peKOMeH/alil LI0I0 MONepe/DKEHHS Ta aHai3y KiGepiHIMAEHTIB B
iiomy.

PH13.  JlocnipkyBatH,  po3poOnmsTH,  BOPOBaJKYBaTH  Ta
BUKOPHCTOBYBATH MeToOuM Ta 3acobu kpunrorpadiuHoro Ta
TEXHIYHOTO 3axHucTy indopmanii 6GisHec/onepauilinux mpouecis, a
TaKO>X aHaJII3yBaTH 1 HA/IaBaTH OLIIHKY e()EKTUBHOCTI iX BUKOPHUCTAHHS
B iH(opMaLiiiHux cucteMax, Ha 06’ekTax iHpopManiiiHol HisnpHOCTI
Ta KPUTHYHOT IHQPaCTPYKTypH.

PH14. Ananisysaty, po3poOisTH i CypOBOIKYBATH CHCTEMY ayJIMTY
Ta MOHITOPHHTY edeKkTHBHOCTI (yHKUiOHyBaHHs iHpOpMaLifiHmuX
cucteM 1 TexHomoridf, Oi3Hec\omepaiiinux mpoueciB y cdepi
iHpopManiiinoi Ta\abo kibepbesnexu B IIOMY.

PH15. 3po3ymino i HeJIBO3HAYHO JOHOCHMTH BJIACHI BHMCHOBKH 3
npoGnem indopmaiiiiiHoi Oesnekn Ta/abo kiGepOezmexw, a TaKOXK
3HAHHA Ta NOSCHEHH, IO TX 0OIPYHTOBYIOTH [0 [IEPCOHANY, IAPTHEPIB
Ta IHIUX OCi0.

PHI16. ITpuiiMaTi 0OrpyHTOBaHI pillleHHA 3 OpraHi3alifHO-TEXHIYHUX
nuTaHb iHpopMaliiHoi Ge3nexu Ta/abo KibepOesnekH y CKIaHHX i
Herepe10a4y BAHMX YMOBaX, Y TOMY YHCII i3 3aCTOCYBaHHAM CYyYaCHUX
METOIB Ta 3aco0iB ONTHMI3allii, MPOTHO3YBaHHA Ta NPUHHATTS
pillieHb.

PH17. MaTy HaBHYKH aBTOHOMHOTO i caMOCTiiHOro HaBYaHHsA y cdepi
indopmariiinoi Gesnexu Ta/abo kibepOesneku i MOTMYHMX ramysei
3HaHb, aHaJ1i3yBaTH BJIAaCHi OCBiTHI OTpeOH Ta 00’ €KTUBHO OLIHIOBATH
Pe3y/bTaTH HABYAHHSI.
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PH18. [IlnanyBati HaByaHHsA, a TaKOX CYIPOBOJKYBAaTH Ta
KOHTPOJIIOBATH PO0OOTY 3 MEPCOHAJOM y HampsMy iH(opmauiliHoT
Ge3neku Ta/abo kibepbesnexu.

PHI19. O6mupars, aHamizyBatd 1 po3poONsATH NPUIATHI THIOBI
aHANITMYHI, PpO3PaxyHKOBI Ta  €KCIEPUMEHTAIbHI  METOIH
Kibep3axucTy, po3pobisTH, peani3oBYBaTH Ta CYNPOBOJKYBATH
MPOEKTH 3 3axvcry iHQopmanii y kibeprnpocropi, iHHOBaUiifHOT
JIsUTBHOCTI Ta 3aXUCTY iHTEIEKTYATBHOT BIACHOCTI.

PH20. CraBuTtu Ta BupinlyBaTd CKIaJHi iHXKEHEPHO-IIPHKIAgHI Ta
HayKoBl 3amaui iH¢popmauiiiHoi Gesneku Ta/abo kibepOesneku 3
ypaxyBaHHSM BHMOT BITYH3HSHHUX Ta CBITOBHX CTAHIAPTIB Ta KPAIHX
NPaKTHK.

PH21. BukopucTroByBaTM METOAM HATypHOro, ¢i3wdaHoro i
KOMIT'FOTEPHOTO MOJIENIIOBAHHS Ui JOCHTIDKEHHS TPOIeciB, sKi
cTocytoThes iHhopMariiiHoi Oe3neku Ta/abo kibepbesneku.

PH22. IlnanyBaty Ta BUKOHYBAaTH €KCHEPUMEHTATbHI i TEOpETHYHI
JOCTI/KEHHS, BHCYBATH i MEPEBIPATH Tinmore3n, o0HpaTH s IbOro
NpWaTHI METOAM Ta IHCTPYMEHTH, 3MiMCHIOBATH CTATHCTHYHY
00po0Ky JaHuX, OLIHIOBATH JOCTOBIPHICTH PE3yJIbTATIB JOCII/DKEHD,
apryMeHTYBaTH BHCHOBKH.

PH23. OG6rpynroByBarn BuOip nporpamHoro 3a0es3rnedeHHs,
YCTaTKyBaHHs Ta IHCTPYMEHTIB, IHKeHEPHUX TEXHOJIOTIH i mporecis, a
TakoX oOMeXeHp 100 HUX B Taly3i iHpopMarliifHoi 6e3neku Ta/abo
KibepOesrneky Ha OCHOBI CydYacHHMX 3HAaHb y CYMDKHHX Tajy3sx,
HayKOBOi, TEXHIYHOI Ta JIOBiJKOBOI JHTEpaTypH Ta IiHIIOI JOCTYIHOL
iHdopmantii.

0201: Cucmemu mexniunozo 3axucmy ingopmayii, agmomamuzayin
ii 06pobKu

PH24. BonoaiHHs THNOBMMH IiJXOJAMH Ta METOAMIOTISIMUA 0
NPOEKTYBaHHsI Ta MOJEpHizallii 3axuiieHux o0'exriB iH(opMaiiiHOl
JiABHOCT] BiJINOBIJHO /10 HOPMATHBHHX BHMOT YHHHMX CTAHJIAPTIB i
TEXHIYHHUX YMOB.

0202: Cucmemu mexniunozo 3axucmy inpopmauii na o6’cxmax
Kpumu4noi inppacmpyxmypu

PH25. YMiHHS 3aCTOCOBYBAaTH 3HAHHS TEXHIYHMX XAPaKTEPHUCTHK,
KOHCTPYKIIHHUX 0cOOIMBOCTEH, IPU3HAYEHHS 1 IPABUJT eKCILTyaTallil
yCTaTKyBaHHs Ta OONagHaHHSA JUIsS BHPIIIEHHS TEXHIYHHX 3a/ad

CHeLiaTbHOCTI.
8 — Pecypche 3a6e3neuenns peagizauii mporpamMu

Cneundiuni IMonax 90% HayxoBo-me#aroriyHMX MNpaIliBHUKIB, 3aJiiHUAX [0
XapaKTePHCTHKH BUKJIaZiaHHs NpodeciiiHO-OpieHTOBAHUX AMCLMIUIIH 31 CHEliaIbHOCTI
Ka/IPOBOro F5 «Kibepbe3nexa Ta 3axuct iHpopmMauii» MalOTh HAYKOBI CTyIEHi Ta
3abe3neveHHs BYCHI 3BaHHSA, 3 NPAKTHYHUM JOCBizioM pobotu > 20 %.

Cnenudiuni 3acobu, npHCTPOi, MepexHEe YCTaTKyBaHHA T4 CEPEIOBHIIE,
XapaKTePHCTHKH NpUKIajHe Ta  CHemiami3oBaHe  TporpamHe  3abesleueHHd,
mMarepiajabHO- aBTOMaTU30BaHi ~ CHCTEMH Ta  KOMIUIGKCH  HPOEKTYBaHHi,
TeXHIYHOT0 MOJIENIFOBAHHS, €KCIUTyaTanii, KOHTPOJIIO, MOHITOPDHUHIY, OOpOOKH,
3a0e3nevYeHHs BiIOOpa)keHHs Ta 3aXHCTY AaHuX (iH(OPMaLifHUX TIOTOKIB), a TAKOXK

METOJM 1 MOZieNi Teopii pH3MKIB Ta ympaBiiHHA iHOOpPMALiHHUMK
pecypcamMu  TNpH  JOCTI[PKEHHI 1  CYINPOBO/DKEHHI 00’ €KTiB
iH(opManiiinoi pisubHOCTI y Tamy3i indopmauiiinoi Gesnekn Ta/abo
KibepOesneKu.

BukopucTanns cydacHOro o6JiaJHaHHS MMPOBIHIX KOMITaHiH y ramysi
inpopMaliiHUX TexHoNoOriH Ta iHdopMauiiinoi Gesnekw, 30KkpeMa
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Xilinx, Altera, a TakoXX CTaHAAPTU30BAHMX BITUYM3HAHUX anapaTHO-
nporpaMHHMX 3aco6iB 3axucty iHdopMmaiii, neHTp ceptudikalii
KIo4iB, BUpoOHHITBA «IHCTUTYTY iH(OPMAI[IHHAX TEXHOIOTIH»
(M.XapkiB), a TaKOX BHKOPUCTAHHA CYYacHHX NPUKIAIHUX IPOrpam
AJ1s epEKTUBHOTO BUPIIIEHHS 3a/1a4 3 TEXHIYHOIO 3aXKMCTy iH(opMarii

Crnenudiuni xapakre-
puctukH indopmaniiino-
METO/IHYHOI0
3abe3nevyeHHn

Buxopucranus BIPTYaJIBHOI'O HaBYaJbHOTO cepeIoBHIIA
HauionaneHoro  yniBepcutery «JIbBiBCcbKa monitexsika»  Ta
ABTOPCHKHX PO3POOOK HAYKOBO-TIEIaroTi9HUX MPAI[iBHHKIB.

9 — Akanemiuna MoGLIbHICTE

Hanionannna kpeaurna | Ha  ocHoBi  nBoctopomnix — nmorosopis ik HarjoHansHum

MOOLILHICTH yHiBepcuTeToM «JIBBIBCBKA TONITEXHIKa» Ta yHIBEpCUTETAMH
VYkpainu.

Mixnapoana kpenatHa | Ha  ocHOBI  ABOCTOpOHHiIX  joroBopiB Mk  HanjoHamsHum

MOOIIBHICTE

yHiBepcuTeToM <«JIbBiBCBKA MONITEXHIKa» Ta HaBYAJIbHAMHU

3aKJIa/laMu KpaiH-napTHepiB

Hapuyanus inozeMHux
3700yBa4iB BHINOT
OCBIiTH

MosknuBe, micis BUBYEHHS KypPCY YKPAIHChKOI MOBH.

2. Po3nogia 3micry
OCBITHLO-NpOdeciiinol mporpaMu

3a rpynamMm KOMIIOHEHTIB Ta HHKJIAMHA [li)]l"OTOBKH

OGcsar HaBUaNBEHOTO HABAHTaXKEHHSA 3100yBava BUILOT OCBITH
(xpenutis / %)
OboB’a3k0Bi Bubipkosi
[{ukn miaroroBku KOMITOHEHTH KOMIIOHEHTH Bcroro
OCBITHBO- OCBITHBO- 3a BECh TEPMiH
npodeciiinoi npodeciitnol HaBYaHHS
nporpaMu porpamMu
1 2 3 4 5
L. '|  Upxn saranssof 3/3,5 3/3,5 6/7
MAroTOBKH
S § s npolesting: 57/63 27/30 84/93
TIFOTOBKH
AR DI SRS APl 60/66,5 30/33,5 90/100
HaBYaHH
3. IlepeJiik KOMIOHEHT OCBiTHBO-NIPodeciiinol nporpaMu
Kon v/n KomnoneHTH ocBIiTHEOT porpamu Kinskicts ®opma
(HaBYANBLHI JMCLMILTIHH, KYPCOBi npoekTH (po6oTn), KPEJUTIB | MiACYMK.
NPaKTHKY, KBaJlidikaliiina pobora) KOHTPOJTIO
OGoB’A3K0BI KOMIOHEHTH CHENiAILHOCTI
1. Luxn 3azanvroi niocomoexu
CK1.1. | Inoszemna moga npodeciiiHOTO CIIPIMYBaHHS 3 nud. 3aik
Bcebozo 3a yurn: 3
2. Huxn npogpeciiinoi niozomoeru
CK2.1. | IntepHer peueii Ta iioro 6e3nexa 4 eK3aMeH
CK2.2. [ KoMnieKCHi CHCTEMH CaHKI{IOHOBAHOTO IOCTYITY 4 €K3aMeH
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CK2.3. | Komn’oTepHi MeTo/iu aHaTi3y Ta MPOEKTYBaHHS 4 eK3aMeH
€eKTPOHHHUX 3aC00iB
CK2.4. | I'apaHTO31aTHICTh aBTOMATH30BAHHUX CHCTEM 5 eK3aMeH
CK2.5. | besnexa TexHomnoriii 38’ 13Ky 4 nub. 3aiK
CK2.6. | KomnekcHi cuctemMu caHkuioHoBasoro pocryiy (KIT) 3 . 3aiik
CK2.7. | Komir’soTepHi METOIM aHaJli3y Ta POEKTYBaHHS 3 . 3amik
eJIeKTpOHHUX 3ac00iB KI1
CK2.8. | IlpakTika 3a TEMOIO Maricrepcehkoi KBanidikaiiiaoi pobortu 15 aud. 3aik
CK2.9. | BukonaHHs Maricrepchkoi kBastidikaniiinoi po6otu 12 aud. 3aJTiK
CK2.10. | 3axuct Maricrepchkoi po6oTH 3
Bcwozo 3a yuxn 57
Bcwvozo 3a zpyny komnonenmis 60

BubipkoBi KOMIIOHEHTH OCBiTHLO-podeciiinoi nporpamu

BubipkoBi 6,10kH KOMNIOHEHTIB

1. Huxn 3azansnoi niozomoexu

Bevozo: | 3 l

2. Huxn npoghecitinoi niozomoexu

Bubiprogi komnonenmu 6aoxy 0201: Cucmemu mexniunozo saxucmy inopmayii ma
asmomamusayia it 06po6xu

Bb0201.1 | Buau Ta 3acobu TeXHIYHOT pO3BiKK Ta cHemiaibHi 4 €K3aMeH
BUMIPIOBaHHS

Bb0201.2 | MeTtonu mudpoBoi 06pobku cHrHAIIB Ta 306paXkeHsb 4 eK3aMeH

Bb50201.3 | ITpoeKkTyBaHHs KOMIUIEKCHHX CHCTEM 3aXHCTy iHpopMmanii B €K3aMeH

Bb0201.4 | Cyuacni MeToau NPOEKTYBAaHHS MIPUCTPOIB 3aXUCTY 4 eK3ameH
iHopmaii

BB0201.5 | [IpoekTyBaHHs KOMIUIEKCHHX CHCTEM 3aXMCTy iHMOpMAaLii 3 . 3amik
KII

BB0201.6 | CyyacHi MeToau NpOEKTYBaHHS IPHUCTPOIB 3aXHCTY 3 mad. 3aik
indopmariii KIT

Bubiprosi komnonenmu boxy 0202: Cucmemu mexuiunozo 3axucmy inpopmayii na 06’ckmax
KpumuyHol ingppacmpyxmypu

Bb0202.1 | Buapnenns Ta inentudikaiis curHaiis paxio3akiaHux 4 eK3aMeH
IIPHCTPOIB

Bb0202.2 | Teopis 3axucty indopmaniiinux pecypcis o6MexeHOro 4 eK3aMeH
AOCTy 1Ty

BB0202.3 | TecTyBaHHS KOMIT'IOTEPHHX MEPEXK Ta CHCTEM HA 4 eK3aMeH
IPOHUKHEHHSI

BB0202.4 | TexHonorii cTBOPEHHS Ta 3aCTOCYBAHHS KOMILIEKCIB 4 eK3aMeH

3axucTy iHpopMaNii 3 06MeKEHNM JOCTYIIOM Ta OXOPOHA
Jep>KaBHO1 TAEMHHIL

BB0202.5 | TexHonorii cTBOpPeHHs Ta 3aCTOCYBaHHA KOMILIEKCIB 3 aud. 3anik
3aXMCTy iHpOpMaIlii 3 00MENKEHHUM JOCTYIOM Ta OXOPOHA
aepxkaBHoi Taemuni KIT

Bb202.6. | TectyBaHHS KOMIT'IOTEDHUX MEPEK Ta CUCTEM HA 3 . 3amik
npoHukHeHHs KIT
Bcevoeco: 22
BubipkoBi KOMIIOHEHTH iHIIMX OCBITHLO-Npodeciiinnx nporpamu
Bcebozo: _ 5
Bcovozo 3a eubiprosi komnonenmu: 30

Bcwvozo 30 oceimnso-npoecitiny npozpamy: 920
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4. ®opmu aTecrauii 3100yBauiB BUIOI OCBITH

@opmu atecranii
31n00yBaviB BAIOT
OCBITH

Atecranis  3ficHIOeTBCs Yy (Qopmi  OyOMiYHOTO  3aXHCTY
KBanipikariinoi poboTH.

Bumoru no
kBamidikamiiinol
pPOOOTH/TIPOEKTY

Kpanigpikanifina poGora Mae po3B’s3yBaTH CKIaQHy 3ajady
inopmariiinoi Gesnexu Ta/abo kibepbesmeku i mependayaTH NPOBENEHHS
JIociimKeHb Ta/ad0 3qiliCHEHHS IHHOBAIA.

Kpanigixauiiina po6ota He OBMHHA MICTHTH aKaJAE€MIYHOIo ILIAriaTy,
(abpukanii, hbanscudikamii.

Kpanidikauiiina poGora mae GyTu po3Miiena y penosurapii ¢inii PCO
kadenpu 3axucty indopmanii. OnpumoHeHHs KBamiQikaniiHux poOiT 3

00OMEXEHUM JIOCTYIIOM 3/1IHCHIOETHCS BIINIOBIIHO 10 BAMOT 3aKOHOJABCTBA.

5. Marpuus BIANOBIAHOCTI MPOrpaMHUX KOMITETEHTHOCTEH

HaB4YaJIbHHM KOMIIOHEHTaM

CK1.1
CK2.1.
K2
K2

K2
CK2.5
CK2
CK2.7.

K2

K2.

CK2.10.
BB0301.1.
BBE0201.2
BBE0201.3
BB0201.4
BB0201.5
BB0201.6
BB0202.1
BB0202.2
BE0202.3
BE0202.4
BB0202.5
BB0202.6

IHT

K32

K33) »

K34

K35 »

K®1

K® 2 .

K®3 .

Ko 4

Kds

K® 6 .

Ko7 . .

Ko 8

Ko9 .

|K(I) 10 .

loKC1

DKC2

IPKC3

DKC4 .

DKCS

DKCo

DKC7

PKCS| .




6. MaTpuus BiANOBiAHOCTI NPOrpaMHUX Pe3yJIbLTATIB HABYAHHS

HaB4Ya/IbHHM KOMIOHEHTaAM
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CKL.1.

CK2.1.

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.
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JloriyHo-cTpyKTypHa cxema ocBiTHbO-TpoeciiiHoi nporpamu “Cucremu
TEXHIYHOro 3aXucTy iHopmauii, aBToMaTH3ain ii 00poOKKH” MaricTpa 3i
crnenianbHocti F5 “Ki6epOesnexa ta 3axuct indopmanii”
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3MIHHU 10 CTPYKTYPHU TA 3MICTY
ocBiTHLO-NIpodeciiinol mporpamn

«CucreMu TexHiYHOTO 3axucTy iHdopmanii, aBToMaTH3anis ii 00podKH»

JAPYroro (MaricTepchbKoro) piBHs BHIIOI OCBiTH

3a coeniasabHicTIo FS KidepOe3snexa Ta 3axuct ingopmanii

IIpenmet 3min

Iminu

Byro 2025

Crano 2026

Marpwuui BinnosigansaocTi 3K,
CK, ITPH ta OK

IpuBeneHo y BiAMOBIAHICTE OO 3MiH

[lepenik KOMIOHEHT OCBITHBOT
CKJIa/I0BO1 OCBITHBO-
npodeciitHol (HayKoBoi)
nporpamu

1. CK2.5. be3sneka TexHonorii 38°s3ky (4
KPEIUTH);

2. B50202.1 Busenenns Ta igeHtHdbikaiis
CMrHaliB paflio3aKiajiHUX NpUCTpoiB (4

KPEIUTH),
3. B50202.2 Teopis 3axHCTy
iHpopMaLlifHUX  pecypciB  0OMeXeHOro

noctyny (4 kpenuTn);

4. BB0202.3 TectypaHHS KOMIT'FOTEPHHX
MepeXX Ta CHCTeM Ha MNpoHUKHeHHa (4

KPEOUTH),
5. BB0202.4 TexHonorii CTBOpeHHs Ta
3aCTOCYBaHHS KOMIUIEKCIB 3aXHUCTY

iHpopMmallii 3 OOMexeHHM JOCTyNoM Ta
OXOpOHa AepXkKaBHOT TAeMHULL (4 KpenuTH);
6. BB0202.5 Texuonorii cTBOpeHHS Ta
3aCTOCYBaHHs KOMITJIEKCIB 3aXUCTY
indopmanii 3 oOMexeHHM JOCTYIIOM Ta
oxopoHa gep:kaBHol TaemHuui KIT (3
KPEIOHTH);

7. BB0202.6 TecTyBaHHS KOMIT FOTEPHHX
MepexK Ta cucTeM Ha npoHukHenns KIT (3
KPEIHUTH);

1. CK2.5. ®yskuionyBaHHs Ta
kibepbe3neka cucTeM TPOMMCIIOBOTO
KepyBaHHS (ICS/SCADA) (4
KpeAHTH),

2. Bb0202.1 Dbesneka TexHoJOriH
3B a3Ky (4 kpeauTH);

3. Bb0202.2 AnmidicTpyBaHHs Ta
3aXMCT aBTOMAaTM30BAHMX CHCTEM
YIPAaBITiHHS TEXHOJIOTIYHUMH
npouecamu (4 KpeauTH);

4. Bb0202.3 VopasniHHA pU3HKaMu
kibepOesneku B cUCTEMaX TEXHIYHOTO
3axucTy iHdopmauii (4 kpeauTu);

5. Bb0202.4 Kommnekcuuii 3axuct
00’ekTiB iH(opMaLiHHOT AiSIBHOCTI
BiJl TEXHIYHHUX PO3BIIOK (4 KpemuTy).
6. BB0202.5 Besneka TtexHoorii
38’a3ky KIT (3 kpenurn);

7. Bb0202.6 VYnpaBniHHA pU3HKaMH
KkibepOesreky B cHCTEMaX TEXHIUYHOTO
saxucty iHpopmanii KIT (3 kpenurn);

Hazeu BubipkoBux Ookis

1. 0201 Cucremu TexHIYHOrO 3axHCTy
indopmaulii, apromaTH3ailis ii 06pobku;

2. 0202 Cucremu TeXHIYHOTO 3aXHCTY
iHpopmanii  Ha  00’ekTax  KPUTHYHOT
iHdpacTpyKTypH

1. 0201 IpoekTyBaHHS Ta TEXHOJIOTIT
TEXHIYHOTO 3aXHCTY iH(pOpMaLii;

2. 0202 IuterpoBani cucTemMH Ta
YOPaBIiHHS TEXHIYHHM 33XHCTOM
ingopmauii

Marpuiig BiaAnosinHoCTI
MPOrpaMHUX KOMIIETEHTHOCTEMH
OCBITHIM KOMIIOHEHTaM

3pobneno yrouneHHs B «Marpuii
Bi/IMOBIHOCTI MPOrpaMHUX
KOMIIETEHTHOCTEH HaBYATbHUM
KoMMoHeHTaMm (Tabi. 5, nogarok 1 no nux
3MiH)

Marpuus 3abesneueHHs
MPOrpaMHHX PEe3YJIETATIB
HaBYaHHS BiAMOBIIHHMH
KOMIIOHEHTaMH OCBITHBOT

cryagosoi OIIT/OHIT

3pobneHo yrounenns B « Marpuui
Bi/IMOBIIHOCTI MIPOTPAMHMX PE3YJILTATIB
HaBYaAHHS HABATBHHM KOMIIOHEHTaM»
(Tabn. 6, noparok 2 10 UKX 3MiH)

CTpyKTYpHO-JIOriuHa cXeMa

VTOYHEHO JIOTIYHO-CTPYKTYPHY CXEMY,
Bi/IMOBI/THO /10 BHECEHUX 3MiH (10aaToK 3
10 LIHX 3MiH

Nata O4 /7. 20285
I"apanT OIIII

«CucTeMH TEXHIUHOTO 3aXHCTY iH(pOpMaLii,

aBromarH3auis 11 06pobkm»

3i cneniansHocTi «F5 KiGepbesneka

Ta 3aXMCT iHhopMaIiD»

nionuc

Bononumup XOMA
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K®9. 3partmicte anamizyBaTH, pO3pOOISATH 1 CYIPOBOKYBATH
CHCTEMY ayIHMTy Ta MOHITOPHHIY e(peKTHBHOCTI (YHKILOHYBaHHSI
iH(popMaLiHHAX CHCTEM i TEXHOJIOTiH, Oi3HEC/onepaifHEX TPOIECiB
B rany3i inpopmariitHoi 6e3mekn Ta/abo xibepOesmeku opraHisaiiii B
1iJIOMY .

K®10. 3paTHiCTE NPOBaJHUTH HAYKOBO-NENATOTIUHY JIiSTIGHICTS,
TUIaHYBaTH HABYAHHS, KOHTPOJIIOBATH 1 CYNPOBODKYBATH poOOTY 3
IEPCOHATIOM, a TaKOX IpUAMarH e(eKTHUBHI pIMICHHS 3 IHTAHb
iH(popMartiiaoi be3neku Ta/abo Kidbepbesnexy.

daxoBi KOMIIETEHTHOCTI
npodeciiinoro
cnpsimyBauns (DPKC)

0201: [Ilpoexmysanna ma mMexHONOZIi MEXHIYHOZO 3AXUCHLY
inghopmauii

®KC 1. YminHa opranizyBaTd MOHITOPHHI CTaHy iH(opMariiHoi
CHCTEMH Ta aHAJI3yBaTH MOPYLIEHHS iH(pOpMaIliiHOT Oe3meKH.

@®KC 2. 3parHiCTE OOIDYHTOBYBATH Ta pEali3OByBATH CHCTEMY
3aXHCTy IH(QOpPMaLIdHHX pecypciB 3 OOMEXKEHHM JOCTYIOM Ha
o0'exTax iH(pOpMAIIHHOT MISUTBHOCTI;

@®KC 3. YMiHHA NpOBOAMTH aTecTalliio (CHHPAIOYHCh Ha OOJIK Ta
00CcTeXEHHS) Pe)KUMHUX TEPHTOPIiH (30H), IPHUMIIIEHb TOIIO B YMOBaxX
JOJIEPIKaHHS PEXKHUMY CEKPETHOCTI 13 (PIKCYBaHHSM pe3yJBTAaTIiB Y
BIIOBITHAX JOKYMEHTAaX.

@®KC 4. YminHg o0pobnsith OTpUMaHi pe3yJIbTaTH, aHAII3yBaTH i
OCMHCIIIOBATH IX 3 ypaxyBaHHsIM OIyOJIiKOBAaHHX MaTepiais;

0202: Inmezpogani cucmemu ma YHPAGNIHHA MEXHIUHUM
3axucmom inpopmauii

@®KC 5. YMinns 3A1HCHIOBATH OIIHKY BiIMOBIIHOCTI CHCTEMH 3aXHCTY
iHopMarlii aBTOMAaTH30BaHOT CHCTEMHM CBOEMY IIPU3HAYCHHIO
BIJINOBiTHO 10 BUMOT JIIFOYHX CTAH/IAPTIB;

®KC 6. YMiHHs aHami3yBaTH PH3HKH IS OLIHKH PEabHUX 3arpo3
MOPYHICHHS 3aXHCTY Ta OXOPOHH.

OKC 7. VMiHHS Ha OCHOBI BOJIONIHHS HAYKOBOK METOJIOJIOTIE0
OpraHi3oByBaTH IIpoLeC JOCHIDKeHHS Yy ranmysi iHdopmarniinoi
Oe3nexu Ta 3axucTy iHpopMaIlii;

@®KC 8. 3naTHiCTh IPOTHO3YBATH, BUSBIISATH T OLIHIOBATH MOYIIHBI
3arpo3u iHQopManifHOMy IpocTOpy JepiaBu Ta jaectabimizyrodi
YHHHHKH.

7 — IlporpamMui pe3yibTaTH HABYAHHS

Pe3yJILTaTH HaBYaHHA

(PH)

PH1. BuibHO CcHINKYBaTHCh IEPIKABHOIO Ta IHO3EMHOIO MOBAMH, YCHO i
IIMCBMOBO 71 IIPEJICTaBlIeHHs 1 00rOBOPEHHS PE3yJILTATIB JAOCIIKEHD
Ta IHHOBAlli#, 3a0e3medenns OizHec\onepaliifHUX IPoIeciB Ta MUTAHD
npodeciiinoi mismpHOCTI B ramysi iHdopmauiiinoi Oesnexu Ta/abo
KibepOesnekH.

PH2. ImterpyBatu (yHJaMEHTabHI Ta CHELIAJIbLHI 3HAHHS JUIS
pO3B’sI3yBaHHS CKIaJHHUX 3aj1a4 iHdopmaiiinoi Oesnexu Ta/abo
KibepOe3nekn y mupokux abo MyJIbTHIMCIUIUTHAPHAX KOHTEKCTaX.
PH3. Ilposamutu jpociiHunbKy Ta/abo iHHOBaNiHY MisUIBHICTE B
chepi indopmaniiinoi Gesnexu Ta/abo kibepOesneku, a Takoxk B chepi
TEXHIYHOr0 Ta  KpunTorpadiunoro 3axmcry indopmanii  y
kibeprpocropi.

PH4. 3acrocoByBatu, iHTerpyBaru, po3poOJisTH, BOPOBAIKYBATH Ta
YIOCKOHAOBATH CydacHi iH(opmauiiini TexHojorii, ¢isuumi Ta
MareMaTH4H1 METOAHM 1 Mofeli B cdepi iHopmariiinoi Oesnexu ta/abo
KibepOesnexwu.

PHS. KputHuno ocmucmoBatd npobiemu inpopmaniiinoi Gesnexu
Ta/abo kibepOe3meku, y TOMY UYHCIH Ha MIDKraly3eBOMY Ta
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MIDKIMCIHILTIHADHOMY DiBHI, 30KpeMa Ha OCHOBI PO3YMiHHS HOBHX
pe3ynbTariB iHKEHEpHUX 1 (i3HKO-MAaTEeMaTHYHHX HayK, a TaKoX
PO3BHTKY TEXHOJIOTiH CTBOPCHHS Ta BUKOPUCTAHHS CIICI[ialli30BAHOTO

IPOrpaMHOro 3a0e3MeyeHHs.

PH6. AnanisyBaTu Ta OI[iHIOBaTH 3aXHUINEHICTH CHCTEM, KOMILIEKCIB Ta
3aco0iB  KiDep3aXWCTy, TEXHOJOTii CTBOPEHHS Ta BHKOPHCTAHHS
CIIEMiaTi30BaHOT0 MPOrPAMHOTO 3a0e3MeYeHHsl.

PH7.  OOGrpyHToByBaTH  BHUKOPHCTAHHS, BIOpPOBAaIKyBaTH Ta
aHaJIi3yBaTH Kpallli CBiTOBi CTaH/1apTH, IPAKTHKH 3 METOK) PO3B’ A3aHHS
CKIQMHUX 3ajiad npodeciiinol MisNIBHOCTI B ramy3i indopmariiinoi
Oesnexu Ta/abo kibepbesmnekw.

PHS8. Jlocnimxyearu, po3pobisTé i CyNpoOBOMKYBATH CHCTEMH Ta
3acobm indopmaniiinoi Gesmeku Ta/abo kibepbesneku Ha 06’ekTax
iH(popManiifHoT AisTPHOCT] Ta KPUTHIHOT IH()PACTPYKTY pH.

PHY. Amanmizysat, po3poOIsSTH 1 CynpoBO/DKYyBaTH CHCTEMY
yupasiinHg iHpopmanilinoro Oesmexoro Ta/abo  kibGepbesnexoio
opranizanii Ha 6a3i cTparerii i momiTHKK iHpOPMaIiiiHOT Ge3ImeKH.
PH10. 3abe3nedysaty Ge3nepepBHicTs 6i3Hec/onepaniiiHuX IpoIeciB,
a TAKOXX BHSBIIATH ypa3NMBOCTI iHPOpPMAILHHEX cCHCTEM Ta pecypcis,
aHaJli3yBaTH Ta OLIHIOBATH PH3HKH JUIs iH(opMalliiiHoi Ge3mnexu Ta/abo
kibepOesmexku opramizartii.

PHI11. AmnanisypaTH, KOHTpoIOBaTH Ta 3a0e3medyBard e(eKTHBHE
(yHKIIIOHYBAaHHS CHCTEMH YIPABJIIHHS JIOCTYIIOM JIO IH(I)OpMaHIHHHX
pecypciB  BIINIOBiIHO 0 BCTAHOBJICHHX CTpATErii 1 MONITHKH
inopmaniiinoi 6e3nexu ta/abo kibepOesnexu opraizarii.

PHI12. JlocmipkyBatn, po3pobisti Ta BHPOBAIKYBATH METONH i
3aX0M  NPOTH/IT  KiOepiHIMAEHTaM, 3JiHCHIOBATH IIPOLELYPH
YUpPaBIiHHS, KOHTPOMIO Ta pO3CIHiJyBaHHS, a TaKoX HajaBaT
PEKOMEHIallii 1010 MONEePEeIKEHHS Ta aHali3y KiOepiHIUJCHTIB B
LiJIOMY .

PHI3.  JlocmimxyBatn,  po3poONisiTH,  BIPOBa[KyBaTH  Ta
BHKOPHCTOBYBATH METOOH Ta 3acobu KpunrorpadiddHoro Ta
TEXHIYHOro 3axucTy iHdopmauii GisHec/onmepaniifHuX mnponecis, a
TAKOXK aHaJli3yBaTH i HaJlaBaTH OLIHKY e)eKTHBHOCTI IX BHKOPHCTAHHS
B iH(opMaLiiHIX cHcTeMax, Ha 00’eKTax iHpopMaIiiHOl ASUTEHOCTI
Ta KPUTHYHOI IHYPACTPYKTYPH.

PH14. AnanisyBaru, po3poGJIsTH i CyIPOBOKYBATH CHCTEMY ayIUTy
T4 MOHITOPHHTY e(eKTHBHOCTI (yHKIionyBaHHs iH(pOpMamifiHIX
cucreM 1 TexHonorii, 6i3Hec\onmepauiifHux wupomecis y coepi
in(opmaniiinoi Ta\abo kibepOesnexu B IiTOMY.

PH15. 3po3ymino i HenBo3HAUHO JIOHOCHTH BIACHI BHCHOBKH 3
npobneM indopmaniiinoi Gesmekn Ta/abo KiGepOesnmekn, a TaKoK
3HaHHS Ta MOSICHEHHSL, 110 IX 00T PyHTOBYIOTB JIO IEPCOHAIY, TIAPTHEPIB
Ta IHIMUX OcCio.

PHI16. IlpuiiMaTtu o6rpyHTOBaHI pilieHHs 3 OpraHi3aniifHO-TeXHITHUX
nuTaHb iHpopmaniiinoi Ge3nexku Ta/abo kibGepbesneku y cKIamHMX i
Herepe0a1y BaHUX YMOBAX, Y TOMY YHCIII i3 3aCTOCY BAHHSM Cy4acHHX
METO/IB Ta 3aco0iB ONTHMi3alfi, NPOrHO3yBaHHA Ta NPHHHSTTS
pilieHs.,

PH17. MaTu HaBHIK# aBTOHOMHOT'0 1 CAaMOCTIHHOTO HaB4aHHs y cdepi
indopmaniiinoi Gesnexn Ta/abo kibepGesnexku i MOTHUHMX Taiyseii
3HaHb, aHAJII3yBaTH BIIACHI OCBITHI MOTPeOH Ta 00’ €KTUBHO OILiHIOBATH
pEe3yJIbTATH HABYAHHSI.
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PHI8. [IlnanyBaru HaB4aHHS, a TaKOX CYIPOBO/DKYBATH Ta
KOHTPOJOBAaTH po0OTYy 3 MEPCOHAIOM Y HaupsMy iHGopMamiiHOl
Oe3nexu Ta/abo xibepOe3nexH.

PH19. O6wuparu, anamisypatd i po3poOJATH TpPHIATHI THIOBI
aHaNITHYHI,  pO3paxyHKOBI Ta  E€KCIEPHMEHTaJIbHI  METOJU
Kibep3axucty, po3poOJIATH, peali30ByBaTH Ta CYIPOBOKYBAaTH
IIPOEKTH 3 3axWcTy iHdopmanii y xibepmpocropi, iHHOBaIi#HOT
TISUTHHOCTI Ta 3aXUCTY 1HTEJIEKTYaJIbHOI BIACHOCTI.

PH20. CraButi Ta BHpIIIyBaTH CKJIAJHI 1H)KEHEPHO-IPHKJIAIHI Ta
HaykoBi 3amaui indopmarmiiinoi Oe3meku Ta/abo KibepOesmexku 3
ypaxyBaHHSM BHMOT BiTYM3HSIHHX Ta CBITOBHX CTAHIAPTIB Ta KpaIuX
TIPAKTHK.

PH21. BuxopucroByBaTH METOIM HAaTypHOro, (¢i3u4Horo i
KOMII'IOTEPHOTO0 MOJICJIIOBAHHS JUIsSl JIOCIHI/DKEHHs IPOIIECiB, sKi
CTOCYIOTRCS iH(opMaIiiHoi Oe3neku Ta/abo Kibepbesnexy.

PH22. IInanyBaTu Ta BHUKOHYBaTH €KCIIEPHUMEHTANBHI i TEOPETHUHI
JIOCJII/KEHHS, BUCYBATH 1 MEPEBIPATH TinoTe3u, o0HpaTy JUis HbOTr0
NpUIATHI METOJM Ta IHCTPYMEHTH, 3/IHCHIOBATH CTATHCTHYHY
00poOKy maHuX, OIIHIOBATH JOCTOBIPHICTH Pe3yJILTATIB JIOCIIKEHbD,
apryMEHTYBAaTH BHCHOBKH.

PH23. OGrpyHToBYBaTH BHOIp mporpaMHOro 3a0e3rneuyeHHs,
YCTaTKyBaHHS Ta IHCTPYMEHTIB, 1HKEHEPHHUX TEXHOJIOTIH 1 IPOIIeciB, a
TaKoXK 0OMeeHb I0JI0 HUX B ranysi indopmaitiiinoi Oesnexu ta/abo
KibepOe3nmekH Ha OCHOBI CYYacHMX 3HaHb y CYMDKHHMX Taly3sx,
HAyKOBO{, TEXHIYHOI Ta JIOBLIKOBOI JIITEpAaTypH Ta iHMIO! JOCTYMHOL
iHdopmartii.

0201: [Ilpoexmysanna ma mexHONOZII MEXHIYHOZ0 3aAXUCHLY
inhopmauyii

PH24. BoJyioJiiHHS THIIOBHMH IiJIX0JAMHM T4 METOHOJIOTISAIMU 10
IPOEKTYBAHHS Ta MOJEpHi3alli 3axuineHux 00'ekTiB iHMopMaItiiHOT
JUSUTBHOCTI BIJIIIOBIHO 10 HOPMATHBHUX BUMOI YHHHHX CTAHJAPTIB i
TEXHIYHUX YMOB.

0202: Inmezposeani cucmemu ma YRpagNiHHA HMEXHIYHUM
3axucmom inghopmauii

PH25. YMiHHA 3acTOCOBYBAaTH 3HAHHS TEXHIYHHX XapaKTEPUCTHK,
KOHCTPYKIIHHUX OCOONMBOCTEH, IPU3HAYEHHS 1 IPABUII €KCILTyaTallil
YCTaTKyBaHHS Ta OOJIQJiHAHHA JUiss BUPIDIEHHS TEXHIYHMX 3a/1ad4

CIEIiATBHOCTI.
8 — Pecypche 3a0e3neueHHs peajizauii nporpamMu

Coenndiuni ITonan 90% HaykoBO-IeJaroriyHUX MPALiBHUKIB, 3a[iIHHX 0
XaAPAKTePHCTHKH BHKJIQJIaHHS Tpo(eciiiHO-0piEeHTOBAaHHX JHUCIHILIIH 3i CHEmiaabHOCTI
Ka/[POBOI0 F5 «Kibepbesneka ta 3axuct iH(popMallii» MarOTh HAYKOBI CTYIIEH] Ta
320e3MeYeHH BUCHI 3BaHH$, 3 IPAKTHYHHUM JOCBiIOM pobotu > 20 %.

Coenudiuni 3acobu, mpHCTPOI, MepeXKHe YCTAaTKyBaHHS Ta CEPEJOBHIIE,
XapaKTePUCTHKH IPUKIaZHE Ta  CHOelialnizoBaHe  @porpaMHe  3abe3redyeHHs,
MarepiajibHO- aBTOMAaTH30BaHI  CHCTEMH  Ta  KOMIUIEKCH  IPOEKTYBAHHSI,
TeXHIYHOI0 MOJICTIIOBaHHS, EKCIUTyaTallii, KOHTPOJIO, MOHITOpHHIY, 00pOOKH,
3a0e3neveHHs BioOpakeHHs Ta 3aXUCTy JaHHuX (iHQOpMaUiiHHX IIOTOKIB), 4 TAKOXK

METOJM 1 MOeNi Teopil PU3MKIB Ta ynpaBiaiHHA iHGOpMAaIiitHAME
pecypcaMM  IpH  JOCH/DKEHHI 1  CYNpOBO/DKEHHI  00’€KTiB
iH(popMartiifHOT AisUTEHOCTI y ray3i iHdopmaniiinoi Oesnexku Ta/abo
KiOepOesneKu.

BuxopucranHs cygacHoro o01afHaHHS IPOBITHIX KOMIAaHIH y ramysi
iHpopMaliiiHuX TexHoJorii Ta iHdopMaliitHoi Oe3nekH, 30KpeMa
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Xilinx, Altera, a Tako» CTaHJAPTU30BAHHUX BITUYM3HAHMUX arapaTHO-
mporpaMHuX 3aco0iB 3axucTy iHQopMmarii, meHTp ceprudikarii
KIO4iB, BHpoOHHITBA «IHCTHTYTY iH(OpPMAmiHHMX TEXHOJIOTIH»
(M.XapkiB), a TAKOK BUKOPHCTAHHA CYYACHHX MPHKIAJHHUX [POrpam
JU1s1 €DEKTHBHOIO BUPILIEHHS 3a/1a4 3 TEXHIYHOTO 3aXUCTy iHpopmaii

Cnenudiuni xapakre-
pucTHKH iHdopmaniiino-
METOAHIHOT 0
3abe3nevuenns

Bukopucranus BIPTYaJILHOTO HaBYAJILHOT'O CEpEOBHINA
HanionaneHoro  yHiBepcutery  «JIbBiBChbKa  MOJITEXHIKA»  Ta
aBTOPCHKHMX PO3poOOK HAYKOBO-IEAArOTTYHUX ITPalliBHUKIB.

9 — AxageMivHa MOOLILHICTE

Hanjionanbna kpequTHa
MOOLIBHICTH

Ha ocHoBI mBocTOpoHHIX goroBopiB Mk  HamionansHum

MikHapoaHa KpeauTHA
MOOLIBHICTE

yHiBepcuTeToM «JIbBiBChbKa MONITEXHIKA» Ta YHIBEPCHTETAMH
Ykpainu.

Ha ocHOBI JBOCTOpPOHHIX JioroBopiB MK  HamioHaapHEM
yHiBepcuTeToM «JIBBIBCbKa MOJIITEXHIKa» Ta HaBYATbHAMH

3aKiIalaMH KpaiH-TlapTHepiB

Hapuauug inozeMHux
3100yBa4iB BHIIOT
OCBITH

MoxsHBe, Mmiciis BUBUYCHHS KypCy YKpaiHCHEKOT MOBH.

2. Po3moain 3micty
OCBITHBO-NIpO(peciiHOl mporpamMmu

3a rpynaMid KOMIIOHEHTIB Ta HKJIAMH MiATOTOBKH
OOcsar HapuaTbHOTO HABAHTAXEHHS 3100yBaYa BHINOI OCBITH
(xpemuTi / %)
O60B’s13K0BI Bubipkogi
[{AKIT M ATOTOBKH KOMITOHCHTH KOMIIOHEHTH Bceworo
OCBITHBO- OCBITHBO- 3a BECh TEPMiH
npodeciitHoi npodeciinoi HABYaHHS
porpamu pOrpamMu
1 2 3 L 5
1| Huior saransiof 3/3,5 3/3,5 6/7
iITOTOBKH
ol R ok o 57/63 2730 84/93
HiITOTOBKH
BEEQ0 SURE0E TopHis 60/66,5 30/33,5 90/100
HaBYAHHSI

3. IlepeJiik KOMIIOHEHT OCBITHLO-Npo(eciiiHOl mporpamMu

Kon v/n KomnoneHTH OCBITHBOI porpaMu Kinekicts ®opma
(HaBYaNbHI JIMCIMIUTIHU, KYyPCOBI IpoeKTH (poboTH), KpeIUTIB | IiJICYMK.
IIPaKTHKH, KBaJti(dikariiina poboTa) KOHTPOJIIO
O060B’A3K0BI KOMIIOHEHTH CHEMIAJIBHOCTI
1. Iuxn 3a2anvnoi niocomoexu
CK1.1. [ Imoszemna Moea npodeciiinoro CIIPSIMYBaHHS 3 qud. 3amik
Bcovozo 3a yukn: 3
2. Iuxn npogbeciiinoi nidcomosxu
CK2.1. | IntepHer peueii Ta ioro Oe3neka -+ eK3aMeH
CK2.2. | KoMIuleKCHI CHCTEMH CaHKITIOHOBAHOTO JHOCTYITY 4 €K3aMeH
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CK2.3. | KoMr'ioTepHi METOIM aHaJli3y Ta MPOEKTYBAHHS 4 eK3aMeH
€JIEKTPOHHUX 3aC00iB
CK2.4. | I'apaHTO311aTHICTh ABTOMATH30BAHUX CHCTEM 3 €K3aMEH
CK2.5. | ®ynkuionyBanHs Ta Kibepbesneka cCucTeM IPOMUCIOBOTO 4 mad. 3amik
kepyBanHs (ICS/SCADA)
CK2.6. | KoMIuieKCHI CHCTeMH caHKITioHoBaHOro joctyiy (KIT) 3 nud. 3aiik
CK2.7. | KoM’ ioTepHi MeToIu aHali3y Ta MPOEKTyBaHHS 3 . 3amik
enekTpoHHux 3acobiB KI1
CK2.8. [ [IpakTuka 3a TeMOIO MarictepchKoi kBamidikaiiiinoi pobotu 15 Juid. 3aJ1iK
CK2.9. | Bukonanus MarictepchKoi kBamidikaiiiitnoi poboru 12 Juid. 3aiik
CK2.10. [ 3axmct maricrepcbkoi poboTh 3
Bcewvozo 3a yukn 57
Bcbozo 3a zpyny komnonenmie 60

BnbipkoBi koMnonenTa ocBiTHbo-nipodeciiiHoi nporpamu

Bubipkogi 6,10ku KoMIIOHEHTIB

1. Huxkn 3azanwvhoi niozomoexu

Bewvozo:

l 3

2. I{uxn npocpeciiinoi niocomosexu

Bubipxosi komnonenmu onoky 0201: Ilpoekmyeannsa ma mexHonozii mexniunozo 3axucmy

inpopmauii

Bb0201.1 | Buau Ta 3acobu TexHIYHOI pO3BiAKM Ta CIIEIiabHI 4 eK3aMeH
BHMipPIOBaHHSI

Bb0201.2 | MeTtoau g poBoi 00poOKH CHrHAIIB Ta 300paKeHb 4 eK3aMeH

Bb0201.3 | ITpoekTyBaHHS KOMILUICKCHHX CHCTEM 3axXHCTy iHopmanii 4 eK3aMeH

Bb0201.4 | CyuacHi METOJIM MIPOEKTYBAHHS IIPUCTPOIB 3aXUCTY <+ €K3aMeH
indopmarrii

Bb0201.5 | IlpoekTyBaHHS KOMIUIEKCHHX CHCTEM 3aXHCTY 1H(pOpMAIii 3 Jd. 3amik
KI1

Bb0201.6 | CyuacHi MeTOIM IPOEKTYBAHHSI IPUCTPOIB 3aXHUCTY 3 nud. 3amk

inbopmanii KI1

Bubipkosi komnonenmu 6n0ky 0202: Inmezpoeani cucmemu ma ynpasiinia mexuivnum

3axucmom indpopmauii

Bb0202.1

besneka TeXHOJIOT1# 3B’ 13Ky 4 eK3aMeH

Bb0202.2 | AnmiHICTpYBaHHS Ta 3aXHCT aBTOMATH30BAHHX CHCTEM = eK3aMeH
YIIpaBJIiHHS TEXHOJIOTTYHEMH IIPOIIECAMHM

Bb0202.3 | Ynpapninuas pusukamu KibepOes3nexd B cHcTeMax s €K3aMeH
TEXHIYHOT0 3aXUcTy iHhopmarrii

Bb0202.4 | KomiutekcHuit 3axucT 06°€KTiB in(opmaniiHoi AisIpHOCTI - eK3aMeH
B1Jl TCXHIYHHX PO3BIJIOK

Bb0202.5 | bezneka texnomorii 38’ s3ky KIT 3 Juad. 3aitik

Bb202.6. | YropaBninus pu3HKamMu KiOepOe3neku B CHCTEMAx 3 . 3amix
TEXHIYHOTO 3axucTy indopmarii KIT

Beovozo: 22

BubipkoBi KOMIIOHEHTH IHIIHX 0CBITHBLO-NPOdeECiiHUX nporpamMu

Bcebozo: 5

Bcwvozo 3a eubipkoei komnonenmu: 30

Bcwozo 30 oceimnvo-npoeciiiny npozpamy: 920
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4. @opmu aTecTalii 3100yBa4iB BHIIOI OCBITH

dopmu arecTaril
31100yBaviB BUILIOI
OCBITH

Arecrariss  3xilicHioeThess  y  GopMi  TyOmMUHOTO — 3aXUCTY
KBaTi(iKamiiHoi podoTH.

Bumorn mo
KBasti(hikariitHo1
pobOTH/TIPOEKTY

Kpamikamiiina pobota Mae po3B’sa3yBaTH CKIAJHY  3aja4y
inopmariiiinoi 6e3nexu ta/abo kibGepOesmexn 1 mependavaTH IPOBEICHHS
JOCHI/DKEHb Ta/ab0 3iHCHEHHS 1HHOBAIIIi.

Ksamigikarmiiina po6ota He MOBMHHA MICTUTH aKajeMiqHOTO ILIariaTy,
¢babpuxkartil, panscudikartii.

Ksanigikaniiina podora mae 0yt po3mimnieHa y penosutapii ¢inii PCO
kadenpu 3axucty indopmanii. OnpumoaHeHHs KamidikanifHux pobiT 3

00OMEXEHHM JIOCTYTIOM 3/TiHCHIOETHCS BiINOBLIHO JI0 BUMOI 3aKOHO/IaBCTBA.

5. MaTpuus BiANOBiAHOCTI MPOrPpaMHHUX KOMIIETEHTHOCTEH

HABYaAJbHHM KOMIIOHEHTaM

CK1.1
CK2.1
CK2.2.
CK2.3
CK2.4

CK2.5
CK2.6
CK2.7
CK2.8.
CK2.9
CK2.10
BB0301.1.
BB0201.2
BE0201.3
BB0201.4
BB0201.5
BE0201.6
BB0202.1
BB0202.2
BE0202.3
BB0202.4
BB0202.5

BB0202.6

IHT

K31

K32

K33

K34

K35

K®1

K® 2

K® 3

Ko 4

K® 5

K® 6

K® 7

Kd 8

K® 9

K® 10

®KC1

®OKC2

OKC3

D®KC4

DOKC5

DKC6

@®KC7

DKC8
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JloriyHO-CTPYKTYpHa cXeMa OCBiTHbO-npodeciiinoi nporpamu “CucremMu
TeXHIYHOro 3axucTy ingopmanii, aBToMaTH3ais ii 00podku” maricrpa 3i
cneniagbHocTi FS “KibepOe3nexa Ta 3axuct ingopmauii”

{ 1 cestectp | 2 cesecTp | 3 cessecTp |
l MoBa o suum e
B
| prckuient) pobor
ey,
3axmcT mari crepcaxol poboTie
Ko i cHCToMI

|rmmd:nmmcmF-

Dy osysanss Ta K bepbenexa ccren
npossxciosoro Kepyeama (ICS/SCADA)

0201

0202

Metomi wepposoi obpobxn carxanis Ta
30bpaers

TIpoekTy BAMIN KOMILIEKCESX CiCTEM

L

B 1a sacobn Texniumol possinm Ta
CIIETH ANLHI BEMI PIOBSHHE B

saxsicry ibopuanst (+KIT)

Cyuaci MCTOmM NPOCKIyBaHHE
aaucty imgopaarsi (+KIT)

Besnexa Texsonorii 38" g3ky (FKII)

Aucuuniias nHkTy niareToska:

—II Beanexa rexxononift 38" s3xy (+KII) },

Ki0 B
4 cucTemax Texmiwmoro saxwCTy isopuaiii '—

i sia '

ADMEICTPYBaiHA T2 JALHCT
B CHCTEM ¥ i }—

GKI)

3arassmol




