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INEPEAMOBA

Pospobreno BimmosimHo o Cranmapty Buimoi ocsiti Yxpaitu nmepimoro (Daxanaspeskoro)
piBHA, ramy3s 3HaHb 12 — [Hdopmaniitni Texuonorii, cneniansuicts — 125 KiGepbesneka ta 3axucTt
iH(opmanii, 3aTBEPKEHOr0, 3aTBEP/UKEHOT0 Ta BBEACHOTO B Ji0 HAKa30M MinictepcTa ocBiTH Ta
Hayky Ykpainu Big 04.10.2018 p. Ne1074.

Pospobneno pobovoro rpymoio HaykoBO-METOAMYHOT KoMmicii cremiaibHoOCTI 125
«Kibepbesneka Ta 3aXucT iHQOPMALIT» y CKIai:

Hyanxesu4 B.B. — JLT.H., 1po(h., ka@. 31 — rapaHT OCBITHRO-NPOdeECiitHOT nporpamu
Onipecpkuii 1P, — JL.T.H., mpod). 3aBinysay kadespu 31
XKypapens .M. — JI.T.H., C.H.C., 3aBityBayu kadeapu BIT
Xoma B.B. — J.T.H., npodecop kadenpu 31
[apacumuyk O.1. — K.T.H., JonenT kadeapu 31
Hemkosa O. A, — JL.T.H., npod. xadhenpu BIT
Kopobeinikosa T.I. - k.1.H., nou. kadeapu BIT
XKypapyak J1.1O. — Lead Operational Technical Consultant and Lead Splunk Consultant, EPAM
Kypiﬁ €0, — KepiBHEK Bigainy Indopmauiitnoi Gesnexu Hiveoneer AG
[lopauy M.B. | — nupextop [T Defence Ukraine
Cycyxkaitno B.A. — CTapIuvi aHamiTuK 3 iHpopmaniiinoi 6esnexu TS Imagine, uien ISACA ta
OWASP
SIciHebkmit ALA. - nupexrtop Alarm Security
J1zio6a H.I. — aupekTop .. Iron Sec
Copoxka C.O. —ctynentka Kb-306
["apaHT ocBiTHBO-NIpOdeciiHOI IMporpaMu Banepit IY JMKEBUY

[IpoexT ocBiTHBO-TIpOGeciiiHOl mpofpamu 0BroBOpeHHI Ta CxXBaleHHil Ha
3acimanHi BueHoi pagu  HaBYAIBHO-HAYKOBOTO  iHCTHTYTY KOMIT FOTEPHUX
TEXHOJIOTIM, aBTOMATHKH Ta METPOJIOTi]

IIporoxon Ne 3 Bim« 21 » mmcromama 2023 o

I"ososa Buenoi pagu IKTA / Muxona MUKUYYK
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3aTBEepIKEHO Ta HaJIlaHO YHHHOCTI

Hakasom pekropa HamionansHoro yHiBepcuteTy «JIbBIBChKa MOJIITEXHIKAY
Bin« 7 »__ SepevsX  202%p. Ne /77-4-O3

Ll ocsiTHRO-TIpodeciitHa mporpamMa He MoXe OYyTH IOBHICTIO a60 YacTKOBO
BIITBOPEHA, THpaXXOBaHa Ta pO3NOBCIOMKeHa 0e3 J03Bojy HamioHaabHOro
yHiBepcuTeTy «JIbBiBChKa MOITEXHIKAY.




1. Mpodiab ocBiTHLO-Npodeciiinoi nporpamu “Kidepbesnexa”
fakanaspa 3i cnenianbuocti 125 «Kibepbesneka Ta 3axuct ingopmauiinn

1~ 3aranbHa iHpopmauya

MoBHa Ha3Ba 3aknaay
BMLLOT OCBITK Ta
CTPYKTYPHOTO Niapo3ainy

Hauionanbuuii yaiBepenteT «JIbBIBChKA MOTITEXHIKAY

OdiujitHa Ha3B.a Kidepbesneka
OCBITHLOT NPOrpamu Cybersecurity
CryniHb, Wo baxanasp
NPUCBOIOETHCA

ObmerweHHs Woao ¢popm
HdBYdHHA

bez obMeskeHs

Ksanidikaujia 8 gunaomi

Crymine BHIIOT OCBITH — GaKkaiasp
CrenianpHictb — 125 KiGepOesneka Ta 3axuct indopmartii
OcgiTHs nporpama — KibepGesneka

0b6car ocBiTHBLOI
nporpamu

-Ha Ha 6a31 HOBHOI 3arajibHoOl cepeauboi ocBiTH — 240 kpenutis EKTC;
-Haba31 cTyneHs «MOJIoHH crienianicT» (OCBITHRO-KBai(ikaliitHoro
PIBHS «MOJIOMIIMH creiamicTy) 3akiaj BHIOI OCBITH Ma€ IIpaBo
BU3HATH Ta nepesapaxysaty He Oinblue, Hix 120 xpemutie €KTC,
OTPHMAHHX B MEXaX [OIEepPeHbO] OCBITHBOI MPOrpaMHy IiATOTOBKH
mojoaworo daxanaspa (MOJOALIOrO CHeLiamicTa).

Minimym 75% oO6csry ocBiTHBOI 1porpamMu Mae OyTH CIPSIMOBAHO Ha
3a0e3neueHHs 3aralbHUX Ta COeHianbHUX ((PaXxoBHX) KOMIIETEHTHOCTEH
3d CHEIAILHICTIO BUSHAUCHOK CTAHIAPTOM BHINOT OCBITH.

MoBa(u1) BUKNaaaHHA

YkpaiHchbKa MOBa

2 —MeTa OCBITHbLOI Nporpamu

ITinzroroBka (axiBiiB, 34aTHMX BHKOPUCTOBYBATH 1 BIIPOBAKYBATH
TEXHOJIOT1] iH(popmMalifinoi Ta/abo kibepbesnexd.

3 - XapakTepucTuKa OCBIiTHLOI Nporpamu

Onuc npegmeTHOI
obnacri

OO0’ exrn npodeciinol MisiIbHOCTI BUMYCKHUKIB:

~  of'ektH iHpopmaruzanii, BKJIHOYAIOUH
aBTOMAaTH30BaHi, TeJeKOMY HiKaliHHi, indopmarniitui,
iHopManifHO-aHANI THYH], iH(opMalifiHO-TEICKOMY HIKALIIHHI
CHCTEMH, 1HPOPMALIIITHI PECYPCH 1 TeXHOJIOTII;

—  Texnoyorii 3abesneueHHs Oesnexku iHpopMarlii;

—~ npouecu ynpasniHHA iH(opManiiiHO Ta/abo kiGepbesmexoro
006’ €KTIB, IO MIJUIATAIOTE 3aXHCTY.

Teoperrunuit 3MiCT NpeAMETHOT AiSTBHOCTI

3HaHHS:

~  3aKOHOJ4aB4Ol, HOPMATHBHO-NIpaBOBOi ©0a3u VYKpalHH Ta BHMOT
BUIMOBITHUX ~ MDKHAPOAHHX  CTAHHAPTIB 1 OPaKTHK  1I0J0
3jiiHCHeHHs npodeciiiHol TisTBHOCTI;

— I[PHHUMIIB CYNPOBOAY CHCTEM Ta KOMIUIEKCIB iH(OpMaiiiHOl
Ta/abo kibepbesnexu;

— Teopii, MozeneH Ta [PUHIMINB YUpaBIiHHA AOCTYIIOM  JIO
indopManiiHux pecypcis;

—  Teopil cHcTeM yrpaBiiHHs indopManiiiHow ta/abo kibepbesneko;

— METOJIB Ta 3aco0iB BUsIBlIeHHs Ta 1ieHTUdIKALIT PH3HKIB;

— MeToMiB Ta 3aco0iB ouiHioBaHHs Ta 3ade3rnedeHHs HEOOXIHOTO
PIBHsI 3aXHMIIEHOCTI iH(popMaItii;

—~  METOIB Ta 3aco0iB TEXHIYHOIO Ta KPHUITOrPapiuHOro 3aXUCTy
indopmartii.

KOMIT'IOTEPHI,




MeToau, METOMKY Ta TEXHOOTII:

Metojiu, MeTosMKu Ta TexHomorii 3abesneucHus inopmaniiinoi Ta/
abo kidepdesiekn.

[HCTpYMeHTH T2 06JaaHaHHS:

= CHCTEMH PO3POOKH, 3a0€31IEUEHHS, MOHITOPUHTY Ta

KOHTpOINO npouecis indopmaniiiHoi ta/abo kibepbesnexu:

— CY4acHe NporpamMHo-anapatHe 3a0e3neucHus
inopyatuiine KoMy HiKauifiIx TeXHO 0T,

Axagemiuxi rnpasa
BUNYCKHKWKIB

MOXKAHBICTL TIPOMOBKUTH HABYAHHS 32 OCBITHBO-NIpodeciiito0 abo
OCBITHBO-HAY KOBOIO NPOTPAMOIO CTYTIEHS MaricTpa.

OpieHTauia ocBiTHLO]
nporpamu

Ocaitnso-npocpeciiina  nporpama 0asye€Thest Ha  3aranbHOBIIOMUX
MOMOMEHHSAX Ta PE3YNLTATAX CyYaCHUX HAYKOBUX AOCTILKEHD y raysi
inopMauifiiux  Texnonoriii Ta  of ICHTYCTLCS  ua  axTyansii
cnewanisaiii 3 nurade kibepbesnexy, MOTICPE/DKEHHS Ta MPOTHIIT
KIOEpaNoUMHIB, y MewaX AKHX MOXIHBA MONAALLIA HayKoBa Ta

npodeciiita kap’epa.

OcHoBHuA doryc
OC8iTHLOI Nporpamu Ta
creuianisadi

CrieniasisHa ocBita Ta npodeciiina niAroToBKa B 061acT] Kibepbesnexu.
Kniouoei  cnoen: xibeplesnexa, cuctemu  TexHiuHOro 3AXHCTY
inopmauii, ynpasninas  inopmaniino besnexolo, Gesneka
IH(OPMAUIHO-KOMYHIKALI HHIX CHCTEM.

Ocobnusocti nporpamu

InTerposana mizrotoska daxisiis 10 BUPILIIEHHS 3aBJianb y cepi
Kibepbesnexy.

4 — 34aTHICTb BUNYCKHKMKIB

40 npaueBnaliTyBaHHA Ta NOJanblLioro HaB4YaHHS

MNpupatHicTs go
npauesnawTysaHHA

Bunycknnk  Moxe 3aiiMaT  nepeuMmi  mocamM  BianoBiTHO 0
Hepxanoro knacudixaropa npodeciii JIK 003:2010 -

- (axisens 3 TeXHIYHOrO 3axuCTY iHDOPMALLT,

- haxineus i3 oprauisarii indopmauiiinoi Oesneku,

- (axisens i3 opranizauii saxucty iHdopmartii 3 obMexenim JIOCTYITOM,
axisenn 3 iHopMALTAHMX TEXHOIOTI,

daxisews 3 pexxumy cekpeTHocTi,

taxisens 3 oprasizawii Ta NPOBEAEHHS TECTYBAHHSA HA TIPOHUKHENHA,

= MEHE/DKEP CHCTEM 3 TH(opMailiiiHOI He3neKH,

- aHAMTHK chcTem 3abesneuennsa kibepbesnexn,

- aaminictparop 6a3 naHuX,

- 8/IMIHICTPATOP KOMII IOTEPHUX CHCTEM Ta MEPEK,

- aynurop 3 kibepbesnexy,

- po3pobrux sacobis saxucTy indopmari,

- APOCKTYBaIbHHK CHCTEM 3aXUCTY TH(opMaLtii,

- NPUKNAJHKUA NTPOrpaMicT,

- MPOBLAHKH cuierianict/kepiBHUK ciyxGu T31, TOLIO,

Ta MDKHAPOAHOT CTAaHAApTHOI Kaacudykai apodectit (International
Standard Classification of Occupations 2008 (1SCO - 08): 2529 Security
specialist (ICT).

Icuye moxkausicts oTpumaty  Mikuaponsi ceprudivaty B ranysi
kibepbesneku.

MNoganslie HaByaHHA

MOXKNHBICTL NIPONOBKUTH HABYAHHS Ha APYromy (Marictepckomy)
PIBHI BHMILOI OCBITH 3a cnewiaisHictio 125 «Kibepbesnexa Ta 3axuct
indopmarii» abo THIIMMHA CTIOPLAHCHUMHU (CyMDKHHMHA)
CHCLIANBHOCTAMH  raiy3i 3manb  «lndopmaiiiini TEXHOJIOTIY, (10
Y3TOLKYIOTECS 3 OTPHMAHHM JUIIOMOM Gakaiaspa.

MosmBicTs minsuenns  kpanidikauii 1a OTPUMaHHA AOAATKOBO]
HIC/AANIIIOMHOT OCBITH,




> — BuknagaHHa Ta ouiHoBaHHA

BuknapaHHa Ta
HaB4YaHHA

I pyHTYI0TBCS Ha NPHHLMITAX CTYACHTOLUECHTPU3MY Ta IHAMBIAYAILHO-
0COOMCTICHOrO MIAXOJly; DEai3ylOThCa 4EPE3 HABYAHHS HA OCHOBI

JOCTIDKEHb, TOCHIEHHS  NPAKTHIHO! OPIEHTOBAHOCTI Ta TBOPYOI
CpsAMOBaHoCT y  Qopmi komGinawii nexuii, sabopaToHnx pobit,
MPAKTHYHHUX 32HATH, CAMOCTIHHOT HABUANLHOT 1 AOCHIAHHILKOT poGoTH
3 BUKOPHCTAHHAM CIEMCHTIB AMCTAHIIIHHOIO HABYAHHS, PO3B’ 3y BAHHS
MIPHKJIAJIHAX 33144, BHKOHAHHA KYPCOBHX poGIT Ta npoexTtis,
KOHCYmbTaWll i3 BHKNAZAuYaMu,  MIArOTOBKA OakanaBpchKoi
KBajti(ikaiiitnoi pobory.

OuintoBarHA

[ucemosi rta yeui  exsamenn, sanik, 1abopaTopHi  3BiTH, yCHI
npeseHTalii, norounnii KOHTPOJIb, 3aXHCT DaKkanappeyroi poboTu.

6 — Nporpamti KomneTeHTHOCT

IHTerpansHa
KomneTeHTHicTb (IHT)

3natHICTh PO3B’A3YRATH CKNANHI criewianisosani 3ajaui Ta MPaKTUYHI
npobiemu nin wac mpodeciiinoi AisILHOCTI Y ranysi 3ade3neyeHHs
in(opmaniiinoi Gesnexu i/abo xibepbesnexu, wo XapaKTEePU3YE€ThCs
KOMITICKCHICTIO TA HETIOBHOK) BU3HAYCHICTH) YMOB.

3aranbHi
KomneTeHTHocT (3K)

3K 1. 3naTHiCTh 3aCTOCOBYBATH 3HAHHS ¥ OPAKTUYHUX CUTYAIlIsIX.

3K 2. 3uanug Ta pOsyMiHHS mpeAMeTHOT obnacti Ta PO3YMIHHSA
ripodecii.

3K 3. 3natuicts npodieciiino CHiNKyBATHCA XEPIKABHOIO Ta THO3EMHO
MOBAMH K YCHO, TaK 1 MUCLMOBO.

3K 4. BMiHHSL BHABNISITH, CTABMTH T2 BUpiyBatH npobiemu 3a
MPOQECIHNM CTIPAMYBAHHSAM.

3K'5. 3patnicts 10 mowmyky, 06pobreHHs Ta ananizy Hpopmari,

3K 6. 3paruicts peanizoByBaTH CBOI npasa 1 00OB™SI3KM AK wieHa
CyCHifibCTBA, YCBIAOMJIOBATH i(iHHOCTI TPOMaZAHChROTO  (BUIBHOTO
ACMOKPATHYHOI0) CYCHUIBCTBA T4 HEOOXIMHICTH HOIO  CTAIOrO
PO3BHTKY, BEDXOBEHCTBA Mpasa, Npas 1 cBOOOJ MIOAHHK 1 rpOMaiSHIHA
B YKpaiHi.

3K 7. 3parnicts 36epiraté Ta TPUMHOMKYBATH MOPaJIbHI, KyJIbTYpHi,
HAYKOBI UIHHOCTI | MQCATHEHHS CYCHINBCTBA HA OCHOBI po3yMIHHS
icTopil Ta 3aKoHoMipHOCTEH PO3BMTKY npeamertHoi obnaci, i micus y
3araibHIi CHCTeMI 3HaHL MPO MPUPOAY i CYCIIUILCTBO Ta y PO3BUTKY
CYCHUIBCTBA, TEXHIKM | TEXHONOIH, BHKOPHCTOBYBATH pi3HL BUAH Ta
(popMu pyXOBOT akTHBHOCTI Ul AKTHBHOTO BIINOYHHKY TA BEJIEHHS
310POBOTO CIOCODY HHUTTH.

Paxosi KOMNETEHTHOCTI
crieljansHocTi (PK)

@K 1. 3natnicTs 3acTOCOBYBATH 3aKOHOABYY TA HOPMATHBHO-TIPABORY
0asy, a TAKOMN JAEPIKABHI Ta MIKHAPOLHI BUMOTH, NPaKTHKKM 1 CTaHaapTH
3 METOH0 3ilicHeHHs podeciiinoi AiansHOCTI B ramny3i iHdopmariiHoi
Ta kibepbesnexu.

®K 2. 3pathicTs 10 BHKOPHCTAHHS indopManiiiHo-KoMyHiKaIHHIX
TEXHONOTIH, CY4YacHUX METOMIB 1 Mouenei inopmaltiiinoi 6Gesnexu
ta/abo kibepbesnexn.

@K 3. 3partHicTs 10 BHKOPHCTaHHA NPOTaMHUX T4 MporpamMHo-
allapaTHHX KoMiuiekciB 3aco6ip saxucty irdopmauii B indopmattiio-
TENEKOMYHIKALIHHUX (ABTOMATH30BAHHX ) CUCTEMAX.

@K 4. 3paruicts 3aGesneuysatd  HENEPEPBHICTH OizHecy arinno
BCTAHOBJICHOT OMITHKY indopMaLiiinoi ta/abo kibepbesnekn.

@K 5. 3patnicts 3abesneuysati saxucT indopmarii, mo 00pobaseThes
B 1H(OpMAaIiHHO-TeeKOMY HiKaLi HHIX (aBTOMATH30BaHHX) CHCTEMAX 3
METOIO  peamizauii  BCTAHOBJIEHOI mnosiTuiy  inopmauiitnoi  Ta/abo
Kibepbesnekn.




®K 6. 3patHicts BIZHOBIOBATH  INTATHE  (yHKUIOHYBAHHSA
inopMauiinmx, iHpOpPMALLIFiHO-TeNIEKOMY HiKali HIMX
(aBTOMATH30BAHWX) CHCTEM  HiC/s peajnzaryi 3arpo3, 3AIHCHEHH:

Kibepatak, 360iB Ta BIAMOB PisHUX KTACiB Ta NOXOJUKEHHS.

OK 7. 3nathicTh BIpOBa/LKYBATH Ta 3a0e3meuynaty Gynxionysanns
KOMTLICKCHUX cucTeM 3axucTy iHdopmauii (komnnekcu HOPMaTHBHO-
NPABOBUX, OprauizatifHuX ta TeXHiYHUX 3ac00iB | METONB, IPOLEAYD,
IPaKTHYHHX NPUIHOMIB Ta iR.)

®K 8. 3natnicTs 3nilicHionaTH NPOUCAYPH YIPABIIHHA THUMJICHTAMM,
NPOBOAMTH PO3CIIAYBAHHS, HAABATH iM OLUHKY.

@K 9. 3paruicts 3aiiicHiosaTH nMpodecikiny miampHicTs Ha oCHOBI
BIIPOBAIDKEHO!  cucTemMM  ynpamainns  indopmanifinoro  1a/a6o
kibepbesnexoro.

DK 10. 3aaTHiCTh 3aCTOCOBY BaTH MCTOAM Ta 3aC06H KpHOTOrpaditHoTo
Td TEXHIYHOTO 3axucty indopmaiii Ha 06 €kTax iHpopMaLiiiHoi
JUATIBHOCTI,

@K 11. 3natnicts BuKOHYBaTH MOHITOPHHI TPOLECIB (DYHKIOHY BaHHS
iH{popManiiitHux. 1HOPMALITTHO-TEIEKOMY KA fTHIX
(aBroMaTuzOBRANMY)  cuCTeM  arimHo BCTAHOBAEHOT  TONITHKH
inpopmaniiinoi ta/abo kiGepbesnexu.

®K 12, 3nathicts anamizysatu, BHSBISTH TA OLIHIOBATH MOKITHBI
3arpo3H, ypasinuBoOCTI Ta AecTabimi3yioqi UMHHMKH ipopmaniiinomy
IpocTOpy Ta iHGMOPMALifiHUM pecypcam 3rifiHO 3 BCTAHOBJICHOW
HOJITAKOO iH(opManiitol Ta/abo kibepbesnexn.

PaxoBi KOMNETEHTHOCTI
npodeciiHoro
cnpamysants (OKC)

Bubiprosi komnonenmu Gnoxy 0100 “Kivepoesnexa komn’iomepuux
CHCHIEM ma mepedic”

®KC 1.1, 3manus ocHoBHMX mijxomiB 10 oprauizauii THMOBHX
KOMIUICKCIB Ta 3ac0biB saxucry indopmauii B iHpopMaiinux i
KOMYHIKAIIIHUX CHCTeMax.

©KC 1.2, 3uanng HOBMX BITYM3HAHMX Ta MDKHApOIHHX CTaHAAPTIB
indopmaniiinoi Gesnexu.

®KC 1.3. 3uauns 0CHOBHUX MojencH YPasMBOCTEH, 3arpo3 ta arak
IS ODIPYHTYBaHHS BapiaHTis MOGYIOBM aBTOMATH30BAHOL CHCTEMH
MOHITOPUHIY  indopMauifinoi  Gesneku  uis iHopMaiiinux |
KOMYHIKaLIHHIX CHCTEM Ta il OCHOBHHX CKIIAJIOBHX.

®KC 14, 3uauns  rtexmonorii CTBOPEHHS  CHUCTEM  3aXHCTY
KOMITIOTEPHUX CHCTEM Ta MEPEeXC s po3podKKM TAa BH3HAYCHHS
3arajlbHUX  OPHHUMINE  1100YIOBM  CHCTEM 3aXHCTY, 3aBjaHbL Ta
BUXIIHUX JIaHuX, $Ki HeoOXimno BPAXOBYBATH NPH TIPOCKTYBAHHI
CHCTEM 3aXMCTY.

OKC 1.5, Bnauns wmeroauk aHadily, CHHTE3y, OnTUMisamii Ta
IIPOTHO3YBAHHS SIKOCTI 1POUECIB  (yHKILIOHYBAHHS iHopmauiitnux
NPOUCCIB  Ta  TEXHOMOriH B PO3MOAINEHHYX tHpopmaiiino-
KOMYHIKAIIHHUX cHcTeMax.

OKC 16, 3manna 12 smiuus eexTnrio  ouimopaTi  puzHky
NPOHMKHEHHA B IH(opMaLifHO-KOMYHIKALIHI  cucreMu 3
BPaXyBaHHsM YCIX NOTEHLIHHUX 3arpos.

®OKC 1.7, 3Buanbs  cywachux nigxomis 110 inenTHdikanii,
aBTeHTH(iKanii, asropusaunii  npouecie  Ta KOPHCTYBAYiB vy
iHopMatiiHo-KoMYHIKaIHHUX cHCTEMAX.

@KC 1.8. 3nauns cyuachux meToain 3AXHCTY Bijl PYHHYIOUMX KOAIB B
IHDOPMALIAHO-KOMY HiKALIAHMX CHCTEMAX.

®KC 1.9. 3uanns ta npaxriuni HaBuuKy BHKOPDUCTAHHS | 3aXuCTy
XMAPHHUX TEXHOJIOTIH B iH(OpMALiiHO-KOMY HiKani X CUCTEMAX.




OKC 1.10. 3uanus 3 po3pobKM, aaMinicTpyBanHs Ta 3aXHCTY
po3nonineHoi Gasm naHux, sk CYKYMHOCTI B3a€MOIMOB A3aunX 0a3
ABHHX, PO3MIOALICHHX Y KOMII IO TEpHIH Mepexi.

OKC 1.11. uamus ochos KOMIT'IOTEPHHX EKCTIEPTH3 Ta BUSBICHHS
LWKIUTUBOTO TPOTPAMHOTO 3a0e3reueH s,

Bubiprosi  komnonenmu onoky 0200 “Cucmemu mexniunozo
saxucmy inghopmayii, asmomamusayis it 06podru”

®KC 2.1. 3narnicts 00rpyHTOBYBATH Ta peaii3oByBaTH CHCTEMy
3AXHMCTY  IHOOPMALIHHUX pecypeiB 3 oBMeKeHuM JOCTYIOM  Ha |
ob'extax IHPOPMANIHTHOT AiSABHOCTI,

DKC 2.2. YMiHHS NPOBOAWTH aTecTaliio (coupatouncs Ha o6iik T2
00CTEMEHHS) peskiMumx TEPUTOPIH (301), MPUMILIEHD TOWWIO B YMOBax
AONCPHKAHHS  PEKUMY CEKPETHOCTI i3 (ikCyBaHHAM pe3yibTaTiB y
BIATIOBUIHHUX AOKYMCHTAX.

OKC 23. Vminus sailicaiopary OUWIHKY BIMUIOBITHOCTI CHCTEMM
3aXHCTY iH(OpMaLLi aBTOMATH30BAHOT CHCTEMH CBOCMY NPHU3HAYCHHIO
BIAIOBIITHO 10 BHMOT MII0UNX CTAHAPTIB.

@KC 2.4. 3parnicts 10 BUKOPHCTAHHA 3aCO0IB 3aXMCTY NPOrPaMHOro
3a0e3nevenus  Bi  HECAHKIIOHORAHOIO KOMIIOBAHHS,  BILTUBY
KOMII"IOTEPHUX BipYCiB TOLIO.

OKC 2.5. 3narnicts a0 saificHenss Texuiunoro obcnyrosysantis,
KOHTPOJIIO 1 AIarHOCTHKH KOMILIEKCHOT CHCTEMHU 3axMCTy 1Hpopmanii B
oprasizaii.

DKC 26, Yminug Gynysaty Ta BHKOPHCTOBYBATH KOMILICKCHY
CHCTEMY 3axHCTy 1HpopMarti B opranizamii.

DKC 2.7. Yminnus Oprani3yBatH MOHITOPMHI CTaHy indopmaniiinoi
CHCTEMH Ta aHANI3yBATH NOPYIIEHHs IHQOPMALiiiHOT GesneK.

®KC 2.8. 3narnicts BHUKOHYBATH CHELIANbHI JOCIH IDKEHHS TEXHIYHUX |
fTporpaMHO-anapaTHuX  3acofiB  3axucty  06pobkH indopmanii B
tHOPMALLHHO-TeIeKOMY HiKALTHHIX CHCTEMAX,

DKC 2.9, Vwminnn auwanisysatw suay i bopmu  indopmanii, o
TOTANAIOTH T JIK0 3arpo3; BUAH, METOAN i LLISXY peamasaiii 3arpos
HA OCHOBI aHami3y CTPYKTYpH Ta amicTy inopmauiiinux npouecin
HPUEMCTB, YCTAHOB, Oprasizauii, uiiell Ta 3aBRaHb X AiMIBHOCTI.
DKC 2.10. Yminus MPOrHosysaTy crTan IHQOPMALIHHOI 6e3rekn
NIAMPHEMCTBA,  YCTAHOBH, opraizauii i BM3HAYATH  BrUINB
SEKTHBHOCTI 3aNisHUX 3aX0/iB i 32c06iB TEXHIYHOrO Ta MPOrpamMHOro
3axucTy iHdopmanii.

@®KC 2.11. Bonominns nocsigom y4acTi y mnposeneHHi atecramii
00'eKTiB, NPHMIICHD, TexXHIYHAX 3ac00iB, cHcTeM, mnporpam i
ANTOPHTMIB MA NPEAMET BIANOBIAHOCTI BUMOraM AepyaBuux ado
KOPTIOPaTUBHUX HOPMATHBHHX JIOKYMEHTIB IO/10 3axucTy indopmarii.
Bubipkosi komnonenmu onoky 0300 “Ynpaeninnua inpopmaninnor
besnexorn”

DKC 3.1, Znarnicrs Buropucrosysartyt npodeciiino-npodinsosani
SHAHHA W MPAKTHHI HABUYKK JUIS BUDIIIEHHS NPAKTHIHIX 3aBHaHbL B
Tajlysi ynpasjiiHHs [HPOPMALIHHO 6E3MeKoto.

®KC 3.2, 3narnicts OOTPYHTOBYBATH Ta peanizoByBaTH CHCTEMY
3axuCTy IH(pOpMAiiHUX pecypeiB 3 0OMEekKEeHHM JIOCTYNIOM  Ha
ob'extax iHGOpManiiHOi MisILHOCTI.

OKC 3.3, Yminus npooauTn atectaliio (cumpatouncek Ha 06aik Ta
O0CTEREHHS) PERUMHNX TEPUTOPIH (30H), NPUMILLEHD TOILO B YMOBAX
AORCPXKAHNS  PEXKUMY CEKPETHOCTI 13 (iKCyBaHHIM pe3ysibTaTiB Y
BIATOBIAHIX JIOKY MEHTAX,




OKC 3.4. YMinHs ananizyBaTH PH3HKH IS OLIHKH peanbHUX 3arpos
TMOPYLUCHHS 3aXUCTY Ta OXOPOHM.
@©RC 35. 3pammicts  spuilicHioaTn  npaBose  3a0€3MEYCHHS

indopmaniitnoi  Gesnexu, [POTHO3YBAHHA  Ta  MOJEMIOBAHHA B
cowiansHii chepi.

DKC 3.6. 3paruicts cTBOpIOBATH, BIPOBAKYBATH, MOHITOPHUTH Ta
BIOCKOHANIOBATH CHCTEMY MEHEKMEHTY iHdopMaiiiinoi Gesnexu
NIUTPHEMCTRA (yCTAHOBH ).

DKC 3.7. Yminng pearypary na inuuaenty iH(OpMaLiiHoi Be3mexn:
®KC 3.8. 3uaruicts nposoanTH ayANT THAMPUEMCTB (YCTaHOB) 3a
IH(opManiiiHowo He3nexoro.

OKC 39 VYwminng s6upatn Ta ananisysatm  suxian nami  juis
MPOCKTYBAHHS CHCTEM 3axuCTy iH(opMalli, BU3HAYATH BUMOrHM,
SHIHCHIOBATH NOpIBHANBHUH  aHadis MACHCTCM 34 HOKa3HUKaMi
iHdopmaLiiinoi Gesnexu.

®KC 3.10. Yminns OpramizoByBaTH 1 NIATPUMYBATH BUKOHAHHS
KOMILICKCY 3aXOMIB 3 iH(OpMaLiiiboi Gesnexy, ynpasastu MPOLECOM
IX peanizawii 3 ypaxyBaHHAM BUDILYBAHMX 3aBAAHb | opradizauiinoi
CTPYKTYypy 00'€KTa 2aXUCTY, 30BHIIHIX RILTHBIE, HMOBIDHUX 3arpo3 i
PIBHS PO3BHTKY TEXHOJIOTTH 3axueTy indopmanii.

@OKC 3.11. YmiHus GopMyBATH KOMIICKC 3aXOLiB 3 iHpopManifinoi
Oesnekn 3 ypaxyBamHsM  Horo npaBoBoi  oOrpyHTOBaHOCTI,
aAMIHICTPATHBHO-YIIPABJIHCLKOI,  TEXHIYHO} peamizoBaHocTi  TA
€KOHOMIYHOT I0INLHOCTI,

Buobipxoei xomnonenwmu 6noxy 0400 “Aominicmpyeanua cucmem
Kibepbesnexu”

DKC 4.1. Bonoginus Me0Toa000Ti IMHU NPOBE/ICHHS OLIHKH PH3HKIB
Ta  TNPOAKTHBHOTO  BHSABIICHHHA 3arpo3, BMIHHA ineHTH(iKyBaTH
BpazauBocTi iHdopmMauiiinoi Gesnexu Ta 3acTOCOBYBATH e(eKTuBHI
THCTPYMEHTH I8 X TIOMSLIEHHS.

PKC 4.2, Yminus nanucat nomithky kibepbesnekn Ha 006 ekri
iH(opmauilinoi aisupHoCTI, CIMPaOYHCh HA MDKHAPOHI TA BITYUMIHSIHI
CTAHNIAPTH, A TAKOXK 3aCTOCOBYBATH KPALli ICHY O] ITPAKTHKH.

®KC 43. Ymiung npamoBatd i3 iHHMACHTaMH 1HopManiitnol
Oesmeku, BHKOHYBATH  iX OLIHKY, BHM3HAYATH MNpIOPUTETH T4
AHANI3YBATH THLUNEHTY.

®OKC 4.4. 3naruicts ONpaubOBYBATH Ta AHANI3YBATH HKYPHAJM
PeECTpatlii MoiH, yMiHHA PO3POBIISITH CHHTAKCHYH] aHaNI3aTOPH.

OKC 4.5, YMinug BUSBASTH WIKCUINBE fiporpamue 3abesneuenHs rta
3NATHICTh 34CTOCOBYBATH MPWHLIAINN | METOXNTH e(eKTHBHOT HPOTHAII.
DKC 4.6, Vminna nposoautu KPHMIHANICTHYHY CKCIEPTH3Y CHIiiB
Kibeparak B kibepueTniaaomy NPOCTOPI.

OKC 4.7. Ymiuus pospobusti Nporpamue 3a0e3reyeHHs i3 BUSBACHHS
WKIUIMBHX Nporpam i kibeparak.

DKC 48  Z2narsicrs 2abesniedysatit  3axmer  indopmawii, 1o
00pobnseThes B cucrTeMax kibepbesneky, 3A1HCHIOBATH
AJIMIHICTPY BAHHS TAKHUX CHCTEM T4 iX CKCILTYaTalllo.

DKC 4.9. 3narnicts sukonysaty MOHITOPHHI JaHKX, KOMIT I0TEPHUX
3JIOBXXHBAHD TA AHOMAJI A,

OKC 410, YMiuug aHamszysatd  indopmaitito, HanaHy
IHPOPMAUIHHIMH CHCTEMAME, 3 METOI) BUSBICHHS THIIOBHX 03HaK
MONUIMBOTO HECAHKLIOHOBAHOTO OCTYITY.

@®KC 411, VYminas  saificHionaTy aAMIHICTPYBAHHA  11IJICHCTEM

inQopMaNiiiHOT esneku 06'eKTa, a TAKOK NMiJICHCTEM NepeAayl IaHux, |
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7 —Pe3ynbTaTi HaBYaHHA

3HaHHa (3H)

3azanvui no cneyiansnocmi:
3H 1. 3acrocoByBaru 3HaHHA [epXaBHOI Ta 1HO3EMHOI MOB 3 METOIO

3abesrieuents edekTuBHOCTI nIpodeciiiioi komyHikanii,

3H 2. OpranizoBysatu BiiacHy npodeciiiny AisibHICTb, 0o6MpaTH
ONTHMAJbHI  METOAH Ta  crnocoOM  pO3B’S3YBaHHN  CKJIAHUX
CHeUIAI30BAHMX 3aay Ta NPaKTHUHUX npobieM y npodeciituiit
JISIBHOCTI, OLIHIOBATH IXHIO CPCKTHBHICTD,

3H 3. BukopucToByBaTi pe3yabTaTH CaMOCTIHHOIO MOMYKY, aHANI3y Ta
chnTesy inQopmanii 3 pisHUX JpKepen i e(eKTMBHOTO pilieHHS
CIIela1i30BaHuX 3a1a4 npodeciiHol AisIbHOCTI.

3H 4. Awanisyearw, aprymeHTyBatd, mpuiMaTH pilieHHs IpH
PO3B’3aHHI CKNAJHUX crieniani3oBaHuX 3aay Ta NPaKTHYHUX Apobriem
y npodeciituiil QisTbHOCTI, sIKI XapaKTepu3ylOThCs KOMIUIEKCHICTIO Ta
HEIOBHOIO BU3HAYEHICTIO YMOB, BiZINOBINATH 32 NPUMHATI piureHHs.

3H 5. AnantyBaTics B yMOBax 4acToi 3MiHH TEXHOJIOTIH npodeciiinol
LUsNBHOCTI, NPOTHO3YBATH KiHLEBUIA pe3yabTar.

3H 6. KpuTHYHO OCMHCIIOBATH OCHOBHI TeOpil, NPHHUMIIN, METONA i
MOHATTS y HABYaHHI Ta npodeciiiniit aisapHOCTI.

3H 7. JliaTh Ha OCHOBI 3aKOHONABYOI T HOPMATHBHO-NIPaBOBOT Gasu
Ykpainu Ta BHMOr BiINOBIZHWX CTaHApTIB, y TOMY YHCHI
MDKHAPOIHUX B rany3i inopmantiiinoi Ta/abo xibepbesnexn,

3H 8. Totyparu uponosuuii [0 HOPMATHBHMX aKTiB  [IOJO
3abesneueHHs iH(opMaiiiHoi Ta/abo kibepbesnexy.

3H 9. Bnposamxysati npoiecH, 110 6a3yloTbes Ha Hal[iOHASBHHUX Ta
MDKHApOAHHMX CTaHJapTax, ifeHTH(]IKaLii, aHanizy Ta pearyBaHHs Ha
iHumIeHTy indopMauiiinol Ta/abo kibepbesneku.

3H 10. Buxonysaru aHaniza Ta AeKOMIO3MUIO indopmariiito-
TEIEKOMYHIKAL[iifHHX CHCTEM.

3H 11. Bukonysaru aHanis 38’s3kiB MK iHpOpMalifiHuMy nporecaMu
Ha BiJaleHHX O0UHCTIOBANLHHEX CHCTEMAX.

3H. 12. Pospobusit MOzeIi 3arpo3 Ta nopy1HHKa.

3H. 13. Amamisypatm mnpoektd iH(pOpMALiHHO-TETeKOMYHIKALIHHIX
cucteM 0azyrouuch Ha CTAHJAPTH30BAHHWX TEXHONOTIAX Ta MPOTOKONAX
nepeaaui JaHux.

3H. 14. Bupimypaty 3aBOaHHs 3axXuCTy nporpaM Ta iHopmarii, mo
o0pobnsetbes B iH(opMaLiiiHO-TeseKOMY HIKALLIHHUX  cuCTeMax
nporpaMHo-anapaTHHMH 3acofaMu Ta aBaTH OLIHKY pe3y/bTaTHBHOCTI
AKOCTI NIPUAHATUX PilLEHB.

3H. 15. BukopucToByBaTH CyuacHe MporpaMHo-anapTHe 3abesneueHs
3acobaMu Ta JaBaTth OLIHKY Pe3yJIbTATUBHOCTI HKOCTI NPUUHSTHX
pilLIEHB.

3H 16. PeamizoByBati KOMIUIEKCHI CHCTEMH 3axucTy iHdopmauii B
aBTOMaTU30BaHuX  cuctemax (AC) opramizauii  (nmignpuemcTsa)
BIANOBIAHO JI0 BAMOT HOPMATHBHO-NPABOBUX JOKYMEHTIB,

3H 17. 3abesmeuysaru mnpoiecH 3aXUCTy Ta (QYHKIIOHYBaHHS
iHopmaniliHo-TeneKOMyHIKALIMHAX (ABTOMATH30BAHMX) CHCTEM Ha
OCHOBI NPAKTHK, HABHUYOK Ta 3HAHb, WOAO CTPYKTYPHHUX (CTPYKTYPHO-
JIOTIYHUX) CX€M, TOMOJIOTIT Mepexi, CyyacHHX apXiTeKTyp Ta Mojeiei
3aXHCTY €JICKTPOHHHMX iH(opManiliHux pecypciB 3 BioOpakeHHAM
B3aEMO3B’A3KIB Ta iH(opMaLiiHKX IOTOKIB, OPOLECIB /s BHYTPILIHIX i
BILIANEHHX KOMITOHET.,

3H 18. BuxopucroByBaTH n[porpaMHi Ta [POrpamMHO-anapaThi
KOMILIEKCH 3aXHCTY iHDOpMalliHHHUX pecypeiB.
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3H 19. 3acrocoByBaru Teopii Ta METOAM 3aXHCTy s 3abe3neyeHHs
6e3nexu iHpopmailil B iHpopMaLiiHO-TeNEKOMY HIKALIHHMX cHCTEMAaX.
3H 20. 3alesneuyBatu (QyHKUIOHYBaHHA CIELiaJIbHOTO MPOrpaMHOro

3abe3neueHns, oo 3axucTy 1HbopMaLil BIT pyHHYIOUHX NPOrpaMHuX
BIUTMBIB, pyHHYIOUMX KouiB B iHpopMauifiHO-TeNeKOMYHIKAIIHHHX
cUcTEMaXx.

3H 21. Bupinrysatyu 3amadi 3a6e3neueHHs Ta Cynposoay (B T.4.: OTJIAf,
TECTYBaHHS, TIJA3BITHICTh) CHCTEMHM YIPaBiiHHA JOCTYNOM 3TiJHO
BCTAHOBJIEHOT NOJITUKK Ge3neky B indopMauiitnux Ta indopmauiiio-
TEJIEKOMY HIKALIMHUX (aBTOMATH30BAaHUX) CHCTEMAX.

3H 22. Bupiurysatn 3ajaui ynpasimiHHA mpouedypaMu ineHTHdikanii,
apreHTudiKauii, asropmsamii  mpouecis i KOpHCTYBa4iB B
iHopMalliiiHO-TeNneKOMy HIKalifHUX CHCTEMax 3TiIHO BCTAHOBIEHO!
NotiTHKY iHpopmMaltiiiHoi i/afo kibepbesnexy.

3H 23, PeanizoByBaTM  3aXxoam 3 IPOTHAII  OTPHMAHHIO
HECAHKIIIOHOBAHOTO JOCTYTY [0 iH(pOpPMALIiHKX pecypciB i npolecis B
tHOpMaLiHHIX Ta iHbopmaniitHo-TeeKOMyHiKaLiHHIX
(aBTOMaTU30BaHHX ) CUCTEMAX.

3H 24. BupiuryBaTtu 3asaui ynpaBiiHHsA J0CTYNOM 10 iHpopMamiiHux
pecypcie  Ta mpouecis B indopMmauiiinx Tta  indopmauiiiHo-
TEJNIEKOMYHIKAIIHHIX (ABTOMAaTH30BaHMX) CHCTEMAX Ha OCHOBI Mozenei
YOPABITiHHSA HOCTYNOM (MaHJaTHUX, JHCKPELiffHIX, POJTLOBHX).

3H 25. 3abesneuyBaTyt BBeNEHHs MiI3BITHOCTI i CHCTEMH yHpaBIiHHS
JOCTYTIOM JI0 eNeKTpoHHuX iH(opMmaiiifHuX pecypciB i mponecis B
iHhopMaliiHIX Ta iHpopMaIiiiHO-TeIeKOMY HIKaIi HHUX
(aBTOMATH30BaHMX) CHCTEMAaX 3 BUKOPHCTAHHSM JKypHaNliB peecTparil
TNOJiH, X aHAJII3Y Ta BCTAHOBJIEHHX NPOLEAYP 3aXHCTY.

3H 26. BnpoBamicyBaTH 3ax0/1 Ta 3abe3redyBaTi peaizaliiio npouecis
NONEPEKEHH OTPMMAaHHIO HECAaHKIIOHOBAHOTO JOCTYMY 1 3aXHMCTY B
iHpopMaiHHIX Ta iH(popMaLiHHO-TeTeKOMY HIKaII AHHX
(aBTOMATH30BaHMX) CHCTEM HA OCHOBI €TaJOHHOI MOZEN B3aeMOMIT
BIIKPUTHX CHCTEM.

3H 27. Bupimysaty 3amadi 3aXHCTY NOTOKIB JaHux B iH(OpMaIifiHuX
Ta in(opmauiiiHo-TenexomyHikauiiiHuX (ABTOMATH30BaHHX) CHCTEMAX
3H 28. AmanizyBaTu Ta NPOBOAMTH OWIHKY e(eKTUBHOCTI Ta piBHA
3aXMINEHOCTI  pecypciB  pi3HMX KkiaciB B indopmauiiiaux Ta
iHopmariitHO-TeNleKOMy HIKAIIHHNUX (ABTOMATU30BAHUX) CHCTEMAx B
X0l TpoBefeHHS BHUIPOOYBaHB 3TIMHO BCTAHOBJICHOT IONITHKH
indopmauiitnoi ta/a6o kibepbesnexy.

3H 29. 3nilicHioBaTH OLIHIOBAHHA MOMKIMBOCTI peai3alii noTeHiHHIX
3arpo3  indopmauil, mo  obpobmserscas B indopmauiiino-
TENEKOMYHIKAIIHANX  cHcTeMaX Ta e(EeKTHBHOCTI BUKOPHUCTaHHA
KOMIUIEKCHUX 3acofiB 3aXMCTy B yMOBaX peanizaiuil 3arpos pisHux
KJ1aciB.

3H 30. 3pificHioBaTH OIHIOBAHHA MOMJIMBOCTI HECAaHKLiOHOBAHOIO
AOCTYITY 10 eNeMeHTIB iH(popMalifHO-TelIeKOMY HIKALIHHIX CHCTEM.
3H 31. 3acrocoByBati Teopil Ta METOAM 3aXMCTy nns 3abesnedeHHs
Oe3nexu eneMenTiB iH(pOPMaIHHO-TEIEKOMYHIKALIHHIX CHCTEM.

3H 32. BupimypaTu 3ajaui ynpasniHHs NPOIECAMH  BiJHOBIGHHS
TaTHOrO  (YHKUIOHYBaHHS  iHOpMAaIiiHO-TeIeKOMYHIKAHHUX
CHCTEM 3  BUKOPUCTAHHAM  TPOLENYP  pE3epBYBaHHAM  3TiZHO
BCTAHORJIEHOT NOJMITHKY OE3MeKH.

3H 33. Bwupiwysaru 3apaui 3aGesneuenns Oesmepepshocti 6Gizec
[POLECiB OPraHizaiii Ha OCHOBI TeOpil PU3MKIB.
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3H 34. Tlpmitmati yuacts y po3polui Ta BrpoBa/uKeHHI crparterii
indopmauiiinoi 6esnexy Ta/abo kibepdesneku BiANMOBIAHO A0 Hine i
3aBJaHb OpraHizanii.

3H 35. Bupiurysatu 3ajiaui 3a6e3neyeHns Ta CynpoBOAYy KOMITEKCHUX
CHCTEM 3axXMCTy iH(OpMalll, a TAKOXK MPOTHAISTH HECAHKI[IOHOBAHOMY
noctymy no inopmaniiiHux pecypcis i npouecis B indopmaniiuux Ta
inpopmManiiiHo-TeneKOMy HIKaIIHHUX ~ (aBTOMATHU30BAHMX) CHCTEMaXx
3riHO BCTaHOBJIEHOT NONITHKH iHhOpMauiiinoi i/abo Kibepbesneky.

3H 36. BussnaTu HeGe3neuni curuajiM TeXHIYHKUX 3aco6iB.

3H 37. BumiproBatu napaMerpd HeGe3E€YHUX Ta 3aBajOCTiHKUX
CHIHAJIIB Iifl 4ac IHCTPYMEHTAJIbHOTO KOHTPOJIIO IIPOLECIB 3aXHCTY
inpopMmarii Ta BUINAUATH e(EKTUBHICTL 3axucTy iHQpOpMANl BiX
BHTOKY TEXHIYHHMH KaHaJaMu BiNOBIZHO 10 BUMOI HOPMATHBHMX
JIOKYMEHTIB CHCTEMH TEXHIYHOr0 3axXucTy iHbopmaliii.

3H 38. IurepmperyBaTH pe3yJeTaTH NPOBENEHHSA  CHELIATBHHUX
BUMIDIOBAHb 3 BHUKOPHUCTaHHAM TeXHIYHMX 3acobiB, KOHTPOJIO
XapaKTepUCTHK iH(opMaliliHO-TeneKOMy HiKal[iHHIUX cHCTEM
BI/INOBIZHO JI0 BUMOT HOPMATHBHHX JOKYMEHTIB CHCTEMH TEXHIYHOIO
3aXMCTy iH(popMaLii.

3H 39. IlpoBoauT atecraiiw (cnuparoyuch Ha 00JiK Ta 06CTeReHH)
PEXUMHMX TEPUTOPIH (30H), NPHMIILEHb, TOIIO B YMOBAX NOJEpKAHHS
PEXHUMY CEKPETHOCTI 13 (IKCYyBaHHSIM pe3yJbTaTiB Yy BIANOBIAHHUX
JIOKYMEHTaX.

3H 40. IdrepniperyBat pe3yfibTaTH [POBEACHHS  CHEUIAIBHUX
BUMIDIOBAaHb 3 BHKODHUCTAHHSM TEXHIYHHX 3aco0iB, KOHTpOIIO
xapaktepuctuk ITC BianoBigHO IO BHMMOI HOPMATHBHHX NOKYMEHTIB
CHCTEMH TEXHIYHOI0 3aXHCTy iH(popmaii.

3H 41. 3abesneuyBatu HenepepBHICTh MPOLECY BEACHHS JKypPHATIB
peectpauii mnoniii Ta iHUMIEHTIB HA OCHOBI aBTOMATH30BAHUX
npouenyp.

3H 42. BnpoBamkyBaTi npoiiecy BUSBICHHS, iienTrdikanii, ananisy ta
pearyBaHHs Ha IHUHAeHTH iHPopMaLiiiHol /abo kibepbesnexmu.

3H 43. 3acTocoByBaTn HaLliOHAIBHI Ta MDKHAPOJHI PETryJIIOOU] aKTH ¥
chepi  indopmauiiinoi  Gesnexu  Ta/abo  kiGepGesmeku A
PO3CIIily BaHHS IHIMIEHTIB.

3H 44. BupiuryBatu sagaui 3abesneuenss 6Gesnepepsuocti GizHec-
MpOUeciB opraxizailii Ha OCHOBI Teopil PHM3MKIB Ta BCTAHOBIEHOT
CUCTeMH  ympaBiiHHS  iHdopMmauiiinolo  Gesmexoro, 3rigHo 3
BITYM3HAHMMH Ta MKHAPOAHAMH BUMOTAMA Ta CTAHAAPTaMH.

3H 45. 3actocoByBaTn pi3Hi Knacu mosiTvK iHpopMmaniiiHo! Gezmexn
Ta/abo KibepOesmeku, 1w GasyroThCs HAa  PU3UK-OPIEHTOBAHOMY
KOHTPOJI JOCTYIy /1o iHhopManiiiHuX aKTUBiB.

3H 46. 3pilicmoBaty aHani3 Ta MiHiMi3auilo pusukis  06pobku
indopmanii B indopmaiiiiHo-TeileKOMyHiKaifinuX cHcTeMax.

3H 47. Bupiurysaty 3apaui 3axucty indopmanii, wo o6pobiaserscs B
iHpopMauifiHO-TeNEKOMY HIKAUIMHUX — CHCTEMaX 3 BHKOPHCTAHHAM
CYy4YacHMX METO/IB Ta 3aco0iB KpunTorpadiuHoro 3axucry indopmarii.
3H 48. BHKOPHCTOBYBATH BMPOBAIKEHHS Ta MIATPUMKY CHCTEM
BHUABJIEHHS ~ BTOPTHEHb  Ta  BHKOPHCTOBYBATH  KOMIIOHEHTH
KpunrorpapivHoro 3axucty s 3abeslieyeHHs HeoOXimHOTo piBHS
3axuiiedocTi  imgopmanii B iHdopMamifiHO-TesIeKOMYHIKaLIHMX
cUcTeMax.

3H 49. 3abe3nevyBaru HainexHe (YHKUIIOHYBaHHSI CHCTEM MOHITOPUHIY
iHpopmMaliiauX  pecypcie i mpouecis B iH(opMaiiiHO-
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TENEKOMYHIKALIIHHUX CHCTEMaX.
3H 50. 3abe3nevyBaTd (pyHKIIOHYBaHHS MPOTPaMHUX Ta [POrPaMHO-
arapaTHUX KOMIUIEKCIB BHSBJIEHHA BTOPIHEHb PI3HUX PIBHIB Ta KJ1aciB

(CT&THCTH‘!H?IX, CUTHATYPHHX, CT&THCTH‘{HO-CHI‘HHTY})HHX).

30 51. Iliztpumysatu  npauesjathicte Ta  3a0e3neuyBatu
KOH(IrypyBaHHA CHCTEM BHSIBAEGHHS BTOPTHEHb B iH(oOpMauiliHo-
TEeJIEKOMY HIKaLiHHHX cucTemax.

3H 52. BuxopucToByBaTH iHCTpYMEHTapiil 11sl MOHITOPUHIY TPOLIECIB
B iH(opManifiHO-TeIeKOMY HiKaLlifiHUX cHCTEMaX.

53. BupimyBaTu 3ajaui aHamisy MNpOrpaMHOTO KONy Ha HAsBHICT
MOMUIMBHX 3arpo3.

3H 54, VepimommioBatd MIHHOCTI  IPOMAISHCLKOTO  (BIIBLHOTO
AEMOKpPaTHYHOI0) CYCINbCTBA Ta HeoOXimHicTe ioro crasnoro
PO3BUTKY, BEpPXOBEHCTBA nMpapa, mnpaBa 1 cBobon moguHU |
rpoMajsiHuHa B YKpaiHi.

Hna 6oy 0100 “Kibepbesnexa komn’romepnux cucmem ma mepesc”
3H 1.1. 3abesneuyBaru mnpouecd 3axucty Ta (YHKUIOHYBaHHS
indopmanifino-TenekoMyHiKauiiHUX (aBTOMATH30BAHMX) CHCTEM Ha
OCHOBI MPAKTHK, HABHYOK Ta 3HAHb, [OJ0 CTPYKTYPHUX (CTPYKTYpHO-
NOriYHUX) CXE€M, TOTIOJIOTT Mepedxi, CydacHUX apXiTeKTyp Ta MojeleH
3aXHCTY €NEKTPOHHMX iH(QOpMauiiHUX pecypciB 3 BigoOpakeHHIM
B3a€MO3B’A3KiB Ta iHpOpMaLifHAX NOTOKIB, IPOLIECIB IS BHYTPIILHIX i
BiJJaJIEHUX KOMITOHET.

3H 1.2. 3a6esneuyBati (yHKLIOHYBaHHS CHE{albHOTO IIPOrPAMHOTO
3a0e3neyenHs, 010 3aXHCTY iHGOpMALIT Bill pyHHYIOUMX TPOTPAMHUX
BILIMBIB, DPYHHYIOUMX KofiB B iudopmauiiino-TeeKoMyHiKaliinux
cucTeMax.

3H 1.3. Bupimysaru 3azaui 3axucty iHdopmarii, mo o6pobiseTses B
inpopmanifiHo-TenekoMyHiKauifiHUX cHCTEMaX 3  BMKOPMCTaHHAM
CyYacHMX METOJIB Ta 3aco0iB kpuirrorpadiuHoro 3axucry iHdopmarii,
3H 1.4. BuxopucTOBYBaTH BIpOBaDKEHHS Ta MATPHMKY CHCTEM
BUSIBJICHHA  BTOPTrHEHb  Td  BUKOPHCTOBYBATH  KOMIOHEHTH
kpunrorpadiyHoro 3axucty i 3abesneueHHs HeoOXiIHOro piBHs
saxuuieHocTi  indopmanil B indopmauiiio-TeeKoMyHIKaIiHIX
cucreMax.

3H 1.5, 3abesneuyBaty HanexHe (QYHKUIOHYBAaHHS  CHCTEM
MOHITOpHHTY iH(OpManiiHuX pecypciB i npouecis B indopmanifino-
TENEKOMYHIKAIIMHUX cHCTEMAaX.

HAan 0200 “Cucmemu  mexniunozo  3axucmy  indopmanir,
aemomamusayin it o6pobxu”

3H 2.1. 3parnicTh BUKOPUCTOBYBATH YMIHHS 338 €KCIEPHMEHTalbHUMHE
PO3paxyHKaMH XapaKTePHCTHK 1 BHOOPOM €JeMEHTIB KOHKPETHOI
aBTOMAaTH30BaHOl CHCTEMHU 3 ypaXyBaHHAM 3alesnedyenss HeoOXigHOro
piBHS 3aXHCTY iH(OpMALi] B opranizaiil (Ha MianpueMcTBi);

3H 2.2. VMiHHA 3aCTOCOBYBATH 3HAHHA TEXHIUHMX XapaKTEPHCTHK,
KOHCTPYKUIHHMX 0COOJIMBOCTEH, IPU3HAYCHHS 1 NPaBUJl eKCIUTyaTauil
yCTaTKyBaHHa Ta oOnajHaHHS IS BUPIUICHHS TeXHIYHUX 3a1a4
CrenianbHOCTI,

3H 2.3. BosofiHHd [paBoBHMH Ta HAYKOBO-OpraHi3al(iifiHuMH
OCHOBAMM TIPOBEJIEHHS JILEH3YBaHHs, arectauii Ta ceprudikauii
o0'exTiB 3axucTy iHdopmalrii;

3H 2.4, 3uanps MareMaTUYHMX METOMIB ONTUMIZAIll 3 METOK
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ollepKaHHsg Halkpalux XapakTepucTHK (BYHKIIOHyBaHHA 3acobiB Ta
CHCTEM;
3H 2.5. 3HanHa MaTeMaTUYHHX MOJe/ieH 3aBjaHb 3a0C3MEUCHHA

idopmattiiiHoi Oe3nexy Ta 3aXUCTy iHbopMaLil.

Hns 6noky 0300 “Ynpasninua inpopmayiimoro 6esnexoio”

3H 3.1. 3nauHg cyyacHMX MOCATHEHbL IHHOBALIMHUX TEXHOJOrIH B
raysi inpopmauiifnux TexHosnorii, kibepbesnexu Ta ynpapiiHgs,

3H 3.2. 3uadHA 1 pO3yMiHHA HAYKOBUX MPUHIMINB, IO JIEKATh B
ocHoBi kibepOe3nexu Ta iHbOpMaiHIX TEXHOJIOTi;

3H 3.3. Bosopiuas MeTojaMy 3araibHOHAYKOBOTO aHanisy y chepi
i opmaniiagx Texnonoriit Ta indopmaniitnoi Gearexu;

3H 3.4. 3patHicTs NpPONEMOHCTPYBATH 3HAHHA T4 PO3YMIHHA
METO/I0JIOTIH  MPOEKTYBAHHs, BIAMOBIAHMX HOPMATHBHHX HOKYMEHTIB,
YMHHHUX CTAHJAPTIB | TEXHIYHHUX YMOB;

3H 3.5. 3narricts npoBoauty ayaut Kibepbesnexu, BUuzHayaTH npodini
3aXMILEHOCTI Ta 3arpo3W Ha MiJANPHEMCTBAX Ta YCTAHOBAX PI3HOTO
MPU3HAYECHHS.

Hna onoky 0400 “Aominicmpysanns cucmem Kibepbesnexu”

3H 4.1. 3naHHA TeXHOJIOrii CTBOPEHHS CHCTEM 3aXHUCTY KOMIT IOTEPHHX
CHCTEM Ta MEpex /Uit po3pobKH Ta BU3HAYEHHS 3arajibHUX MPUHLMIIIB
noOyN0BH CHUCTEM 3aXMCTY, 3aBAaHb Ta BUXIJHUX JAHUX, sKi HeoOXiqHO
BPAXOBYBATH NPH NPOSKTYBAHHI CHCTEM 3aXHCTY;

3H 4.2. 3naHHs# MeTOOMK aHami3y, CHHTE3y, ONTHMI3alil Ta
OpPOTHO3YBaHHS SIKOCTI nNpoiteciB  (QyHKIiOHyBaHHs ixdopMamifHux
npouecis  Ta  TexHonoriii B posnojuteHux  iHpopmauiino-
KOMYHIKaI[IHIX CHCTEMAX;

3H 4.3. Bupiurypati 3aaui aHajiizy nporpamMHOT0 KOAY Ha HasBHICTh
MOZKIIMBHX 3arpos;

3H 4.4. 3paTHiCTE NPOJAEMOHCTPYBATH 3HAHHA CYYACHOTO CTAaHy CIIpaB
Ta HOBITHIX TeXHOJOTIH B Tamysi iHQopMalifHHX TexHonoriH Ta
iH(opMauiitHol Gesnexu;

3H.4.5. 3nanug iHHOBAUIMHKMX TEXHONOTIH AN 3aXucTy iHpopmaiii B
Oaszax naHuX, chcTeMax rnepenaBants iH(opmauii Ta BeG-pecypeax.

KomyHikauis (KOM)

1. yMiHHS CHILIKYBATHCh, BKJIIOYAIOYH YCHY Ta TIHCLMOBY KOMYHiKaliio
YKPalHCBKOIO MOBOIO Ta OJHICI0 3 IHO3EMHHX MOB (@HIJIHCHKOIO,
HIMELBLKOIO, (PPAHIYY3bKOI0, ICTIAHCHKOIO);

2. 30aTHICTE BUKOPUCTAHHA PI3HOMAHITHHX  METOIB, 30KpeMa
iHpOpMaUiHHUX  TEXHONMOTiH, i eQeKTHBHO CHUIKYBaHHS Ha
npodeciiHOMY Ta coLiaIbHOMY PIBHSIX.

ABTOHOMIA i
BiAnosinansHicTb (AiB)

I. 3paTHicTs ananTyBaTHCh 10 HOBHX CHTYAIIH Ta NpUAMATH pilLiCHHS;
2. 34aTHICTH YCBIAOMIIOBATH HEOOXIIHICTh HABUAHHA BIIPOJOBK YCHOTO
YKHUTTA 3 METOX MorubnenHs HaOyTux Ta 3700yTTS HOBHX (DaxoBHX
3HAHb;

3. 3parTHicTe BIANOBINANBHO CTABUTUCH IO BMKOHYBaHO! pobOTH Ta
JOCATaTH NOCTABJICHOI METH 3 IOTPUMaHHAM BHMOI npodeciiinoi
ETHKH,

4. 3paTHICTH JIEMOHCTPYBATH PO3YMIHHS OCHOBHHX 3acajl OXOPOHH
Tipalli Ta Oe3neKy KUTTEISIBLHOCTI Ta [X 3aCTOCY BaHH.

14




8 — PecypcHe 3abesneuenHn peanisauii nporpamu

Crneupdiuni llonan 80% HaykoBO-nefaroriyHMX MNpALiBHUKIB, 3amiHHX O
XapaKTeprUCTMKN BUKJIaiaHHs NPO(ECiiHO-0pieHTOBAHNX JMCUMIVIIH 31 CHeliabHOCTI
KaApOBOro 125 «Kibepbesneka Ta 3axuct idopmaiii» MaioTh HaykoBi cTymeni ta
3abe3nevyeHHs BUEHI 3BAHHI, 3 IPAKTHYHUM J0CBiOM poboTu > 15%.
Cneuudiuni Bukopucranns cysacsoro oGiiaqHaHHs NPOBIAHUX KOMMaHil y ramysi
XapaKTepuCTUKK ipopmauifuux TexHosoriit Ta iHpOpMauiiinoi Gesrexu, 30Kpema
maTepianbHo-TexHiuHoro | Xilinx, Altera, a Takox cTaHgapTH30BaHMX BITUH3HAHHMX arapaTHo-
3abeaneyeHHs TIpOrpaMHUX 3aco0iB 3aXucTy iH(popmaLii, uentp ceprudikauil Kodis,
BUpoOHULTBA «IHCTHTYTY iHpOpMariiinux Texnomoriiy» (M. Xapkis).
Cneundivni Bukopucranus BIPTYaIbHOTO HABYaJIbHOTO CepeOBHINA
XapaKTepPUCTUKM Hanjonansnoro ynisepcurery «JIbBiBehKa nostiTexnika» ra aBTOPChKMX
iHbopmaLliiHo- po3p0o0OoK MpodhecopehKo-BHKIAAAILKOIO CKIATY.
METOLMUYHOTO
3abe3neveHHn

9 — AKkagemiyHa mobinbHicTs

HaujoHanbHa kpegutHa | Ha  ocHOBI  ;BOCTOpOHHIX — JoroBopiB Mk  HamioHaibHUM

MoBinbHICTb yHiBepcuteroM  «JIpBiBCbKa  TONITEXHiKa»  Ta TEXHIYHUMH
YHiBEepcUTeTaMHu Y Kpainiu.

MixHapoaHa kpegutHa | Ha  ochoBi  mBocToponmix noropopis - Mbk  HauionanbHum

mobinbHicTL

yHiBepcuTeToM «JIbBIBCHKA MOJITEXHIKA» T4 HABYAIBHUMHE 3aKIa0aMU
KpaiH-IapTHepIB

HaB4yaHHA iIHO3EMHMX
3806yBaYiB BULLOT OCBITU

MosxnuBe, mic/isi BUBUEHHS KYpCy yKpaiHChKOT MOBH

2. Posnopain smicty ocBiTHbo-nipodeciitnoi nporpamu 3a rpynamMu

KOMIOHEHTIB Ta MKJIAMH [HACOTOBKH

OO6csr HABYAILHOrO HABAHTAXKEHHS 3100yBaya BUILO] OCBITH
(xpenutis / %)
Ne OboB’13K0BI Bubipkosi
. /;! [mkn migrorosku KOMIOHEHTH KOMIIOHEHTH Bcroro _
OCBITHBO- OCBITHBO- 3a BEChb TEPMiH
npodeciiinoi npodeciitnoi HaBYaHHs
nporpaMu nporpamu
I 2 3 4 5
L | Lmssepansae) 701292 12/5 82/34,2
HiATOTOBKH
4. | Lo BRI i 110/45,8 48/20 158/65.8
NiArOTOBKH
DeROrONS HEh TEpiiE 180/75 60/25 240/100
HABYAHHS
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3. Ilepenix KOMIOHEHT OCBITHBO-podeciiinol mporpamu

Kox v/n Komnonents ocBiTHBOI nporpamu Kinpkicts Dopma
(HaBYAJIBHI IUCLMTITIHY, KyPCOBI IpoekTH (poGoTH), KPEIMTIB | TIICYMK.
NpaKTHKH, KBalidikaniiina pobora) KOHTPOJIIO
1 2 3 4
O060B’A3K0BI KOMIOHEHTH cneniadbHOCTI
1. Hukn 3azanvnoi nidzomoexu
CK1.1. | Buma matremaruka 4.l 8 eK3aMeH
CK1.2. | InosemHa MOBa 3a npodeciiinum crpamyBamusM 4.1 3 . 3amik
CK1.3. | OcHoBu inpopmauiiinoi ta kibepuernunoi Gesnexu 3 aud. 3aimik
CK1.4. | TexHororii nporpamysaHss u. ¥ ex3aMeH
CKI1.5. | Ykpaincbka MoBa 3a npodecitinim cnpsmyBaHHsM 3 €K3aMeH
CK1.6. | Disuka 6 eK3aMeH
CK1.7. | Buma matemMatka 4.2 8 eK3aMeH
CK1.8. | [HosemMHa MoBa 33 nipodeciitHuM cripsMyBaHHAM 4.2 3 aud. 3anix
CK1.9. | Icropis pepkaBHOCTI Ta KyabTypu Ykpainu 3 eK3aMeH
CK1.10. | Texnosorii nporpamysanus 4.2 7 €K3aMeH
CK1.11. HOpMa’i‘PIBH.O-HpaBOBE.Bui%aﬁfBﬂelfeHHH Ta Mi)]{.lf{apO,HHi 6 —
cTaH/apTu indopmariiinoi ta kibepHeTHuHOT Hesnekn
CK1.12. | luckpeTHa MareMaTHKA 3 Jd. 3ajik
CK1.13 | Teopisa indopmanii Ta koayBamus 4 eK3amen
CK1.14 | TnozemMHa MOBa 3a npodeciliunm crpsamMyBaHHaM 4.3 3 aud. 3aik
CKI1.15 | ®dinocodis 3 eK3aMeH
Beboro 3a nuki: ‘ 70
2. Huxn npodheciiinoi nidzomoexu
CK2.1. | Komanana pobora 3 aud. 3aik
CK2.2. | Komn’iorepHi Mepesxi Ta ix 3axucT 5 €K3aMEH
CK2.3. | IlporpaMyBaHHs CKPHITOBHMM MOBAMH 4 eK3aMeH
CK2.4. | ba3u mauux Ta 3HaHb 6 €K3aMEeH
CK2.5. | Pospobinienns Gesmeunnx inopmamiifHiuX CHCTEM Ta OCHOBH 6 eK3aMeH
XMapHUX TEXHOJIOr i
CK2.6. | ApxiTekTypa KOMIT'I0Tepa Ta omepalliiiti cuctemy u. 1 5 €K3aMEH
CK2.7. | Web-nporpamysanus 3 eK3aMeH
CK2.8. | CxeMoTexHiKa IPHUCTPOIB TEXHIUHOTO 3axXMCTy 1H(opMaLii 5 eK3aMeH
4.1
CK2.9. | Mertonu Ta 3acofu TexHiunoro saxucty indopmarii . 1 3 ex3aMeH
CK2.10. | OcHOBH 0XOpOHHY npalii Ta Ge3ieKa KUTTEATIbHOCTI 3 CK3aMEH
CK2.11. | Besneka nporpamMHoro 3abesneucHus 4 eK3aMeH
CK2.12. | Kpunrorpadiyni cucrtemu Ta ipoToxosiu 5 eK3aMEH
CK2.13. | besneka inppacTpyKTypy KOMI' IOTEPHUX MEPEXK 6 eK3aMeH
CK2.14. | Texnonorii 6nokyeiiny B kiGep6esneri 4 eK3aMeH
CK2.15. | Mertomu creranorpadii ta CTeraHoaHaiizy 3 €K3aMEH
CK2.16. | Texuonorii poscmiftyBauHs iHUHAEHTIB iHdopmauiiinot 3 eK3aMeH
6e3mexn
CK2.17. | ETudnuit XakiHr B KOMIT'IOTEpHUX CHCTEMAX Ta Mepexax 6 eK3aMeH
CK2.18. | KomnyiekcHi cuctemu saxucty indopmanii 3 CK3aMEH
CK2.19. | basu nanux Ta 3uans (KP) Z . 3atik
CK2.20. | Komm’rorepni mepexi Ta ix saxuct (KI1) 3 aud. 3aiik
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CK2.21. | Apxitektypa koM’ orepa Ta onepaiiiini cucremu 4.1 (KP) 2 qmd. 3amiK
CK2.22. | Kpunrorpadivni cucremu Ta npotoxoss (KIT) 3 Jud. 3aiik
CK2.23. | besneka inppactpykrypu koM 1oTepHux Mepex (KII) 3 Iud. 3aiK
CK2.24. | TexHomorii po3ciiyBaHHs iHIIMAEHTIB iHGOpMAIiHHOT 2 . 3amiK
oesnexu (KP)

CK2.25. | KomnnekcHi cucremu 3axucty indopmarii (KIT) 3 JE(. 3K
CK2.26. | [TpakTuka 3a TeMoro OakaaBpchKoi KBamidikamiiHoi poboTH 3 Jud. 3aiik
CK2.27. | BukonanHs 6akajiaBpchKol KBaidikamniinoi pobotu 9

CK2.28. | 3axuct OakaiaBpchKkoi Kpamidikamiinoi poboTu 3

Bcbvozo 3a yukn: 110

Bcvozo 3a cninvni komnonenmu: 180

BubipkoBi KoMnoHeHTH OCBiTHBO-IpodeciiiHol mporpamu

BubipkoBi 0,10KkH KOMIIOHEHTIB

3. Huxkn 3azanvhoi niozomoexu

Bevozo:

4. Huxn npodpeciiirnoi niozomoexu

Bubipkosi komnonenmu 610ky 0100: Kibepbesneka Komn romeprHux cucmem ma mepexc

Bb1.1.

OcHoBH |HTepHETY peueil Ta aHATITHKA BEJIMKHX HaHUX 4 eK3aMeH
Bb1.2. | ApxiTekTypa KOMI'lOTepa Ta ONEpalliiiHi CUCTEMH, 4.2 6 eK3aMeH
Bb1.3. | Cucremu GaHKiBCBKOI Oe3mekn 4 eK3aMeH
Bb1.4. | Ilpukiagsa kpunrorpadis 3 eK3aMeH
Bb1.5. | CnemianizoBasi MeTou 009HCIICHB B ray3i KibepOes3meku 4 €K3aMeH
Bb1.6. | Indopmariiiino-KoMyHiKaIliliHi CHCTEMH 4 eK3aMeH
Bb1.7. | Metonu Ta 3acobu KpunToaHasisy 4 eK3aMeH
Bb1.8. | Iudposa 06pobka curHaiis Ta 300paxkeHn 3 €K3aMeH
Bb1.9. | Ayaut 6e3nexu cMapT-KOHTPAKTIB 5 eK3aMeH
Bb1.10. | MenempxkmenT indopmartiiiHoi 6e3nexn B €K3aMEeH
Bb1.11. | OcHoBu InTepHeTY peueii Ta aHaiiTHKa Beaukux aaHux (KP) 2 Jud. 3amik
Bb1.12. | llpuxmnagaa kpuntorpadis (KP) 2 mud. 3amik
Bb1.13. | Iludposa 06podka curHamis ta 300paxens (KIT) 3 . 3ajik
Bcbozo 3a yuxn 48
Bcvozo ona bnoky 54

Buobipkoei komnonenmu 610Ky 0200: Cucmemu mexniunozo 3axucmy ingopmauii,

asmomamu3sauia it 06podKu

BB2.1. S.};.'.MOTBXHIKEL IIPUCTPOIB TEXHIYHOTO 3axucTy iH(opmarii 5 —
BB2.2. | AnaparHuii xaKidr - €K3aMeH
Bb2.3. | Texnomorii 6e31poTOBOro 3B’5I3Ky Ta iX 3aXHCT 4 eK3aMeH
Bb2.4. | Texuiuni 3aco0u oxOpoHH O00’€KTIB Ta yIpaBIiHHSI - :
TeXHIYHUMHM 3aco0aMu iHdopmarii . SR
Bb2.5. | Meroau ta 3acobu 3axucry iHdopmarii, 4. 2 . eK3aMeH
Bb2.6. | lludpora o6pobka curnamis 3 . 3aiK
Bb2.7. | IlpoextyBanHs cucreM Oe3neku 00’€KTIB  KPHTHYHOL 3 ——
iH(PaCTPYKTYpH Ta AEpKaBHOI TAEMHHMITI
BB2.8. | Mikponporiecopy B  CHCTEMax TEXHIYHOTO  3aXHCTY B
indbopMari eK3aMeH
BB2.9. | Besneka kibephizuuHuX cHCTEM 3 eK3aMeH
Bb2.10. | Anaparsa kpunrorpadis 3 €K3aMeH
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BB2.11.

CxeMoTexHiKa TPHCTPOIB TEXHIYHOTO 3aXHMCTy iH(opMarii

.2, (KII) 3 mud. 3aiik
BB2.12. | Meroau ta 3acobu 3axucrty indopmauii 4.2 (KP) 2 TG, 3K
BB2.13. | IIpoextyBanus cucreM Oe3mekd 00’€KTIB  KPHTHYHOI )
. " ; 3 . 3amk
inbpactpykTypu Ta aepxkasHoi TaeMuuili (KIT)
Bb2.14 | besneka kibepdizmunux cucrem (KII) 3 qd. 3aiK
Bcbozo 3a yukn 48
Bcbozo ona bnoxy 54

Bubipkoei komnonenmu 610Ky 0300: Ynpaeninna inghopmauiiinoro He3nexoro

Bb3.1. | Ayaur, JineH3yBaHHS Ta cepTudikaimis iHdopmartiiHol 5
Fry eK3aMeH
Bb3.2. | OcuoBu Ta Oe3neka iH(OpPMAIIHHO-TEJIEKOMY HiKAIIHHIX 5 cK3AMEN
TCXHOJIOI'THA
Bb3.3. | OuinioBanHs pH3WKIB Ta IUIAHYBaHHSA  BiIHOBIICHHS
. s -+ €K3aMeH
1H(opMaIIHHUX CHCTEM
Bb3.4. | OcHOBH peBepc-iIKHHIPIHTY B KibepOesmneri 5 €K3aMeH
BBE3.5. | Komn’rorepHa o6pobka indopmartii 3 Jud. 3aiK
Bb3.6. | Texnomorii 6e31poToBOro 38’ 43Ky Ta iX 3aXHCT -+ €K3aMEH
BB3.7. | IlpoexktyBaHHs cucTeM Oe3mekd 00’€KTIB  KPUTHUHOI 3
iHOPACTPYKTYPH Ta AEPIKAaBHOI TAEMHHIII crIaMert
Bb3.8. | Po3Binka JaHUX Ha OCHOBI BiJIKPHTHX JUKEPEJT 4 eK3aMeH
BB3.9. | Cucremu mTy4dHoro iHTenekTy B KibepOesmerr 3 eK3aMeH
BB3.10. | Ynpasninas cucremaMu KibepOe3neku Ta iX HaJiiHICTh 3 Jqud. 3aik
Bb3.11. | Aynur, ninen3yBanHs Ta ceprudikaiis iH(opmariiHol 5 s, SaiE
6e3nexu (KP)
Bb3.12. | OcnoBu peBepc-inkuHipiHTy B Kibepbesmeni (KIT) 3 Jud. 3aik
BB3.13. | IlpoexTyBanHst cucreM Oe3mekd 00’€KTIB  KPHTHYHOL 3 ;
iH(ppacTpyKTYypH Ta fepxkasHol Taemuumi (KII) 2. samix
Bb3.14. | Yopasninus cucremamu KibepOesneku Ta ix Haaiinicts (KIT) 3 Jud. 3K
Bcwbozo 3a yuxn 48
Bcwozo ona énoky 54

Bubipkosi komnonenmu 610Ky 0400: Aominicmpyeanns cucmem Kibepoesnexu

Bb4.1. | bBe3neka BeO-nonatkis < eK3aMeH
Bb4.2. | Opranizanis indopmarifiHux TeXHOJIOTIH Ha i IIPHEMCTBI 5 eK3aMeH
Bb4.3. | OuiHroBaHHs pH3MKIB Ta IUIdaHYBaHHS  BiJHOBIICHHS 4
1H(pOpMaLiHHUX CHCTEM clEaMet
Bb4.4. | Aynur inpopmaltiiinoi 6e3nexu 3 eK3aMeH
Bb4.5. | be3neka MepexeBUX OnepaiiiHiux CHCTEM 4 eK3aMeH
Bb4.6. | Benuki jani Ta ix 3axuct -+ €K3aMeH
Bb4.7. | TectyBanHs mporpaMHOro 3abe3neyeHHs 3 €K3aMeH
Bb4.8. IHC‘I:E}’MGHTH ,MepemeBo'i Oe3neKu Ta CUCTEMH JKypHamizarii 5 ———
HOJAIH B KOMIT IOTEPHHUX CUCTCEMax
Bb4.9. | Besneka 6e31poToBHX i MOOITEHHEX TEXHOJIOTIH 3 €K3aMEH
Bb4.10. | Cucremu mTy4dHOrO iHTENEKTY B KibepOesmerni 3 eK3aMeH
Bb4.11. | Opraniszauis iHGopMaI(iifHUX TEXHOJOTIH Ha IiANPHEMCTBI 3 swlp, S
(KIT)
Bb4.12. | Benuki jnani Ta ix 3axuct (KP) 2 Jud. 3aiik
Bb4.13. | TectyBanus nporpamuoro 3abesneuens (KP) 2 mad. 3amk
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Bb4.14. I besmneka 6e3apoToBux i MOOITEHEX TexHOoJori#H (KII) 3

Bebozo 3a yuxn

48

Bcwozo ona bnoky

4

Bu0ipkoBi KOMIIOHEHTH IHINHX 0CBITHLO-NpodeciiiHUX Mporpam

Bcevozo 6
Bcwozo 3a eubipkoei kKomnonenmu 60
Bcbozo 30 oceimubo-npogeciiiny npozpamy 240

4. ®opmu aTecTaii 3700yBauiB BHIIOI OCBITH

®opmu arecraitii
3100yBayiB BUIIOT
OCBITH

Arecramis  37ilicHioeTbes Yy (QopMi  €qMHOrO  JIEPIKABHOTO
kBani(ikanifiHoro icnuTy Ta myOIiYHOro 3aXHCTy KBaNiiKaIiiiHoT poOOTH.

Ha arecTtaliifo BUHOCHTBECS CYKYIHICTH 3HAHb, YMiHb, HABHYOK, iHIIHX
KOMIIETEHTHOCTEH, HaOyTHX o0co00I0 B TIIpoleci HaBYaHHS 3a JAHUM
CTaH/IaPTOM.

Jo arecramii J0NycKalOThCS CTYIEHTH, SKI BHKOHAQIH BCI BHMOTH
IpOrpaMH MiJIrOTOBKH.

Bumoru mo Kpamidikaiitna pobora mae nepedadaTi po3s’si3aHHs CleNiaTi30BaHOT
kBai(ikaniitol 3ajadi B ramy3i iHQopmamiiinoi Ta/abo kibepOesmexn. Kpamidikaiiiiina
poOOTH/IPOCKTY pobota Bukonyerbes 3 rpudom JICK Ta 30epiraerbes y ¢inii PCO xadenpm.

19




S. Marpuus BiANOBIIHOCTI HPOrpaMHHX KOMIIETEHTHOCTEH HABYAIbLHUM

KOMIIOHEHTaM

<l ol gl gl 2l ol ol <l 2l 2l 2l 2| 2| 2| &| 8| 2] 8| 2| &

S| OH| 5| 8| 5| 5| 4| 2| §| 5| 6| 5| 6| 5| 5| &| 5| 5| | B
CKI1.1. . . . .
CK1.2. . . . N .
CK1.3. . . . .
CK14. . . o . . .
CKL.5. . . . . . .
CK1.6. . . .
CK1.7. . . . . .
CK1.8. . . . . .
CK1.9. . . . .
CK1.10 . . . . . .
CK1.11 . . . .
CK1.12 . . . .
CK1.13 . . .
CKl.14 ° . . . .
CK1.15 . . . .
CK2.1. o . . . . o
CK2.2. . . . . .
CK2.3. . .
CK24. . . . . . . . .
CK2.5. . . . . . . . .
CK2.6. . . . . . . .
CK2.7. . o . . .
CK2.8. . . N .
CK2.9 . .
CK2.10 . . .
CK2.11 . .
CK2.12 . . . .
CK2.13 . . . N
CK2.14 . . N . .
CK2.15 . . . . .
CK2.16 . . . . . . .
CK2.17 . . . . . o
CK2.18 . . . . . N . .
CK2.19 . . . . . . . .
CK2.20 . . . . . . . .
CK2.21 o . . . . . .
CK2.22 . . . .
CK2.23 . . . . . . .
CK2.24 . . . . . . .
Cm-zs L] L L] L] L] L] L] L]
CKZ>26 L L] L] L] L] L] L] L] L] L] L] L]
CK2.27 . B . . . . .
CK2.28. . . . .




6. Marpuus BignosianocTi paxoBi komnerenTHocTi npodeciiinoro cupamypanns (PKC)
HABYAJbHHM KOMIIOHEHTAM

®KC1.1
®KC1.2
®KC1.3
®KC1.4
OKC1.5
©KC2.1
DKC2.2
PKC2.3
DKC2.4
®KC2.5
®KC3.1
®KC3.2
DKC3.3
OKC3.4
DKC3.5
PKC4.1
DKC4.2
DKC4.3
DKC4.4
DKC4.5

BB1.1

Bb1.2 . .

BB1.3 . .

Bb1.4 . ° ° ° .

Bb1.5 . . .

Bb1.6 . ® . .

Bb1.7 . . o

Bb1.8 . o

BE1.9 . . o

BE1.10 . .

Bb1.11 . . .

Bb1.12 . . ° . .

BB1.13 . .

Bb2.1 . . .

BB2.2 . . .

Bb2.3 . . .

BB2.4 . .

BB2.5 . . .

BB2.6 . .

Bb2.7 . ®

BE2.8 . . .

Bb2.9 . .

BB2.10 . . .

BB2.11 . . .

BB2.12 . . .

BB2.13 . .

Bb2.14 . °

Bb3.1 . .

Bb3.2 . .

BB3.3 .

Bb3.4 . .

BB3.5 .

BB3.6 . .

BB3.7 . .

Bb3.8 .

BB3.9 .

Bb3.10 . ®

Bb3.11 . .

BB3.12 . .

BB3.13 . .

Bb3.14 . .

Bb4.1 . .

Bb4.2 . . .

Bb4.3 .

Bb4.4 . .

BB4.5 L] L] L]

Bb4.6 o B

Bb4.7 . .

Bb4.8 o o .

Bb4.9 o .

Bb4.10 .

Bb4.11 . . .

BB4.12 . .

Bb4.13 . .

Bb4.14 . .
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7. Marpaus BilnoBiaHoCTi IPOrpaMHuX pe3yJIbTATIB HABYAHHA HABYATLHHM
KOMITOHEHTaM

FIV . 0
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9FHE a . . ;. . e o |a
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3H1.1

3H1.2

3H1.3

3H1.4

3H1.5

3H2.1

3H2.2

3H2.3

3H24

3H2.5

3H3.1

3H3.2

3H33

3H3.4

3H3.5

3H4.1

3H4.2

3H4.3

3H4.4

3H4.5

BBI.1.

.

BB1.2.

BB1.3.

BE14.

BEBLS.

BB1.6.

BB1.7.

BE1.8.

BE1.9.

BB1.10.

BBI1.11.

BB1.12.

BB1.13.

BB2.1.

Bb2.2.

Bb2.3.

BBE2.4.

BB2.5.

BB2.6.

BB2.7.

BB2.8.

BE2.9.

BB2.10.

BB2.11.

BB2.12.

Bb2.13.

BB2.14

BBE3.1.

BB3.2.

BB3.3.

BBE3.4.

BB3.5.

BB3.6.

BBE3.7.

BB3.3.

BBE3.9.

BB3.10.

BB3.11.

BBE3.12.

BBE3.13.

BE3.14.

BB4.1.

Bb4.2.

Bb4.3.

Bb4 4,

BB4.5.

BE4.6.

BB4.7.

Bb4.8.

BBE4.9.

Bb4.10.

Bb4.11.

Bb4.12.

BB4.13.

Bb4.14.
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