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JlucepTarisi TPUCBSYEHA PO3B’SI3aHHIO AKTYaIbHOTO HAyKOBO-TEXHIYHOTO
3aBAaHHS PO3pPOOJICHHS METOJIB Ta 3acO0IB OIIIHIOBAHHS CTaHY JIFOJAWHH Ha OCHOBI
00pOOKHM BUMIPSHUX KUTTEBUX MOKA3HUKIB CEHCOpPAMHU B MEIUYHIN KiOepdizuuHin

CHUCTEMI.

VY BeTyni OOTPYHTOBAHO aKTYaJIbHICTh TEMH JUCEPTALIHOTO JOCIIIKEHHS,
chopMyIpOBaHO METY JOCIIKCHHS Ta HAYKOBO-TEXHIUHI 3aBJIaHHs, HEOOX1aH1 11 11
JIOCSITHEHHSI, TTIOKa3aHO 3B’ SI30K JOCIIKEHHS 3 HAYKOBUMH MPOTrpaMaMu Ta TEMaMH,
HaBEJICHO HAyKOBY HOBH3HY OTPHMMAHHUX pE3yJbTaTiB, iX MPAKTHYHY I[iHHICTH Ta
0COOMCTHI BHECOK 3/100yBaua, HaJaHO 1HQOpPMAILI0 MpPO ampodaIliio pe3yibTaTiB

poboTH.

B mepmioMmy po3auii MpoBEAEHO aHali3 ICHYHYHMX MiIXOAIB A0 MOOYI0BU
MEIUYHUX KiOep(I3MUHUX CHUCTEM, a caMe iX CTPYKTYpH Ta apXiTEKTypPHHUX pIllleHb
CEepPBEPHOI0 IIPOTPaMHOro 3a0e3reueHHs. AHaII3 1TOKa3aB, 110 MPU MPOCKTYBaHHI Ta
peanizauii Mmeauunux KOC, noTpiOHO BpaxoByBaTH, IO MEAMYHI JIaHI € BETUKUMHU
JaHUMH, a iX oOpoOKa TMOBMHHA BiIOYBaTHUChH MapajelibHO. 3TiIHO MPOBEICHOMY
aHadi3y BU3HAYEHO apXITEKTYpHI Ta (DyHKIIOHATbHI BUMOTH A0 MeauuHux KOC.
[IpoBeaeno ananiz npuHIUIiB 30epirands nanux B meauunux KOC. [ToctanoBieHo

3a/1a4i OLIHIOBaHHS CTaHY JIFOJIUHH.

VY apyromy posniii 3alporioHOBaHO 3acobu 00poOku iH(opMaIlli B METUIHNX
K10ep(I3UUHUX cUCTeMaX, Pe3yIbTaT BUKOHAHHS (DYHKIIIH SKUX € OLIHIOBAHHSAM CTaHY
JIOIMHU. 3ampomnoBaHO Mojenb 00poOku iHbopmarii B meaumunux KOC. Jlns
pPO3MeXyBaHHs 3ac001B 00poOKH 1H(DOpMaILIii Ha OKpeMI He3aJIexkKH1 JIOT14HI eJIEMEHTH
3alpoIOHOBaHa Mojielib 00poOKK 1HQopMaIlii 6a3yeThCsi Ha OCHOBI MIKPOCEPBICHOT

apXITeKTYpH, JI€ KOXKEH 3aci0 € y BUIJISAI MIKPOCEpBICY. 3ampOnOHOBAaHO METOJ



BUABIICHHSI KPUTHYHUX MO1M B MEeANUHIN Ki0ep(i3ndHiil cuctemi, sikuit 0a3yeThCs Ha
OJIHOMY 3 HaNO1JIbIII BUKOPUCTOBYBaHMX MoCiOHWMKIB EWS Ta arperoBaniii oIiHii
KUTTEBUX TMOKA3HUKIB CTaHy JIOAWMHU. 3ampoOIlOHOBAHO aJrOpUTM Kiacuikaiii

MaIll€HTIB Ta aJITOPUTM JI1arHOCTUKHU 3aXBOPIOBAHb.

Y TpeTboMy pO3AiNdi, 3TiIHO 3alpPOIIOHOBAHMM MOJEINi Ta 3aco0am 00poOKU
iH(dOopMaIlli, TPOMOHYEThCS CTPYKTypa MEAUYHOI KiOep(i3U4HOI CUCTeMHU. 3 JaHOi
CTPYKTYpH BHJLJICHO 3alIPOIIOHOBAHY apXiTEKTYpHO-iHGOpMaIliiiHy MoJieiab 00poOKU
iHpopmMmarii, sika 0a3yeThbcss Ha MOJEIl OOPOOKHM JaHWX, B OCHOBI SIKOI JIGKUTH
MIKpOCEpBiCHA apxiTekTypa 3 BukKopucTaHHsM APl mumo3y. IlpoBeneno omwc
(YyHKLIOHATBHUX  €JIEMEHTIB  apXITeKTypHO-IHPOpMalliHOi MoJenl  00poOKu
iHdopmaryi. YiTtka B3aemojis (YHKIIIOHATBHUX €JIEMEHTIB B  apXITEKTYpHO-
1H(opMariiiHii Moaeni 00poOku iHGopMaIlii € 3ac000C OLIHIOBAHHS CTaHY JIIOJIUHU B
MeauuHii k10ep¢13uuHiil cuctemi. Onucano 013Hec Joriky podotu meanunoi KOC, a
caMe CHUCTEeMY 3B’SI3KIB Ta 3aJIEKHOCTEH €JIEMEHTIB Oi3HEC-/IaHUX Ta IpaBuiI 0OOPOOKH

[IUX JaHUX.

Y d4erBepTOMY pO3AUII OMNHCAHO peali3alil0 CEPBEPHOrO0 MPOTrPaMHOTO
3a0e3nedyeHHs] MeIUIHOI Ki0ep(hi3UIHOI CHCTEMH, sIKe 0a3yeThCsl Ha 3alPOIIOHOBAHIM
apXITeKTYpHO-QYHKIIOHAIBHIN Mozem o00poOku iHpopmarii. PeamizoBaHo 3aci0
aBTeHTU(]IKaLli Ta aBTOpU3ALlii KOPUCTYBAUiB; CEpBiC JAeKIapyBaHHs (OHOBHUX 3a7ay;
3aci0 CIMOBIIIEHHS MPO MO/I1i, BUKOPUCTOBYIOUYH 2 KaHAJIU 3B’SI3KY; 3aCi0 BUSBIICHHS
KPUTHUYHUX MOKA3HUKIB, B OCHOBI SIKOTO JIGKUTH 3alPOTIOHOBAHHUI METO]] BUSBICHHS
KPUTUYHUX MOKA3HUKIB; 3acl0, KU BKIIIOYAE aanToOBaHl aaropuTMH Kiacudikaiii
MAIIEHTIB Ta J1arHOCTUKU 3aXBOPIOBAaHb, 3ac00M OOpOOKM Ta arperaiiii BUMIPSHUX
noka3HukiB. ONUCaHO NPUHLMIKA OpraHizaiii 30epiraHHs JaHWX B peai30BaHIi
Menu4HIN Kibep(di3uyHili cucTeMi, 3 BHUKOPHUCTAHHSM CXOBHII[ PI3HOTO THITY, B
3aJIEKHOCTI BiJ moTpebu 3aco0iB 00poOku iHGopmallii. OnucaHo NpUHLKI pOOOTH
MenndHoi Kibepdizmunoi cucremu «HealthyLungs», B skiii BHpoBaIKyBajIHCh

3aMpONOHOBAaHI METOIU, 3aCO0M Ta MOJIENIb 0OPOOKH 1HPOpMAIii.



KirouoBi cnoBa: MmennyHa KibepizndHa cuctema, OLiHIOBAHHS CTaHY JIOANHH,
KUTTEB1 TMOKa3HUKHU, 0OpoOKa Ta 30epiraHHsS MEAWYHHMX JaHUX, MIKpOCEpBICHA

apxiTeKTypa, MOHiTOpI/IHI‘ CTaHy JIIOAWHH, BUABJICHHA KPUTUIHUX ITOKa3HHUKIB.



ABSTRACT
Havano B.l. Methods and means of assessing the human condition in medical

cyberphysical systems. — Qualification scientific work on the rights of a manuscript.

The thesis for the Philosophy Doctor (Ph.D.) degree in specialty 123 «Computer
Engineering» (12 «Information Technology»). — Lviv Polytechnic National University,
Lviv, Ukraine, 2021

The thesis is devoted to the solution of the actual scientific and technical task of
development of methods and means of assessing the human condition on the basis of
processing of the measured vital indicators by sensors in medical cyberphysical

systems.

The introduction substantiates the relevance of the topic of dissertation research,
formulates the purpose of research and scientific and technical tasks necessary for its
achievement, shows the connection of research with scientific programs and topics,
presents the scientific novelty of the results, their practical value and personal

contribution of the applicant. approbation of work results.

The first section analyzes the existing approaches to the construction of medical
cyberphysical systems, namely their structure and architectural solutions of server
software. The analysis showed that in the design and implementation of medical CPS,
it should be borne in mind that medical data is big data, and their processing should
take place in parallel. According to the analysis, the architectural and functional
requirements for medical CPS are determined. The analysis of the principles of data
storage in medical CPS is carried out. The tasks of assessing the human condition are

set.

The second section proposes means of information processing in medical
cyberphysical systems, the result of which is to assess the human condition. A model
of information processing in medical CPS is proposed. To differentiate the means of
information processing into separate independent logical elements, the proposed model
of information processing is based on a microservice architecture, where each tool is
in the form of a microservice. A method for detecting critical events in the medical

cyberphysical system has been proposed, which is based on one of the most widely



used EWS manuals and an aggregated assessment of human vital signs. An algorithm
for classifying patients and an algorithm for diagnosing diseases are proposed.

In the third section, according to the proposed model and means of information
processing, the structure of the medical cyberphysical system is proposed. From this
structure the offered architectural-information model of information processing which
Is based on model of data processing which is based on microservice architecture with
use of API of the gateway is allocated. The description of functional elements of
architectural-information model of information processing is carried out. Clear
interaction of functional elements in the architectural-information model of
information processing is a means of assessing the human condition in the medical
cyberphysical system. The business logic of medical CPS is described, namely the
system of connections and dependencies of business data elements and rules of data

processing.

The fourth section describes the implementation of server software for medical
cyberphysical system, which is based on the proposed architectural and functional
model of information processing. Implemented a means of authentication and
authorization of users; background task declaration service; event notification tool
using 2 communication channels; a means of detecting critical indicators, which is
based on the proposed method of detecting critical indicators; a mean that includes
adapted algorithms for patient classification and disease diagnosis; means of
processing and aggregation of measured indicators. The principles of the organization
of data storage in the realized medical cyberphysical system, with use of storages of
different type, depending on need of means of information processing are described.
The principle of operation of the medical cyberphysical system "HealthyLungs" is
described, in which the proposed methods, means and model of information processing

were implemented.

Key words: medical cyberphysical system, assessment of human condition, vital
signs, processing and storage of medical data, microservice architecture, human

condition monitoring, detection of critical indicators.
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