AHOTANLIA
llenewax 1. P. Cuctema po3Mi3HaBaHHS MYJIBTUCIEKTPAIbHUX OOpa3iB Ha
OCHOB1 OCHMJISITOPHUX HEHpOHHUX Mepex. — KpamidikalriiiHa HaykoBa mpais Ha
paBax pyKOMucy.
Huceptanis Ha 3100yTTS HAayKOBOTO CTymeHsi JjokTopa (utocodii 3a
cnemianbHicTiO 124 Cucmemnuu  awnaniz (12 Indopmaiiitni  TexHonorii). —

Hanionansauit yaiBepcutet «JIbBiBChbKa momiTexHikay, JIbBiB, 2021.

3MicT a”HoTAIil

VY nucepraiiiiHii poOOTI HAa OCHOBI METOAOJNOrIi CHCTEMHOrO aHami3y
PO3pOOJIEHO CUCTEMY PO3IMI3HABAHHS Ta MHU(PPYBAHHS MYJIbTUCIEKTPAIBHUX 00pa3iB
Ha OCHOBI OCHMJIATOPHMX HEHPOHHHUX MeEpeX. MeTojaMu CHUCTEMHOro aHamizy (y
nporieci JEeKOMITO3UIlii, aHali3y 1 CHUHTE3y Ta KOHIENTYaJbHOTO MOJICITIOBAHHS)
JOCJIIJDKEHO CTPYKTYPY 1 BIACTUBOCTI IMITYYHUX HEMPOHHUX MEPEXK 3 JIHIMHUMU Ta
HEMHIMHUMHU OCIIWJIATOPHUMHU HEHpOHAMH;, pO3pOOJEHO: METOJ CTUCKY BXITHHX
oOpa3iB y HEWpOHHIM Mepexki BHACIIJOK JlaroHali3alii MaTpHIll BaroBHX
CHHANITUYHHUX 3B’S3KiB; MeToa ImudpyBaHHS iHGoOpMaIlii 3 MOCTIMHO 3MIHHUM
ACHUMETPUYHUM KJIFOYEM JJI1 KOKHOT'O HOBOT'O BXITHOTO 00pa3y, sikuii 0a3yeThcsl Ha
CHHTE31 JiaroHanizoBaHoi Heripomepexi ta aaroputmy AES (Advanced Encryption
Standard (Rijndael)) i Ha cuHTE31 HETIHIHHUX OCIHIATOPHUX HEHPOHIB 3 TOMOJIOTIEID
JAHITIOKKA 1 KUIBIS; METOJ PO3Mi3HABaHHS MYJIbTUCIEKTPAIbHUX 00pasiB
OCIIIJIAITOPHOI0O HEUPOMEPEIKEI0 Ha OCHOB1 1H(POPMAIIHOTO PE30HAHCY; MOJIEIh
onmTuMizaiii po3mipy (YUCIO HEHpPOHIB, YHCIO CHHANTUYHUX 3B’S3KIB) y Mexkax
HEJTIHINHOT y3araJbHEeHO1 MOXUOKH; a TakoX Ha MOBI Python po3pobiiena mporpama
JUTSL  PO3MI3HABAHHS MYJIBTHCICKTPAIBHUX O0pa3iB Ha OCHOBI 1H(POPMAIIHHOTO
PE30HAHCY 3a JIONMOMOTOK TPHIIAPOBOi OCHMIIATOPHOI HEUPOHHOI MeEpexi Ta
MPOBEICHO KOMIT FOTEPHUNA EKCIEPUMEHT pO3paxyHKy TMapamerpa CKIaJHOCTI
(KUTBKICTh omepalii BAKOHaHUX HEUpOMEpEekKer0) HaBUaHHS TPUIIAPOBOI HEUPOHHOT

MepexKi Ta ii ONTUMAIIBHOTO PO3MIpY.



Pobora ckmamaerbcs 31 BCTYIy, YOTUPHOX PO3ALUIIB, BHCHOBKIB, CIHCKY
NMOCWJIaHb Ta JOJATKIB. Y TMEepIIOMY poO3AUll BHUKIAIECHO BHYEPIHUN aHaji3
CIIBBIJHOCHUX TE€M1 JOCIHIKEHHS HAyKOBUX IMyOJIKaIlii, MpoaHali30BaHO MOJENi
MTYYHUX HEUPOHHUX MEpPEXkK 13 OCHWIATOPHUMH HEUpPOHAMH; PO3TISTHYTO
HEeHpOMEpekKEBlI TEXHOJOTI PO3MI3HABAHHS OCHUUJISTOPHUX 1 MYJIbTHUCHEKTPAIbHUX
o0pa3iB, CTUCHEHHS JTaHUX, KU(pyBaHHA 1HPOpMAILi.

VY npyromy po3auai po3poOJIeHO: METOJl CTHCKY BXIIHMX 0Opa3iB Ha OCHOBI
JiaroHasizaiii MaTpuill BaroBUX CHHANTUYHUX 3B’SA3KiB; MeTOJ MU(pyBaHHS Ha
OCHOBI1 CHHTE3Y J[1arOHaJIi30BaHOi HEMPOHHOT Mepexi i anroputMmy AES; HeniHilHY
MOJIeNIb  ONTUMI3alli po3Mipy OaraTomapoBoi HEHMPOHHOT Mepexi B Mexkax
y3arajJpHeHOi MOXMUOKHW; Ta JoBeAeHO MonudikoBaHy Teopemy XexT-HinmbceHa s
JlaroHaJ1130BaHO1 HEUPOHHOT MEpexKI.

Y TperboMy po3auLTl po3poOJIEHO MaTeMaTHYHI MOJENIl HEHPOHHUX MEPEX 3
JHIMHUMU ~ Ta  HEJTIHIMHUMU  OCUMJATOPHUMU  HEUpOHAMH;  JOCIIJKEHO
Tpanchopmanito Mopdosiorii  HecTamioHaApHUX BXIIHUX 00pa3iB  HENIHIHHUM
OCHWJIAITOPHUM HEHPOHOM Ta OCIIISTOPHOIO HEHPOHHOIO MEPEKEI0; 3alPONOHOBAHO
MeTo[ IMUGpyBaHHS JIAHIIOTOBOIO Ta KUIBLIEBOIO MEpEeKaMu  HEJIHIMHUX
OCITWJISITOPHUX HEHPOHIB; po3p00JIEHO METOAM PO3ITi3HABAHHS MYJBTHUCIIEKTPATBHUX
00pa3iB OCHWISATOPHOI HEHPOHHOIO MEpEKE Ha OCHOBI edeKTy iH(opMaIliiiHOro
PE30HAHCY Ta HEUpOroJorpadiIHOI0 MEPEKEIO.

VY yeTBepTOMY PO3/Ll BUKIAJACHO PE3yJIbTaTH KOMII IOTEPHOTO €KCIIEPUMEHTY
13 3aCTOCYBaHHSIM HEHPOHHHX MeEpexX, 30Kpema, Ha MoBi Python po3pobnena
mporpamMa it PO3Mi3HABaHHS  MYJIBTUCHEKTPAIbHUX 00pa3iB  Ha  OCHOBI
iHGOpPMAIIIITHOTO PE30HAHCY 3a JOMOMOTOI TPHIIAPOBOI OCHUISTOPHOI HEHPOHHOT
MEpeXi Ta TPOBEACHO KOMIT IOTEPHUM EKCIEPUMEHT pO3paxyHKy MapameTpa
CKIIQAHOCTI (KUTBKICTh Omepallii BUKOHAaHUX HEHPOMEPEkKEI0) HaBYaHHS TPUIIAPOBOT
HEHPOHHOI Mepexi Ta 1 ONTUMATbHOTO PO3MIPY (YHCIO HEUPOHIB, YHUCIO
CUHAITUYHUX 3B’ SI3KIB).

AKTYalbHICTh JOCHIKEHHS OOIPYHTOBAHO CTPIMKHUM 3pOCTaHHSAM 00’ €My
JaHUX y mpoueci po3B’si3ky 3anad Data Mining (igenTudikaiiiss HecTallloHApHUX

XaO0TMYHMX  TMPOIECIB,  KJIacTepusallis, 3aXUCT  KOMIT IOTEPHHX  CHUCTEM,



IHTEJIEKTyallbHe KEpyBaHHA, [IarHOCTHMKAa CTaHIB O0lOCUCTEM, MPOTHO3yBaHHS,
eMyJIslis, PO3Mi3HABaHHS  CYNYTHUKOBOI  1HQoOpMallii, po3Mmi3HaBaHHS  Ta
mudpyBaHHS MYJIBTUCIICKTPAIBLHUX BXIIHUX 00pa3iB), 10 BUMAarae po3poOKHd HOBHX
HEHpPOMEpEeKEBUX CUCTEM, SIKI 3a0e3neyaTh: PO3MIZHABAHHS MYJIbTHCHEKTPAIbHUX
o0pa3iB 3 aMILUTITYI0I0 CUTHANY, CIIIBMIPHOIO PIBHIO IIYMY; 30UIbIIEHHS KOE(ILIEHTY
CTUCKY 1H(OpMalii HEHUPOHHOI MEPEXKE; 3MEHIIEHHS BHUKOPHUCTOBYBAHOTO
OOUHCITIOBAILHOTO pecypcy 1 4acy HallallTyBaHHS BaroBUX KOEQIIIEHTIB
CUHANTUYHMUX 3B’SI3KIB HEUPOHHOI MEpEeXk1; ONTUMI3ALII0 CTPYKTYpH OaratromapoBoi
HEHPOHHOT MepeXi; MiABHUINEHHS CTYNEHS KPUMTOCTIMKOCTI HelipoMepek. 3a3HaueH1
npoOJieMH CBiIYaTh MPO TEOPETHYHY 1 MPAKTUYHY aKTYyalbHICTh JOCHIIKYBaHOI
TEMATUKHA Ta MPO HEOOXIAHICTH PO3POOKH CHCTEMM PO3Mi3HaBaHHS W ImH(pyBaHHS
MYJIBTHCTICKTPATBHIX 00pa3iB HA OCHOBI OCIUJISTOPHUX HEHPOHHUX MEPEK.

HoBu3HYy OCHOBHMX HAyKOBHX pE3yJbTaTiB IUCEPTALliiHOTO TOCIiIKEHHS
c(OpMyTbOBAaHO BHACIIIOK TEOPETHKO-TIPAKTUYHOrO MIAXOAY TMpH PO3POOJICHHI
CHUCTEMH pO3ITi3HABaHHA 1 MUQPPYBaHHS MYJIBTUCIEKTPAIbHUX 00pa3iB Ha OCHOBI
OCHWJIATOPHUX HEHPOHHUX MEPEK.

Bnepwe po3pobaeno meton CTUCKY BXITHUX 00pa3iB Ha OCHOBI JiaroHajizaiii
MaTpHIll BarOBUX CHHANTUYHUX 3B’SI3KIB HEHPOHHOI Mepexi, KU, Ha BIAMIHY Bij
METOAIB CTHCKY iH(oOpMaIlii MOBHO3B SI3HOK HEUPOHHOIO MEpEeXer, JaB 3MOTY
3MEHIIUTA 4Yac HaJallTyBaHHA CHHANTHYHUX 3B’SI3KIB Yy TPOIECI HaBYAHHA
HEHPOHHOT Mepeki Ta 30UTBIIUTHA KOS(IIIEHT CTUCKY BXITHMX 00pa3iB.

Bnepwie po3pobneno mMeton posiizHaBaHHS MYJIbTUCIEKTPATBLHUX 00pa3iB Ha
OCHOBI 1H(QOPMAITITHOTO PE30HAHCY, SIKUH, HA BIAMIHY BiJl METOJY, 1110 BUKOPUCTOBYE
OCIIWJIATOPHI HEHPOHHI MEPEXi, K1 HE MAOTh BIACHUX YaCTOT KOJMBAaHb, JA€ 3MOTY
PO3MI3HABATH CUTHAJH 3 aMILUTITYIO0 CITIBMIPHOO PIBHIO IIIyMY.

Yoockonaneno wmeron mumdpysanHs iH(OpMaIlii JTAHIIOTOBOIO, KUTBIIEBOIO
HeHpoMepexaMu 3 HETIHIWHUMU OCIMJIATOPHUMHU HEHPOHAMH Ta Ha OCHOBI CHHTE3Y
JiaroHanxi30BaHOi HEWpoHHOT Mepexi ¥ amroputmy AES, skwif, Ha BIAMIHY BiX
METOJy, IO 3aCTOCOBYE HEIIarOHATI30BaHy HEHPOHHY MeEpexXy, Ja€e 3MOTy
BUKOPHUCTOBYBAaTH IMOCTIMHO 3MIHHMM aCHMETPUYHUN KIHOY HEHpoOMepexl s

KOKHOTO OKPEMOTO BX1JHOTO 00pa3y.



Po3zeunymo HeniHifiHY MOJENb ONTHUMI3alll CTPYKTYpU OararomapoBoi
HEUPOHHOT MEPEXkK1 MPSIMOTO MOLIUPEHHS 3 MIHIMAJIBHOIO MOXUOKOI y3arajibHEHHS,
dKa Ha BIIMIHY BIJ JIIHIHHOI Ja€ 3MOTrYy 3MEHIIUTH NOXMOKY BHU3HAYEHHS
ONTUMAJIBHOTO YHCJIa CHUHANTHUYHUX 3B A3KIB 1 ONTHUMAJbHOTO YHKCIa HEHPOHIB Y
npuxoBaHoMy miapi Ha 20% y BHUMAAKy, KOJM YUCJIO CHUHANTHYHUX 3B’SI3KIB € HE

OUTBIIIMM YKCJIa HABYATBHUX MPUKJIIAIB.

Kirouosi ciioBa
JiaroHaiizalis CHHANTHYHMX 3B’S3KIB, OCHWISTOPHA HEHpPOHHA Mepexa,
iHpopMaIliiiHui ~ pe30oHaHC,  MYJIbTUCHEKTpalbHI  00pa3,  poO3Mi3HaBaHHS,

muQppyBaHHS.

ABSTRACT
Peleshchak I. R. Multispectral image recognition system based on oscillatory
neural networks. — Qualifying scientific work on the rights of the manuscript.
The dissertation for obtaining a scientific degree of the Doctor of Philosophy
on the specialty 124 System analysis (12 — Information technologies). — Lviv

Polytechnic National University, Lviv, 2021.

Abstract content

In the dissertation work on the basis of the methodology of system analysis the
system of recognition and encryption of multispectral images on the basis of
oscillatory neural networks is developed. The structure and properties of artificial
neural networks with linear and nonlinear oscillatory neurons has been studied by the
methods of system analysis (in the process of decomposition, analysis and synthesis
and conceptual modeling); a method of compression of input images in a neural
network due to diagonalization of a matrix of weight synaptic connections has been
developed; a method for encrypting information with a constantly changing
asymmetric key for each new input image has been developed, which is based on the

synthesis of a diagonalized neural network and the AES (Advanced Encryption



Standard (Rijndael)) algorithm; a method of information encryption based on
nonlinear oscillatory neurons with a chain and ring topology has been developed; a
method for recognizing multispectral images by an oscillatory neural network based
on information resonance has been developed; a model for optimizing the size
(number of neurons, number of synaptic connections) within a nonlinear generalized
error has been developed; in Python developed a program for recognition of
multispectral images based on information resonance using a three-layer oscillatory
neural network; conducted a computer experiment to calculate the parameter of the
complexity of learning a three-layer neural network (the number of operations
performed by the neural network) and its optimal size.

The work consists of an introduction, four chapters, conclusions, a list of
references and appendices. The first chapter presents: a comprehensive analysis of
the relevant research topics of scientific publications, analyzes models of artificial
neural networks with oscillatory neurons; considers neural network technologies for
recognition of oscillatory and multispectral images, data compression, information
encryption.

In the second chapter: a method for compressing input images based on
diagonalization of the matrix of weight synaptic connections has been developed; an
encryption method has been developed based on the synthesis of a diagonalized
neural network and the AES algorithm; a nonlinear model for optimizing the size of a
multilayer neural network within the generalized error range has been developed; a
modified Hecht-Nielsen theorem for a diagonalized neural network has been proved.

In the third chapter: mathematical models of neural networks with linear and
nonlinear oscillator neurons has been developed; examines the transformation of the
morphology of non stationary input images by a nonlinear oscillator neuron and an
oscillator neural network; a method for encrypting nonlinear oscillator neurons with a
chain and ring network has been proposed; methods for recognizing multispectral
images has been developed by an oscillator neural network based on the effect of
information resonance and a neuroholographic network.

The fourth chapter presents the results of a computer experiment using neural

networks, in particular, in Python developed a program for the recognition of



multispectral images based on information resonance using a three-layer oscillatory
neural network and conducted a computer experiment to calculate the parameter of
the complexity of learning a three-layer neural network (the number of operations
performed by the neural network) and its optimal size.

The relevance of the study is justified by the rapid growth of data in the
process of solving Data Mining (identification of nonstationary chaotic processes,
clustering, protection of computer systems, intelligent control, diagnostics of
biosystem states, forecasting, emulation, recognition of satellite information,
recognition and encryption of multispectral input images) problems that require the
development of new neural network systems that will provide: recognition of
multispectral images with a signal amplitude commensurate with the noise level;
increase the compression ratio of the neural network; reduction of computing
resources used and time to adjust the weights of synaptic connections of the neural
network; optimization of the structure of the multilayer neural network; increase the
degree of cryptographic stability of neural networks. These problems indicate the
theoretical and practical relevance of the research topic and the need to develop a
system for recognition and encryption of multispectral images based on oscillatory
neural networks.

The novelty of the main scientific results of the dissertation research is
formulated as a result of the theoretical and practical approach in the development of
the system of recognition and encryption of multispectral images on the basis of
oscillatory neural networks.

For the first time, a method for compressing input images based on
diagonalization of the matrix of weight synaptic connections of a neural network was
developed, which, unlike methods for compressing information by a fully connected
neural network, made it possible to reduce the time for setting up synaptic
connections in the process of training a neural network and increase the compression
ratio of input images.

For the first time, a method for recognizing multispectral images based on

information resonance has been developed, which, unlike the method that uses



oscillator neural networks that do not have their own oscillation frequencies, makes it
possible to recognize signals with an amplitude commensurate with the noise level.

Improved the method of information encryption by chain, ring neural networks
with nonlinear oscillator neurons and based on the synthesis of a diagonalized neural
network and the AES algorithm, which, unlike the method that uses an non-
diagonalized neural network, allows you to use a constantly changing asymmetric
neural network key for each individual input image.

Developed a nonlinear model for optimizing the structure of a multilayer neural
network of direct propagation with minimal generalization error, which in contrast to
the linear allows to reduce the error of determining the optimal number of synaptic
connections and the optimal number of neurons in the latent layer by 20% when the
number of synaptic connections is not more educational examples.

Keywords

diagonalization of synaptic connections, oscillatory neural network,

information resonance, multispectral images, recognition, encryption.
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