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HucepramiitHa po0oTa TpPHUCBIYECHA aAKTyaJlbHUM IHUTAHHAM  PO3POOKH
(GYHKITIOHAIBHUX KOTHITUBHUX MOJICJICH ISl OIIHIOBAHHS PIBHS 3aXHUIIEHOCTI CHCTEM
3axycTy iHGopMmaIlli, IO IMUPKYI0e B 1HQOpMAIINHUX cUcCTeMaXx, IS IiJBUIICHHS
iXHBOT 3aXMIIEHOCTI Ta PO3POOKU MPOrpaMHUX 3ac00iB AJI peajizailii OI[IHIOBAHHS 3a
3aIpONOHOBAHUMH MOJIEIISIMHU.

Y po0oTi OTprMaHO Taki HAYKOBI PE3yJIbTATH:

1. Bnepiie 3anpornoHOBaHO MOJENb OI[IHIOBaHHS PIBHA 3aXHUIIEHOCTI 00’ €KTa
KPUTHUYHOT 1HPPACTPYKTYpH Ha OCHOBI KOTHITUBHOTO MIAXOY, IKUH HaJTa€ MOKIIUBICTh
CIIPOCTHTH PO3PaXyHKH Ta 3MEHIIMTH Yac OOpOOKH BXIiMHOI iH(OpMAIlii; MOKpaIIUTH
HAOYHICTh TPEJCTABICHHS JaHUX; MPU MOOYJOB1 KOTHITHBHOI KapTH BpaxyBaTH SK
KUIBKICHI, TaK 1 AKICHI (paKTOpH; 32 MOTPEOHU JIETKO PO3IIUPHUTH iX KUIBKICTb, 32 PAXyHOK
BBEJICHHS JI0JIaTKOBHMX BEPIIHH 1 TyT rpada KOTHITUBHOT KAPTH; BU3HAYUTH HAWBaroMiIni
dakTopu, 30KpeMa, BU3HAYEHO Taki (AKTOPH SIK 3aXUIICHICTh CHUCTEMHU 3aXUCTY
iHbopMmarlii, 1HCAHAEPChKUN BIUIUB, 3aXHINECHICTH KOMIT IOTEPHOI MEpPEXKi; MPOBOJAUTH
CIIECHApHE MOJICIIOBAHHS, Yy PE3yNbTaTi SKOTO0 BHU3HAYEHO, IIO0 PIBEHb 3aXUIEHOCTI
00’exkTa KpUTUYHOI 1HQPACTPYKTYpH MIABUIUTECA Ha 2 % mpu MaKCUMalIbHO
MO3UTUBHOMY BIUIMBI HAaBaromimmx (hakTopis.

2. Bmepie 3ampornoHOBaHO MOENb OI[IHIOBAHHS PIBHS 3aXUIIEHOCTI CHCTEMH
3aXMCTy 1HGOpMaIlli Ha OCHOBI KOTHITHBHOTO TMIAXOAY 3 BUKOPHCTAHHSM HEUITKHX
KOTHITUBHUX KapT, SIKUIl JO3BOJISI€ 30 UTBIIUTHU MIBUAKICT OOPOOKH BX1HOT 1HPOpMaIii

Ta 3MEHIIUTH 4Yac Ha ii OmpaitoBaHHS; MOKPAUIUTH HAOYHICTh MPECTABICHHS NAaHUX;



BUKOPUCTOBYBATH HEMOBHY, HEUITKY 1H(GOpPMAIIO Ta Cy0 €KTUBHI CY)KEHHS €KCIIEPTIB
MpeIMETHOI 00JacTi; BpaxyBaTH K KUIbKICHI, TaK 1 SIKICH1 (DaKTOpH, 110 BILUIMBAIOTh HA
3aXUIIEHICTh CUCTEMH 3aXUCTy 1H(pOpMAaIlil; BUABUTH HaiBaroMimi (hakTopu, 30Kpema,
K TaKl, BU3HAY€HO (P13MYHUMN 3aXUCT, OpraHizalliiine 3a0e3ne4eHHs 3aXUcTy iHpopMallii,
HECAHKI[IOHOBaHUM JoCTyn 10 iHdopMaIli 3JT0BMHCHUKOM; MPOBOJUTH CIICHApHE
MOJICIIOBaHHSI PO3BUTKY CHUTYyallli, y pE3yJbTaTl SKOTO BHU3HAYEHO, IO PIBEHb
3aXUIIEHOCTI CUCTEMH 3aXUCTy 1HQopMalii miaBUIIMUTECT HA 19 % npu MakcUMallbHO
MO3UTUBHOMY BIUIMB1 HallBarominux ¢hakTopis.

3. BpockoHasieHO MOJENb IS OLIHIOBAHHS PIBHS 3aXUIICHOCTI KOMIT FOTEPHOL
Mepexi Ha OCHOBI KOTHITUBHOTO MiJIXOAY 3 BUKOPUCTAHHIM HEUITKMX KOTHITUBHUX KapT,
gKa OUIBII TOYHO BiOOpaXkae MpeAMETHY 00JIacTh Ta HaJae MOXIJIMBICTH Kpale
BpPaxOBYBaTH MIHJIMBICTh XapaKTepy MPOILECiB, MO BiOYBAIOTHCA Yy OCTIIKYBaHIM
CUCTEMI, Y Yaci; BU3HAYUTH HAMBAroMiiii 3arpo3u KOMII IOTEPHOI Mepexi, 30KpeMa, K
TakKi, BU3HAYEHO MIKIJTUBI MpOTrpaMu, (GI3MIHUIN BILIUB HA MEPEXKY 3 OOKY 3JJOBMHUCHHKA
Ta HEHaBMHCHI [1i1, TOMUJIKH KOPUCTYBauiB MEPEXKi; MPOBOJIUTHU CIICHAPHE MOJICIIIOBAHHS
PO3BUTKY CHUTyallli, Yy pe3yJdbTaTl SKOr0 BHU3HAYEHO, IO pPIBEHb 3aXMILIEHOCTI
KOMIT FOTEPHOT Mepexki MABUIITUTHCS Ha 63 % npu MakcUMaIbHOMY MTOCTa0JICHH] BIUTUBY
HalBaroMiImux 3arpos.

4. OrpumaB MOJATBIIOr0 PO3BUTKY MIAX1A 1O BU3HAYCHHS JOMYCTUMHUX BUTpAT
Ha 320€3MEeUCHHS 3aXUIIEHOCTI 00’ €KTa KPUTUIHOT IHOPACTPYKTYPH W CUCTEMHU 3aXHUCTY
iHbopMaIlii Ta MOMYyCTUMOI IHTEHCUBHOCTI 3HMKEHHS PIBHS iXHBOI 3aXMIIEHOCTI Ha
OCHOBI1 paH)KyBaHHS 3arpo3 13 BUKOPUCTAHHIM TEOPii HEUITKUX BIAHOIIEHD, SIKHW HAJIa€
MOXKJIMBICTh 3MEHIIUTH 4Yac OOpOOKM BXiMHOI iH(oOpMalii Ta CHPOCTUTH MPOMDKHI
pPO3paxyHKH, OMNEPYIYH HEYITKUMHU BXITHUMHU JaHUMUA 1 3JIMCHIOIOYH HEUITKY
dbopmamizaiiro KpuTepiiB OIIHIOBaHHS; MPOBOJUTH HE TIIBKH KUIBKICHE, a W SIKICHE
OIIHIOBAHHS SIK BXIIHMX JaHUX, TaK 1 BUX1THUX Pe3yJIbTaTiB.

[TpakTuHe 3HaYEHHSI OTPUMAHHUX PE3YJIBTATIB POOOTH MOJIATAE V:

1. Po3po01i cTpyKTypH MpOrpaMu AJis peajizailii OliHIOBaHHS PiBHS 3aXHIIEHOCT1
CUCTEM 3axXucTy 1H(pOpMaIllii, [0 HUPKYIIOE B IHHOPMALIMHUX CUCTeMaX, Y BUTJIS1 CEMU

B3a€MO3AJIC)KHUX MPOTPAMHUX MOAYJIB: MOJYJA CTBOPEHHS KOHUEMTIB, MOJYJIS



CTBOPEHHS 1 MPUCBOEHHS CUJIM 3B’SI3KYy MIXK KOHLENITaMH, MOJYJIA MOOYA0OBH MaTpPHIIl
CYMDKHOCTI, MOIYJsl Bi3yani3alii Ta peAaryBaHHs MOJENi, MOAYJsa OOYUCICHHS
CUCTEMHUX IOKAa3HUKIB HEUITKOI KOTHITMBHOI KapTH, MOAYJS JIMHAMIYHOIO YacOBOIO
aHai3y Ta MOIYJs AOCHIHKEHHS IMITYJIbCHUX MPOLECIB HA KOTHITUBHIN KapTi. 311HCHEHO
MIPOrpaMHy peanizalliio 3alporoHOBAaHUX MOJIYIIIB.

2. Po3po011i mporpamMHux 3aco0iB JjIsl peasizailii Ol[iHIOBaHHS PIBHS 3aXUIIEHOCTI
CUCTEM 3axHucTy iH(opmalii, 10 UHUPKYJIOEe B IHQOPMALIMHUX CHUCTEMaxX, 3a
3arpONOHOBAHUMHU KOTHITUBHUMH MOJIEIISIMH JTOCIPKEHHS 3aXUIICHOCTI KOMIT FOTEPHOT
MEpEexi, CUCTEMU 3aXUCTy 1HPopMaIlii Ta 00’ €KTa KPUTUYHOT IHPPACTPYKTYPH.

3. JloBeeHH1  OCTOBIPHOCTI BIUIMBY 3arpo3 Ha piBEHb  3aXMILEHOCTI
KOMIT'IOTEpHOT Mepexi, CHCTeMH 3axucTy iHdopmalii Ta 00’€KTa KPUTHUYHOI
IHPpPAaCTPYKTYpH, BHU3HAYCHOTO 3a pe3yJlbTaTaMd KOTHITHBHOTO MOJCITIOBAHHS.
OTtpumaHi pe3ylbTaTH HAJAITh MOXJIUBICTH CIPOTHO3YBATH PO3BUTOK CHUTYAIlil st
OPUMHATTS BYaCHUX Ta €(EKTUBHUX YIPABIIHCHKUX PIlIEHb, CHPSIMOBAHUX Ha
MABUILICHHS 3aXUIIEHOCT] TOCTIHKYBAHUX CUCTEM 3aXUCTy 1HGOpMAaIlii, 10 MUPKYITIOE
B iIHpOpMAIITHUX CHCTEMAX.

4. TIpoBeaeH1 TMHAMIYHOTO YaCOBOTO aHAI3y BIUIMBY (haKTOPIB 3arpo3 Ha piBEHb
3aXHUIEHOCT1 00’ €KTa KPUTUYHOT IHPPACTPYKTYPH, Y PE3yIbTaTi SIKOro OyI0 BUSHAYCHO
Ta 371HCHEHO TIOPIBHSAHHS PIBHIB BILIMBY JOCIIIKYBaHUX 3arp03 HAa 3aXUIIECHICTh TAHOTO
00’€KTy y pi3HI MOMEHTH Yacy.

5. [IpoBeneHl CUMILTIIIATBPHOTO aHAMI3y CTPYKTYPH KOTHITMBHOI MOJENi s
JOCTIHKCHHST PIBHA 3aXHIIEHOCTI 00’ €KTa KPUTUYHOI 1HGPACTPYKTYpH, y pe3yabTaTi
aKkoro Oyno copMOBaHO MHOXKHUHY YTNPABISIOUMUX JJIsi BCIET CHCTEMM KOHIIENTIB Ta
BCTAaHOBJICHO B3a€MO3B’SI3HI KOHIICNTH, BIUIMB Ha SIKIi BCEpPEIWHI KOXHOTO OJIOKY
JI03BOJIUTH 32 HAaWMEHIIMX 3YyCHJIb MiJBUUIUTH PIBEHb 3aXUIIEHOCTI JOCTIIKYBaHOTO
00’€KTa.

6. JocmimkeHH1 po3BUTKY Y Yaci KOTHITUBHOI MOJIEI JJIsl BU3HAYCHHSI 3MIHH PIBHS
3aXUIIEHOCTI CUCTEMU 3aXUCTy 1HQOpMAaIlili, IUISIXOM BBEJEHHS IMIYJILCHUX BIUIUBIB Y

KOHIIENITH KOTHITUBHO1T KapTH, 110 HAJIaJI0 3MOTY MPOCIIAKYBAaTH €BOIIOLIIHUN pO3BUTOK



CUCTEMHU Ta CHPUATUME MIJBUIIEHHIO €)EKTUBHOCTI IPOrHO3YyBaHHS PO3BUTKY CUTYaIlil
IIPU BIUIMBI HMOBIPHUX 3arpo3.

Ha ocHoOBIi aHami3y CydyacCHUX METOIiB Ta MOJIEJICH OIIHIOBAaHHS BILTUBY 3arpo3 Ha
piBeHb 1H(pOpMaliifHOI Oe3MeKH, BCTAHOBJEHO, IO OUIBIIICTh 3 HHUX MOTPEOYIOThH
CKJIQIHUX PO3PAXYHKIB i TPUBAJIOTO Yacy JJIsl OTIPAIFOBAaHHS BXITHUX JTaHUX. 3a3Ha4YEHI
npoOJieMH JTO3BOJIIIOTh BUPIIIUTA METOAU KOTHITUBHOTO MojeitoBaHHs. [Ipote
nepeBakHa OUIBIIICTh MPOAHATI30BAaHUX KOTHITMBHUX MOJIeJIed OpI€EHTOBaHa Ha
NPOBEJCHHS aHaji3y craHy iHdopmMmamiiiHoi Oe3neku, OIIHIOBaHHS PH3UKIB il
MOPYIIEHHS, ajie He 3a0e3neuye 0e3mocepeHLOr0 BUSBHAYCHHS 3MIHH PIBHS 3aXUIIEHOCTI
CUCTEMM TP BIUIMBI Ha HeEi MOTEHIINMHUX 3arpo3. [IpoBexeHuil anai3z 103BOJIUIIU
OKPECIIUTH 3aBJaHHs, IO MOTPEOYIOTh MOJAIBIIMX HAYKOBUX JOCIIDKCHb I iX
NPAKTUYHOT'O BUKOPHUCTAHHSI.

Po3po6ieHO0  KOTHITMBHI MOJEl IS OIIHIOBAaHHS PIBHA  3aXMIIEHOCTI
KOMIT FOTEPHOT Mepeki, CHCTEeMH 3axXucTy iHQopmarlii Ta 00’€KkTa KpUTHYHOI
iHppacTpykTypu. Ha OCHOBI CTPYyKTYpPHO-TOMOJOTIYHOTO aHai3y BU3HAUYEHO OCHOBHI
NOKa3HUKU HEYITKUX KOTHITUBHUX KapT Ta HaWBaromimi 3arpo3d 3aXUIIEHOCTI
JIOCTIKYBaHUX cHcTeM. JIJisi OTpMMaHHS MPOTHO31B PO3BUTKY CHUTYyallli Ha OCHOBI
CIIEHApHOTO MOJICJIFOBAHHS BHU3HAYECHO BIJIHOCHY 3MIHY DPIBHS 3aXHUIIEHOCTI CHUCTEM
3axucTy 1HMOpMaIii, 0 MUPKYIIOE B IHPOPMAIIHHUX CUCTEMaX, TPH MaKCUMAITLHOMY
BIUIMB1 HaliBaromimux 3arpo3. JlOCTOBIpHICTh OTPUMAaHUX PE3yJbTATIB JOBEIACHO 3a
JIOTIOMOTOI0 MHOKHHHOTO PETPeCiitHOro aHaizy.

BukopurcToByoun TEOpit0 HEUITKUX BiTHOIICHB, 3AIMCHEHO paH)XyBaHHS 3arpos,
[0 CTaJl0 OCHOBOIO JJisi MPOTOPIIHHOTO PO3MOALTY JOMYCTUMHUX BUTpaT Ha
3a0€3MeUeHHs] 3aXMIIEHOCTI CUCTEeMH 3axHUCTy iHQopMalii Ta 00’€KTa KPUTUYHOI
iHbpacTpykTypu. OTpuMaHi pe3yabTaTH € KOPUCHUMU NI BCTAHOBJICHHST OallaHCy MIXK
piBHEM iH(OpPMAIIHHOTO PU3UKY Ta AOMYCTUMUMHU BUTpaTaMHu Ha MPOBEIACHHS 3aXO0JiB
iHbopmartiitHoi 6e3nexu. KpiM TOro, Ha OCHOBI BUBHAUEHUX PAHTIB 3arP03 BCTAHOBIICHO
JOMYCTUMY 1HTEHCHUBHICTh 3HW)KEHHS PIBHS 3aXMINEHOCTI JOCHIAXXYBaHUX CHUCTEM, IO
CIpUSITUME BYACHOMY BIPOBAKEHHIO €(PEKTUBHUX MEXaHI3MIB MPOTHUIII 3arpo3am,

palioHaIBbHOMY MEPEPO3NOALTY CHII 1 3aC001B JJIs IXHBOT HEUTpasti3allii.



[IpoBeneHO CHUMILIIIIATBHUN aHAI3 CTPYKTYpU KOTHITUBHOI MOJENl s
JOCIIPKEHHSI PIBHS 3aXUIIEHOCT1 00’ €KTa KPUTHUYHOI IHPPACTPYKTYypH, HA OCHOBI SIKOTO
BU3HAYEHO YMPABISAIOUl Ta 3B’s3HI KOHIIENTH CUCTEMH. BIUIMB Ha B3aeMO3B’si3aHi
BCEPEIIUHI KOXKHOTO OJIOKY KOHILENTH CUMILTIIIAIBHOTO KOMIUIEKCY JO03BOJUTH MPHU
HalMEHIIMX 3YCWUISX MIABUIIUTH PIBEHb 3aXUIIEHOCTI 00’€KTa KPUTUYHOT
1HPPaACTPYKTYpH.

3niiCHeHO JMHAMIYHUN YacoOBUW aHalli3 BIUIMBY (AKTOPIB 3arpo3 Ha piBEHb
3aXUIIEHOCT] 00’ €KTa KPUTHYHOI IHPPACTPYKTYPH, SIKUH HAJTa€ MOKIIUBICTh BUBHAUUTH
3MIHY PIBHSI 3aXMIIEHOCTI JAHOTO O0’€KTa y 4Yacl MpW BIUIMBI KOHKPETHUX 3arpo3 Ta
MOPIBHSATH CUITY JAHUX BILIUBIB.

[IpoBeneHo mOCHiKEHHS IMIYJIbCHHX TMPOIECIB HAa KOTHITMBHIM KapTi s
BU3HAYCHHS 3MI1HU PIBHS 3aXUIIEHOCTI CUCTEMU 3aXUCTy 1HPopMarlii. Y pe3ynbTaTi uoro,
PO3IJIIHYTO €BOJIIOIIMHUNA PO3BUTOK CHCTEMHU MPU BBEIEHHI 30ypeHb y JOCIHIKYBaHI
KOHIIENITH Ta BCTAHOBJICHO HAWBIUTMBOBIIII 3 HUX.

Jlns peamizaiiii 3ampoNOHOBaHUX MOJIENIeH po3po0JeHo MporpaMHi 3acolu, sKi
JI03BOJIAIOTH 3MEHIIIUTH Yac Ha ONMPAILFOBAHHS BXIIHUX JAHUX, 30UIBIIUTH MBUIKICTH X
00poOKHU Ta MOKPAIIUTH HAOYHICTh TOCTIKYBAaHOT CUCTEMH.

OnepkaHi HAyKOB1 pe3yibTaTH BIPOBAKEHO Yy [OJIOBHOMY yImpaBiiHHI
[lenciiinoro ¢donay VYkpainn y Binnunbkiii o0nacTi (akT Mpo BIPOBAIKEHHS Bil
01.10.2020 p.), XMeIbHHUIIBKOMY 30HaJbHOMY Bimauri  BiiickkoBOi  ciyxOwm
MPaBOMOPSAIKY (aKT Ipo BIpoBapkeHHs Bif 16.11.2020 p.), BigokpeMIeHOMY MiApO3/iii
«IliBgenHo-3axinHa enekTpoeHeprernyHa cucrtema» [IAT «HamionansHa eHepreTuyHa
KOMITaHisg « YKpeHepro» (akT mpo BrpoBamkenns Bix 20.11.2020 p.) Ta y HaBYaIbHOMY
mpoiieci BIiHHMIIBKOTO HAI[IOHAIBHOTO TEXHIYHOTO YHIBEPCUTETY Ha Kadeapi
MEHEKMEHTY Ta Oe3neku I1HGOpPMAIIHHUX CHCTEM [JIs MATOTOBKM (HaxiBIiB 3a
cnemianpHicTIO 125 «KibepOe3neka» (akT mpo BrpoBamkeHHs Big 16.11.2020 p.).
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ABSTRACT

Saliieva O. V. Models and means of assessing the level of security of information
security systems based on cognitive modeling. — Qualifying scientific work on the rights
of the manuscript.

Thesis for the degree of PhD in the specialty 125 "Cybersecurity" (12 "Information
Technology"”). - Vinnytsia National Technical University, Vinnytsia, Ministry of
Education and Science of Ukraine. - Lviv Polytechnic National University, Ministry of
Education and Science of Ukraine, Lviv, 2021.

The dissertation is devoted to actual issues of development of functional cognitive
models for assessing the level of security of information security systems circulating in
information systems, to increase their security and development of software for the
implementation of assessment of the proposed models.

The following scientific results were obtained in the work:

1. For the first time, a model for estimating the level of protection of a critical
infrastructure object on the basis of a cognitive approach has been proposed, which
provides an opportunity to simplify calculations and reduce the processing time of input
information; improve the clarity of the input data; when constructing a cognitive map to
take into account both quantitative and qualitative factors; if necessary, it is easy to
expand their number by introducing additional vertices and arcs of the graph of the
cognitive map; identify the most important factors, in particular, identified such factors
as security of the information security system, insider influence, security of the computer
network; to conduct scenario modeling, as a result of which it is determined that the level
of protection of the critical infrastructure will increase by 2% with the maximum positive
impact of the most important factors.

2. For the first time, a model for assessing the level of security of the information
security system based on a cognitive approach using fuzzy cognitive maps, which allows
to increase the processing speed of input information and reduce the time for its
processing; improve the clarity of data presentation; use incomplete, fuzzy information

and subjective judgments of subject matter experts; take into account both quantitative



and qualitative factors that affect the security of the information security system; identify
the most important factors, in particular, as defined physical protection, organizational
support for information protection, unauthorized access to information by an attacker; to
conduct scenario modeling of the situation development, as a result of which it is
determined that the level of security of the information protection system will increase by
19% with the most positive influence of the most important factors.

3. Improved model for assessing the level of security of a computer network based
on a cognitive approach using fuzzy cognitive maps, which more accurately reflects the
subject area and allows better consideration of the variability of the processes occurring
in the system over time; identify the most important threats to the computer network, in
particular, as identified malware, physical impact on the network by an attacker and
unintentional actions, errors of network users; to conduct scenario modeling of the
development of the situation, as a result of which it is determined that the level of security
of the computer network will increase by 63% with the maximum mitigation of the impact
of the most important threats.

4. The approach to determining the allowable costs for ensuring the security of
critical infrastructure and information security system and the allowable intensity of
reducing their security based on threat ranking using fuzzy relationship theory, which
allows to reduce the processing time of input information and simplify intermediate
calculations, operating with fuzzy input data and carrying out fuzzy formalization of
evaluation criteria; to conduct not only quantitative but also qualitative evaluation of both
input data and output results.

The practical significance of the obtained results of work is:

1. Development of a program structure for implementing the assessment of the
level of security of information security systems circulating in information systems, in
the form of seven interdependent software modules: module for creating concepts,
module for creating and assigning communication between concepts, module for
constructing adjacency matrix, visualization module and editing of the model, the module
of calculation of system indicators of fuzzy cognitive map, the module of dynamic time

analysis and the module of research of pulse processes on the cognitive map. The software



implementation of the offered modules is carried out.

2. Development of a software to implement the assessment of the level of security
of information security systems circulating in information systems, according to the
proposed cognitive models of the study of computer network security, information
security system and critical infrastructure.

3. Proving the reliability of the impact of threats on the level of security of the
computer network, information security system and critical infrastructure, determined by
the results of cognitive modeling. The obtained results provide an opportunity to predict
the development of the situation for timely and effective management decisions aimed at
improving the security of the studied information security systems circulating in
information systems.

4. Conducted a dynamic time analysis of the impact of threat factors on the level
of protection of critical infrastructure, which identified and compared the levels of impact
of the studied threats on the security of this object at different times.

5. Simplified analysis of the structure of the cognitive model to study the level of
protection of critical infrastructure, which resulted in the formation of a set of control
concepts for the whole system and established interconnected concepts, the impact of
which within each block will allow to increase the level of protection. object.

6. Study of the development of the cognitive model over time to determine the
change in the level of security of the information security system, by introducing impulse
influences into the concepts of the cognitive map, which allowed to trace the evolutionary
development of the system and help improve forecasting.

Based on the analysis of modern methods and models for assessing the impact of
threats on the level of information security, it was found that most of them require
complex calculations and long time to process the input data. These problems can be
solved by methods of cognitive modeling. However, the vast majority of analyzed
cognitive models are focused on analyzing the state of information security, assessing the
risks of its violation, but does not provide a direct determination of changes in the level
of security of the system under the influence of potential threats. The analysis allowed to

outline the tasks that require further research for their practical use.



Cognitive models have been developed to assess the level of security of a computer
network, information security system and critical infrastructure. Based on the structural
and topological analysis, the main indicators of fuzzy cognitive maps and the most
significant threats to the security of the studied systems are determined. To obtain
forecasts of the situation on the basis of scenario modeling, a relative change in the level
of security of information security systems circulating in information systems, with the
maximum impact of the most important threats. The reliability of the obtained results was
proved by multiple regression analysis.

Using fuzzy relationship theory, threat ranking was performed, which became the
basis for the proportional distribution of allowable costs to ensure the security of the
information security system and the critical infrastructure. The obtained results are useful
for establishing a balance between the level of information risk and eligible costs for
information security measures. In addition, on the basis of certain ranks of threats, the
allowable intensity of reducing the level of protection of the studied systems has been
established, which will facilitate the timely implementation of effective mechanisms to
counter threats, rational redistribution of forces and means to neutralize them.

A simplicial analysis of the structure of the cognitive model was conducted to study
the level of protection of the critical infrastructure object, on the basis of which the control
and coherent concepts of the system were determined. Influencing the interconnected
concepts of the simplicial complex within each block will allow to increase the level of
protection of the critical infrastructure object with the least effort.

A dynamic temporal analysis of the impact of threat factors on the level of
protection of critical infrastructure is performed, which provides an opportunity to
determine the change in the level of protection of this object over time under the influence
of specific threats and compare the strength of these impacts.

The study of impulse processes on the cognitive map to determine the change in
the level of security of the information security system. As a result, the evolutionary
development of the system during the introduction of changes into the studied concepts
Is considered and the most influential of them are established.

To implement the proposed models, software tools have been developed that allow



to reduce the time for processing input data, increase the speed of their processing and
improve the visibility of the studied system.

The obtained scientific results were implemented in the Main Department of the
Pension Fund of Ukraine in Vinnytsia region (certificate of implementation of
01.10.2020), Khmelnytsky zonal department of the Military Law Enforcement Service
(certificate of implementation of 16.11.2020), a separate subdivision of "South-Western
Electric Power system" of PJSC "National Energy Company "Ukrenergo" (certificate of
implementation of 20.11.2020) and in the educational process of Vinnytsia National
Technical University at the Department of Management and Security of Information
Systems for training specialists in the specialty 125 "Cybersecurity” (certificate of
implementation of 16.11.2020).

Keywords: information security, security threats, information security system, level
of security, cognitive modeling, fuzzy cognitive map, fuzzy relationship, transient

closure, regression analysis, simplicial analysis, pulse modeling.
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