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aBTeHTH(]iKaLii Ha 0CHOBI ejlekTpoKkapaiorpamu. — Kpamidikariiina HayKkoBa mparis
Ha MpaBax pPyKOIHCY.

Huceprariist Ha 3700y TTs HAYKOBOT'O CTYMEHS TIOKTOpa (iocodii 3a criemiaabHICTIO
125 «Kibepbesneka» (12 — [adopmartiitai Texuosorii). — HarioHanpHUI yHIBEPCUTET
«JIpBiBCHKA moiTexHika», JIbBiB, 2021.

VY nuceprauiiiHiii poOOTI pO3B'SI3aHO aKTyallbHY HAyKOBO-TNIPUKIIAJHY 3aJady y
ramy3l KiOepOe3neku - TMOKpalleHHS XapaKTepUCTUK CHUCTEMH OlOMETPUYHOL
aBTeHTU(DIKaIli 3a CUTHAJIOM EJEKTPOKapJlorpaMd Ha OCHOBI palliOHAJIBHOIO
MO€THAHHS TEXHOJIOT1H IIU(POBOro 00pOOIEHH CUTHAIIIB 1 MAILIMHHOTO HABYaHHS, 110
M1JIBUIILY€ PIBEHb 3aXUIIIEHOCTI PeCypciB Ha 00'ekTax 1HPOPMAIIHHOI JISITBHOCTI.

Huceprartiitna poboTa CKJIaJa€Tbesl 31 BCTYIY, YOTHUPHOX PO3/iIiB, BUCHOBKIB,
CIUCKY JIITEpAaTypHUX JDKEPEN Ta T0HATKIB.

B nepuwiomy po30ini po3rnsiHyTo OCHOBHI PSKUMH POOOTH 1 ITOJAHO MTOPIBHSIBHY
XapaKTEPUCTUKY Cy4YacHUX cucteM OlomeTpuyHoi aBTeHTHIKamii. I[IpoBeneno
NOPIBHSAHHSA  HAaWMOMIMPEHIMNUX  OIOMETPUYHUX  MapKepiB 32  JOIMOMOIOIO
dbopmaiizoBaHUX  KpUTEPiiB  (yHIBEPCAIBHICTh,  YHIKAJIBHICTh,  IOCTIMHICTB,
BHUMIPIOBAHICTh, TPOAYKTUBHICTb, IPUHUHATHICTb, CTIMKICTh 10 OOMaHy, ILiiHa, TOIIO).
[IpencraBneno neranpuHuil onuc enekrpokapaiorpamu (EKI) sk 6iomerpuyHOro
Mapkepa B cUCTeMax po3Ii3HaBaHH, IOKa3aHO MOTo MepeBar 1 npoodeMu Ha IUISAXY
MPaKTUYHOTO 3aCTOCYBaHHA B cucTeMax aBTeHTHdikaiii. [IpoananizoBaHo Biomi
nigxoau ompaioBanHs EKI-curHamy Ha OCHOBI BUAUICHHS XapaKTEPHUX TOYOK
(fiducial points) Ta 6e3 Takoro BumuieHHsi (non-fiducial point), ToOTO Ha OCHOBI
IHTEJIEKTyaJIbHOTO aHai3y moBHOTO Habopy BuOipok EKI'-curnany. ChopmynbsoBano
3aBJaHHS JTUCEPTAIIITHOTO JOCIIIKCHHS.

Y opyzomy po3oini po3riasiHyTO 0coOIMBOCTI nporecy aBTeHTHdiKalii 3a EKI -

curHajioM. PopmaiizoBaHO CTPYKTYpy OIOMETpUYHOI CHCTEMHU pO3Ii3HABAHHA.



HaBezneHo netanbHuit onuc 1 QyHKINT KOXKHOTO 13 CTPYKTYPHHX €1eMEHTIB. Po3risHyTO
MEPCHEKTUBHI MIIX0U JI0 MOKPAIIEHHS TEXHIYHUX 1 €KCIUTyaTallliHUX XapaKTePUCTUK
oiomerpuunoi  cucremu  EKI-aBrentudikamii. I[lepemoBciM,  0OrpyHTOBaHO
JOLUUIBHICT, BBEJIEHHS B JIAHIIOT OMNPALIOBaHHS €JIEKTPOKapaiorpaMHu  JIBOX
JT0JIATKOBUX KOMITOHEHT:

* KOMIOHEHTa TeMmopaiabHOoi Hopmamizamii EKI-curnamy, mo mnokivkana
3a0€3IeUnTH IHBApI1aHTHICTh Pe3yJIbTaTiB aBTEHTU(]IKAIIIT 10 3MIHU YaCTOTH CEPLIEBOTO
PUTMY, TUM CaMUM IT1JIBUIIMBIIH JOCTOBIPHICTh pOOOTH O10METPUYHOI CUCTEMH;

* KOMIIOHEHTa BUSBJICHHS Ta KopuryBaHHs aptedakrtiB y EKI'-curnam, saxa 3a
JIOTIOMOTOI0 1HCTPYMEHTapil0 CTATUCTHUKU a00 MAaIIMHHOIO HAaBYaHHS IIIIBUILYE
TOYHICTb 1 IIBUJKOJIIFO CHCTEMH O10METPUYHOI aBTEHTH(IKALIIi.

[TogaHo METONMKHU OIIHIOBAaHHS €()EKTUBHOCTI METOJIB 1 3aC00iB 610METPUYHOI
aBTeHTHIKaIli Ha ocHOBl EKI'-curnamny. [IpencraBneno copmoBany aBTopom 6a3y
3anuciB enektpokapaiorpam (Lviv Biometric Dataset), ska Ha MOMEHT HalMCaHHS
nucepTarii mictuia 1809 3anuciB Bumipsaux y 115 cy0'exTiB Ha 4aCOBOMY rOpPHU30HTI
noHan aBa poku. bazy Lviv Biometric Dataset BukiiafieHo y BIIKpUTUNA JOCTYII, TOPS
13 iHmmMu 6azamu EKT -3anucis.

Tpemin po3din cupsIMOBaHO Ha PO3pOOJICHHS MOJCIEH Ta METOIIB IS
MOKpPAIICHHS XapaKTepUCTUK O010METPUYHUX cUCTEM aBTeHTU(ikalli Ha ocHOBl EKT'.

Cnpomenuii 1 3pyunuii mis cucteM aBTeHTHdiKaii Bigdip EKI-nmorenmianis 13
MaJbIIB JIBOI 1 MPABOi PyK MPU3BOJIUTH J0 3HUXKEHHSI SIKOCT1 3anmucy. YacToTHI cMyTH
KOPUCHOTO CUTHANy 1 3aBajl MEPEeKpUBAIOTHCA, TOMY Micias 1upoBoi (iabTpaiii y
EKT'-3ammcax cmocrepiratoThCs 3amuiikoBi apTedaktu. OmucaHi y JiTepaTypHUX
JKepenax MiAXOAu CIHUPAThC Ha BUSBICHHSA 1 BiakuaaHHs (parmentis EKI 3
AHOMAJIbHUMH B1IXUIJICHHSIMH.

VY poOoTi Bmepie 3ampONOHOBAHO HE BIJKHMJATH, a BHUIPABIATH (parMeHTH 3
aHOMAJLHUMM BIAXWICHHSIMH, 110 BaXXJIUBO JJis 30€peKEHHs HEOOXiAHOTo 00cAry

naHuX s kinacudikaropa i ckopodeHHs dacy Bimoopy EKI'. Po3pobneno migxim mo



BUIIpaBJIeHHA 3aauiIkoBux apredaktiB y EKI'-curnanax, sxuil ckiagaerbes 13 TpbOX
eTariB:

1. ¢opmyBanus pedepeHiiitHoro o0pa3zy 010METPUIHOTO MapKepa;

2. BussneHHs ¢pparmentiB EKI -curnany i3 npomaxamu;

3. 3aMiHa 1ux ¢hparMeHTIB Ha BIJIMOBIIHI 3HaUCHHS 13 pepepeHIiiinoro oopasy.
3acToCyBaHHS TaKOTO IMIAXOAY Ja€ 3MOTYy CYTTE€BO IMiJBUIIUTH JOCTOBIPHICTD
pe3yJIbTaTiB aBTCHTU(IKAIII].

3anmponoHOBaHoO 1 IOCHIHKEHO Ba MeToAu (popMyBaHHS pedepeHIiiiHoro oopasy
EKT'-mapkepa asist BunpaniieHHs 3anuiikoBux apredaxtiB y EKI'-curnanax y cucremi
OloMeTprUYHOi aBTEHTU(IKAITIT:

- Ha OCHOBI HEBUMOIJIUBOI JO OOYMCIIOBAJIbHUX peCypciB (HopMalbHOI
CTaTUCTUYHOI MOJIENI;

- Ha 0a31 HEUITKOI HeHpoMepekeBOi MOJIeNl, IO J1a€ 3MOTY 3MEHIIUTH MOXUOKU
aBTEeHTHU(DIKaIli epIIOro 1 Ipyroro poay BIANOBIAHO y 4 Ta 3 pa3u.

Jlost etamy BuUsiBJIEeHHS ()parMeHTIB 13 MpoMaxaMi BUKOHAHO JOCTIHDKEHHS BITUBY
rineprnapaMeTpiB (TpUBAIICTh KOB3HOTO BIKHA 1 MOPIT JOIMYCTUMOIO BIIXHWJICHHS
BUOIPKH) Ha TOYHICTh aBTEHTU]IKALIIT, 1110 JaJI0 3MOTY 3HAWTH ONTUMAJIbHI iX 3HAYEHHS
3a KpUTEPIEM MIHIMAIBHOT TOXUOKH.

Po3pobieno Ta anpoOoBaHO IHCTPYMEHTapiil Jyisi TEMIOpPabHOI HOpMali3arlii
EKT-curnamy. Cepen cydacHux MeToAiB kiacudikarii (METOJ OMOPHUX BEKTOPIB,
JTHIAHUANA TUCKPUMIHAHTHUH aHam13, kK-HalOIMKIUX CyCiJliB, IepeBa pillleHb, HEUPOHHI1
MEpeXi, TOII0) 3IIMCHEHO BHOIp ONTUMAJIBLHOIO Jig MOOYJIOBH CHUCTEMHU
aBreHTu®ikarii. JlocmimkeHo npuaaTHICTF 610METPUYIHOT CHCTeMH aBTEHTHU(IKAITT 0
MacmTabyBaHHs, @ caM€ BH3HAYEHO BIUIMB 30UIBIICHHS YHWCIa KOPUCTYBadiB Ha
TOYHICTh aBTECHTH(DIKAIII].

Y uemeepmomy po3oini imnieMeHTOBaHO O10METPUYHY CUCTEMY aBTEHTH(]IKAIII] 3
MOKPAIIEHUMH XapaKTePUCTHKAMU Ha OCHOBI BHKOPHCTaHHS PO3POOJIECHUX aBTOPOM
Mozaened 1 MeromiB. 30Kpema, W00 TMOKa3aTH MOMJIMBICTh IMIUIEMEHTAIli1

oiomerpuuHoi cucteMu EKI-aBreHTtudikaiii Ha TPUCTPOSIX 3 OOMEKESHUMHU

3



OOYHCITIOBAILHUMHU pEeCcypcamMH IMIJIEMEHTOBAaHO OlOMETpHUYHY CHUCTeMy Ha 0asi
Mikpokomm'rotepa Raspberry Pi 3B. [IlpoBemeHo AOCHIKEHHS  IIBUAKOAI
IMITJIEMEHTOBAHO1 OIOMETpUYHOI CHCTEMH, 3a pe3yJbTaTaMH SKOro C(HOpPMOBAHO
peKOMEeH 1Al sl iIMIIeMeHTAaIli1 010MEeTPUYHUX CUCTEM aBTEHTHU(IKaIli{ K Ha OCHOBI
nepcoHaIbHO1 Po00YOoi cTaHIli, Tak 1 Ha 6a31 MikpokoMITtoTepa Raspberry Pi.

Hocnimkxeno yacoBy ctabinpHICTh EKI'-curHaniB Ha JOBrOTPUBAIUX MPOMIKKAX
gacy (pOKM, Micslll), a TaKoXX BH3HAUCHO CTYyIiHb BIUIMBY BaplaTUBHOCTI
1H(QOPMATUBHUX O3HAK €JIEKTPOKAPAIOrpaMu Ha TOUYHICTh aBTEHTH(IKalli. Pe3ynbratu
JocIiKeHb 3acBiiuniy, o EKI € ctabinbHUM MapKepoM 1 MOKE 3aCTOCOBYBATUCA Y
peaqpbHUX CcHUCTeMax aBTeHTU(IiKallli, NpUYOMy CHUCTeMa 3]1aTHa AaJeKBATHO
pO3Mi3HaBaTH KOPUCTYBadiB yYIPOJOBXK TPUBAJIOr0 dYacy 0Oe3 HeoOXiIHOCTI
MPOMIXKHOTO KamiOpyBaHHs. TakuM dYHMHOM, JOBEACHO BHCOKHHM TOTEHITAT 1
MEPCIEKTUBHICTh €IEKTPOKApAIOrpamMH, K O10METPUYHOTO MapkKepa, JJig moOy0BH
HaJIIMHUX CUCTEM aBTEHTHU(IKAIIII.

HaBeneHo mnepemik MOXIUBUX cdep 3acTOCYBaHHS Ta ONUC MPHUKIAJHUX
3acTOCYBaHb Uil O10MEeTpUYHHUX cucTeM aBTeHTU(dikaii 3a EKI -curuamom.

KurouoBi cioBa: 6ioMeTpuyHa aBTeHTH]IKALIls, eleKTpoKapaiorpama, udpose
OoOpoOJIeHHSI CUTHaJy, MAallMHHE HaBYaHHS, HEHUPOHHI MEpEeXi, aBTOEHKOIECPH,

KOPEKIIis aHOMaJTiid, TeMITopaibHa HopMalizaiis, Raspberry Pi.



ABSTRACT

Sabodashko D.V. Improvement of methods and means of biometric
authentication based on electrocardiogram. — Manuscript.

Thesis paper for achievement of the scientific degree Doctor of Philosophy in the
specialty 125 “Cybersecurity” (12 — Information technologies). — Lviv Polytechnic
National University, Lviv, 2021.

The thesis paper solved the relevant scientific and applied task in the sphere of
cybersecurity — improvement of characteristics in biometric authentication systems
based on electrocardiogram signal via the rational combination of digital signal
processing technologies and machine learning, which increases the resources protection
level on the information activity objects.

The thesis paper consists of introduction, four chapters, conclusions, list of
references and appendixes.

The first chapter examines the main working modes and provides the comparative
characteristics of modern biometric authentication systems. Comparison of the most
widely spread biometric markers using the formalized criteria (scalability, uniqueness,
steadiness, productivity, acceptability, stability, forge resistance, price, etc.) was
performed. Detailed description of electrocardiogram (ECG) as a biometric marker in
the recognition systems was presented, its advantages and problems on the way of
practical application in the authentication systems were revealed. Known approaches
of ECG-signal processing based on fiducial points extraction and without such an
extraction (non-fiducial point), thus on the basis of the intellectual analysis of the full
set of ECG-signal data selection were analyzed. The task of the thesis research was
stated.

In the second chapter the peculiarities of authentication process based on ECG-
signal are studied. The structure of biometric recognition system is formalized. The
detailed description and functions of each of the structure elements are provided.

Perspective approaches to the improvement of the technical and operating



characteristics for ECG-authentication biometric system are studied. First of all, the
expediency of introduction into the electrocardiogram processing pipeline of two
additional components is reasoned:

« component of ECG-signal temporal normalization, which is supposed to provide
invariability of the authentication results as to the change of the heart rate, thus
increasing the authenticity of the biometric system work;

« component detecting and correcting anomalies in the ECG-signal, which using the
statistical or machine learning instruments increase the accuracy and the speed of the
biometric authentication.

Techniques evaluating efficiency of methods and means of biometric authentication
based on ECG-signal are provided. Electrocardiogram records dataset (Lviv Biometric
Dataset) formed by the author is presented, which at the moment the thesis was written
contained 1809 records measured from 115 subjects on the time horizon of over two
years. Lviv Biometric Dataset is open sourced together with other ECG-records datasets

The third chapter is directed onto development of models and methods for
improvement of ECG-based biometric authentication systems.

The simplified and friendly to authentication systems selection of ECG-signals
from the fingers of the left and right hands lead to decrease in record quality. Frequency
bands of the useful signal and obstacles are overlaid, thus after the digital filtering the
residual artifacts remain the in the ECG-signal. The approaches described in the
references are drawn upon the detection and removal of ECG fragments with anomaly
deviations.

It was first suggested in the work not to remove, but to correct the fragments with
the anomaly deviations, which is important for preservation of the data amount for the
classifier and shortening of time for ECG selection. Approach for correction of the
residual artifacts in the ECG-signals was developed, it consists of three stages:

1) formation of reference pattern for the biometric marker;

2) detection in the ECG-signal of fragments with anomalies;



3) substitution of these fragments with the corresponding values from the reference

pattern.

Application of such an approach allows to substantially increase the validity of the
authentication results.

Two methods for reference pattern formation of the ECG-marker were suggested
for correction of the residual artefacts in the ECG-signals for systems of biometric
authentication:

- based on the undemanding as to the calculation resources formal statistical model;

- based on the fuzzy neural network model allowing to decrease the type | and type
Il authentication errors in 4 and 3 times correspondingly.

For the purposes of stage detecting fragments with anomalies the research on
influence of hyperparameters was performed (duration of the sliding window and the
threshold of the acceptable deviation of the dataset) for accuracy of the authentication,
which allowed to find their optimal values according to the criterion of the minimal
error.

Instruments for temporal normalization of ECG signal were designed and tested.
The selection was performed among the modern classification methods (support vector
machines, linear discriminant analysis, k-nearest neighbors algorithm, decision trees,
neural networks, etc.) for optimal design of the authentication system. Scalability of the
biometric authentication system was researched, namely the influence of users increase
on the authentication accuracy was studied.

Biometric authentication system with improved characteristics based on usage of
the models and methods designed by the author was implemented in the fourth chapter.
Among others, to show the implementation possibility of the biometric system with
ECG-authentication on the devices with limited calculation resources the biometric
system based on Raspberry Pi 3B was implemented. The speed of the implemented
biometric authentication system was verified, and based on the obtained results the
recommendations for implementation of the biometric authentication systems on the

stand-alone PC as well as on the Raspberry Pi microcomputer were formed.



Long term (years, months) temporal stability of the ECG-signals was studied, as
well as the influence of the variability of the informative features from
electrocardiogram on the authentication accuracy was defined. Research results
certified that the ECG was a stable marker and might be applied in real authentication
systems, at this the system was able to adequately recognize the users during the long
time without the necessity of the intermediate calibration. Therefore, the high potential
and prospects of the electrocardiogram as a biometric marker for the design of the
reliable authentication systems are proved.

The list of possible application spheres and the description of the applied usage for
biometric authentication systems based on the ECG-signal are provided.

Keywords: biometric authentication, electrocardiogram, digital signal processing,
machine learning, neural networks, autoencoders, anomaly correction, temporal

normalization, Raspberry Pi.



