MIHICTEPCTBO OCBITH | HAYKH YKPATHU
HAIIOHAJIBHUM YHIBEPCUTET

«JIbBIBCBKA MOJITEXHIKA»

/IOpiit BOBAJIO/
2023 p.

OCBITHBO - IPO®ECIMHA ITPOT'PAMA
“ AnmiHicTpyBaHHS cucTeM KiOepOe3nexu ”
APYroro (MaricTepcbKoro) piBHsi BULLIOl OCBiTH
3a cnewiaabHicTio 125 KiGep6e3neka ta 3axucT iHopmauii

rajysi suaub 12 Indopmaniiini rexnonorii

Po3ryisiHyTO Ta 3aTBEpIHKEHO

Ha 3acifansi BueHoi pamu
YHiBepcUTeTy

Bil « 28 » /2 2023 p.
npotokon Ne Z

JIeBiB 2023 p.




JIMCT HOT'OJIZKEHH S
OCBiTHLO-NIpodeciiinol nporpamu

PiBenp BUIOT OCBITH Jlpyruit (MaricrepchbKuii)

I"'AJTY3b 3HAHD 12 Inpopmartiiini TeXHONOT
CHEUIAJIBHICTD 125 Kibep6e3neka Ta 3axuct iHpopMarii
Kpanidikamis Marictp 3 KibepOe3neku Ta 3axucTy iHpopmaii
PO3POBJIEHO I CXBAJIEHO HNOT0UKEHO

HaykoBo-MeTOIMYHOI0 KOMICIEI0
cnewiaisHocTi 125 Kibepbesneka ta
3axucT iHpopMmarii

[Iporokon Ne ¢

BILK {1 » gmrg gt 2023 p.

'onoBa H CreniajibHOCTI

Banepint 1Y JIMKEBUY

PEKOMEHIOBAHO
HaykoBo-MeTOAUYHOIO PaAL0I0
YHIBEPCUTETY =

ITporoxon No 5

Bim« 24 » /LT 2023p.

[Nonosa HMP yuiBepcurery
@ %g Awunaroniii SATOPOJTHIN

e

ITpopexTop 3 HayKOBO-TIEAAroriyHol
po6otu HallioHaJIbHOT'O YHIBEPCUTETY
«JIbBIBCBKA MOJIITEXHIKA»

Oner JIABUJTUAK
2023 p.

« 227 » { B

Havansnuk HaBuaabHO-METOUYHOTIO
BIJUILTY YHIBEPCUTETY

%acnﬂb TOM’IOK

« 27> 12 2023 p.

Jupexrop IKT
A/‘" Muxkona MUKUMUYK

¥/ 21_» Zuacronana 2023 p.




MNEPEIMOBA

PospobmeHo BianoBiaHo 0 Crawgapry BHIIOI OCBiTH YKpaiHH Apyroro
(MaricTepchkoro) piBHS, ranyssb 3HaHb 12 — [ndopmaitiitii TexHosoril, cnenianbHiCTh
— 125 KibepbOe3neka Ta 3axucT iH(opMmarii, 3aTBEp/HKEHOr0 Ta BBEAEHOTO B AlI0
HakazoMm MinictepcrBa ocBiT Ta Hayku Ykpainu Bix 18.03.2021 p. Ne332.

Po3po0sieHO0 MPOEKTHOIO IPYIO HAYKOBO-METOAMYHOI KOMICii creniajibHOCTI
125 «KibepOesneka ta 3axuct indopmanii» HaiionansHoro yHiBepcurery “JIbBiBchka
MoJiTEXHiKa” y CKIIai:

Onipcbknii 1.P. — J.T.H., Ipod., — rapaHT OCBITHBO-TIpOdeciitnol
nporpamu

Hynuxesuy B.b. — JI.T.H., npod., 3aBinyBau kadenpu 31

XKypagsens .M. — JL.T.H., ipo., 3aBixyBay kadenpu bIT

I"apacumuyk O.1. — K.T.H., A01EeHT kadpenpu 31

Baxkyna O.I1. —IT Infrastructure Security Manager, Softserve

Tumomnk H.IL — nupexrop [1IT Under Defence

XKypaguak /1.1O. — Lead Operational Technical Consultant and Lead
Splunk Consultant, EPAM

Kyxins I. — ctyaent KbAC-11

-~ o
["apaHT OCBiTHRO-TIpOdECiiiHOT nporpamMu 7/ l/( "/ Ysan OTIIPCHKWIA /

[TpoexT ocBiTHRO-TIpO(eciiiHOT TporpaMu 00rOBOpEeHU Ta CXBaleHUH Ha
3acimanHi BueHoi pagM HaBYAIbHO-HAYKOBOTO IHCTUTYTY KOMIT IOTEPHUX
TEXHOJIOT1M, aBTOMaTUKH Ta METPOJIOTIT

Iporoxon Ne _3_ Bin « 21 » _nucronmaga 2023 p.

["onosa Buenoi pagu IKTA {//,;/V/{g’ Mukona MUKMMYYK
(ni_zmuc,) (npi3Buuie, iHitianm)

3aTBEPIXKEHO Ta HAIaHO YMHHOCTI
Hakaszom pexropa Hauionansnoro yHiBepcutery «JIbBiBCbKa MOMITEXHIKA»

Bix « 29 » (3o TV 2023 p. Ne 636:4-10

Lls ocBiTHBO-MpodeciiiHa mporpamMa He Moxe OyTu MOBHICTIO abo 4acTKOBO
BIATBOpEHA, THUpPAXKOBaHa Ta pO3MOBCIO/PKeHa ©Oe3 po3Boiay HauionansHoro
yHiBepcuteTy «JIpBiBChbKA MOJTITEXHIKAY.




IIpodinb ocBirHBO-npodecifiHoi Mporpamu “AJAMIHICTPYBAHHSI CHCTEM
KiGepGe3nexn” MaricTpa 3i cnenianbHocri 125 “KibepOesneka ta 3axuct

inpopmanii ”

1 — 3araibHa indopmauis

IloBHa Ha3Ba 3aKaagy
BHUIOT OCBITH Ta

CTPYKTYPHOIro
nigpo3ainy

Hauionanbunii yniBepeurer «JIbBiBebka mojirexnikay», xadenpa
3aXuCTy iHpopMaiii, [HCTHTYT KOMII IOTEPHHX TEXHOMNOTIH,
aBTOMATHKH Ta METPOJIOTIT

PiBennb BHLIOY OCBITH

Jpyruii (Maricrepcpkuii) piBeHb

Cryninb BHIIOT OCBITH

Marictp

I'any3b 3HAHDb

12 Indopmartiiiai TexHosoril

CneuniajbHicTh 125 Kibepbesneka Ta 3axucT iHpopmamii
Ha3zBa ocBiTHBOY AnMiHicTpyBanHs cucTeM Kibepbe3nexu
nporpamu Administration of cybersecurity systems

InTepuer-aapeca
po3MillieHHA OCBITHLOY
nporpamMu

https://lpnu.ua/osvita/pro-osvitni-programy/drugyi-riven-vyshchoi-
osvity

Obmesxennn mono popm
HaBUAHHA

Henna, 3a04Ha (aucTaHLifiHa)

OcaiThs kBajidikauis

MaricTtp 3 KiGepbe3neKku Ta 3aXUcTy iHpopmalii

Keaunidikauin B
AHNIOMI

Cryninb Buioi ocsitu — Marictp
Crneuianphicts — 125 Kibepbesneka ta 3axuct iHpopmaiiii
OcBiTHs nporpama — AJIMiHICTpyBaHHs cucTeM Kibepbesneku

2 — MeTa ocBiTHBLOT IporpamMH

Hapatu TeopeTwuHi 3HAHHA Ta TNPAaKTH4HI YMIHHA 1 HaBHYKH,
JOCTaTHi Ui YCHIIIHOTO BHKOHAHHA npodeciiHux o0OB’s3KIB 3a
cnemianbhicTio 125 «Kibepbesneka Ta 3axucT iHopmanii» Ta
MArOTYBaTH CTYAEHTIB JUIA MMOJAJBIIOr0 MpaleBNaIlTyBaHHS 3a
00paHoIO CreialbHICTIO.

Onue npeameTHoi
obaacri

O6’exTH BHBYEHHS:

- Cy4acHi TIpOLIECH JIOCII[KEHHs, aHalli3y, CTBOPEHHS Ta
3abesrneyeHHss  (QyHKUioHyBaHHS  iH(poOpMalifHMX  cucTeM i
TEXHOJIOTiH, iHIMX Oi3Hec-onepalliifHUX mpoueciB Ha 00’ekTax
iHpopMauiiHOT HisNBHOCTI TAa KPUTHYHUX IH(pacTpykTyp chepu
indopmauiiinoi 6esnexu Ta/abo kibepbesneku;

- inpopmaniitni  cucremu  (indopmauiiiHo-KOMYHiKalli#iHI,
iH(popManiifHO-TeNeKOMYHIKaIlilfHi, aBTOMATH30BaHi) Ta TEXHOJIOTIT;
— inppactpykrypa o6’ekriB iHdopmauiitnoi agisnpHoCTi Ta
KPUTHYHUX 1HPpACTPYKTYP;

— CHUCTEMH Ta KOMIUIEKCH CTBOpeHHs, o0poOku, nepepaui,
30epiraHHA, 3HHUIICHHS, 3aXUCTY Ta BiOOpaXKeHHA JaHHX
(indopmauLifiHuX MOTOKIB);

- indopmaniiini pecypcd pi3HMX KiaciB (B T.4. JepikaBHi
inhopmarriiiHi pecypcu);

— nporpamMHe Ta NporpaMHo-anaparHe 3abe3neyeHHs (3acobu)
Kibep3axucry;

= cuUCTeMH yrpaBiiHHg iHopMaliiiHolo Oe3nekoio Ta/abo
kibepbesnexoro;

- TeXHOJOrii, MeTomu, Mopmeni Ta 3acobu iHdopMaliiHOT
6e3neku Ta/abo kibepOesnexu.

Hini HaByanHunA:




ITigroroska daxisiiis, 3IaTHUX PO3B’s3yBaTH 3a/1a4i
nociigHuupKoro Ta/abo iHHOBalliliHOrO Xxapaktepy y cdepi
in(opmatiiinoi ra/abo KibepOesneky.

Teoperuunmuii 3micT npeaMerHoi obaacTi

TeoperruHi 3acaii HAy KOEMHUX TEXHOJIOT1H, (hi3HuHI | MATeMaTHYHI
¢yHaameHTanbHI 3HaHHA, Teopil ifeHTudikanii Ta NPHHHATTS
pilleHb, CHCTEMHOIO aHalli3y, CKIaAHUX CHCTEM, MOJEJIIOBaHHA Ta
omTuUMizamii  mpoueciB, Teopis MaTeMaTH4HOI  CTaTHCTHKH,
KpUIITOrpa(iyHOro Ta TEXHIYHOro 3axucTy iH(opmanii, Teopii
PHM3MKIB Ta IHIIMX MDKAMCIMIUTIHAPHUX TEOPil i MpaKTHK y ramysi
indopmauiitHoi 6e3nexu Ta/abo kibepOesneky.

MeToau, METOAHKH Ta TEXHOJIOTIT

Meroau, Mozesi, METOAUKH Ta TEXHOJOril CTBOpeHHs, 00pobku,
nepenadvi, TpWAMaHHA, 3HUINEHHA, BiIOOpaXKeHHs, 3aXMCTY
(kibep3axucTy) iHbOpMaLiiHUX pecypciB y KibeprnpocTopi, a Takox
METOJM Ta MojeNi po3po6KHM Ta BHKODHCTAHHS TPUKIAJHOIO i
CrenianizoBaHoro mnporpamHoro 3a0esnevyeHHs JUI BUpilLEHHs
npodeciiinux 3amad B rainy3i iHopmauiiinoi Gesmexu Ta/abo
Kibepbesnexu.

TexHonorii, METOM Ta MOZIEII IOCTIIKEHHS, aHaNi3y, YIIPaBJIiHHS Ta
3abe3neuenns OizHec/onepauifHUX IPOIECiB i3 3aCTOCYBaHHIM
CYKYIHOCTI HOPMaTHBHO-NPABOBUX Ta OpraHi3aliifHO-TEXHIYHUX
meTofiB i 3acobiB 3axucty iHpopMmaliiiHMX pecypciB Y
kibeprpocTopi.

IncTpyMenTH T2 00/IaAHAHHSA.

3acobu, mpuCTpOi, MepeXHe YCTATKYBaHHS Ta CepeloBMLIE,
NpUKIagHe Ta  Cleliani3oBaHe MporpaMHe  3a0es3nedeHHs,
aBTOMATH30BaHI  CHCTEMH Ta  KOMIUIEKCH  IPOEKTYBaHHS,
MOJICTIIOBaHHs, €KCIUTyaTallii, KOHTPOJII, MOHITOPHHIY, 00poOKH,
BiZioOpa)keHHs Ta 3axucTy AanuX (iH(opMalifHUX IOTOKIB), a TAKOXK
MeToJM 1 Mozeni Teopii pU3MKIB Ta YNpaBiiHHA iH(opMauiliHAMU
pecypcaMH npd  AOCHIIDKEHHI 1 CYNpPOBOMXKEHHI 00 eKTiB
inopmauiiinoi aisieHOCTI Y rany3i indopMauiiinoi 6e3nexu ta/abo
Kibepbe3nexu.

Axaaemiuni npaBa
BHIIYCKHHKIB

ITponoByxeHHs OCBITH 32 TPETIM (OCBITHBO-HAYKOBHM) piBHEM BHIIO1
OCBITH.
HabyTTs nomaTtkoBHX KBaiidikaiiif B CHCTEMi OCBITH JIOPOCIIHX.

Ob6cenr kpeauriB 3a
€BponeiicbKo10
KpeaIuTHO-TpaHc(epHOoIo
CHCTEMOIO

Hurutom marictpa, onunuunuii, 90 kpeautis €KTC,

TepMiH HaBUaHHA 1,5 poku

Junnom MaricTpa, ONMHHYHHH, 90 KpeauTiB €KTC,
Minimym 60% o6csry ocBiTHBOI IporpamMy Mae OyTH CIIpAMOBaHO Ha
thopmyBaHHS 3arajJbHUX Ta criemianbHUX (paxoBux)
KOMIIETEHTHOCTEH 3a crneuiaibHicTio, BH3HaueHUX CraHmapToM
BULIIOT OCBITH.

MiunimMym 15 kpeaurie €EKTC mMae 6yTH TpH3HAYEHO /IS TPAKTHKH.
3aksiaj BUIIOT OCBITH Mae IpaBO BH3HATH Ta Iepe3apaxyBaTH
kpeaut €KTC, oTpumani 3a nomnepeaHp010 OCBITHBOIO TIPOrPamMoi0
MAroToBKM Marictpa (cremiasicra) 3a IHIIOK CHELiaIbHICTIO.
Makcumanenuii  obear kpenurtie €KTC, mo Moxe Oyrtu
nepe3apaxoBaHuii, cTaHOBUTE 25% Bill 3arajibHOro o0csry OCBITHBOL
IIPOTrpaMH.

HasiBHicTH aKpeauTanil

TaK




Hukan/pisens HPK VYxpainu — 7 pisenb, FQ-EHEA — npyruii umk,
EQF-LLL — 7 piBenb
ITepenymoBH HasBHicTb cTynens Oakaiaspa

Moga(u) BUKIAXAHHS

YkpaiHcbka MOBa

OcHoBHI NOHATTA TA IX
BH3HAYEHHSA

V nporpaMi BAKOPUCTAHO OCHOBHI MOHATTA Ta iX BU3HAYEHHSA
BiZnoBigHO 10 3akoHy Ykpainu «[Ipo Buly ocBITY»

[

- XapakTepHCTHKA OCBITHLOI NPOrpamMu

Opienranin ocBiTHbLOT
nporpamu

OcsitHbo-npoeciiina nporpama OasyeTbcs Ha 3aralbHOBIIOMHX
MOJIOXKEHHSX Ta PE3yJbTaTaX CyYaCHUX HAYKOBUX JIOCIIIKEHb 3
iH(opMaLiiHIX TEXHOJOrii, METONIB yIpaBliHHA iHpopMaLiiiHOO
Gesrnexoro, Geriexn iHOpMANIHHMX Ta TENEKOMYHIKALIHHUX CHCTEM,
CHCTEM TEXHIYHOTO 3axucTy iH(popManii, aBTomMaTH3aLii 0OpoOKkH
inopmauii, npaBoBHX 3acaj 3axXHcTy iH(opMmallii, KoM IOTEPHUX
MEpEsK, apXiTeKTYpH KOMIT'FOTEPHHX CHCTEM, Teopii Ta NpaKTHKH
kpuntorpadiydoro 3axucrty iHpopmalii, agMiHicTpyBaHHs Oe3nexku
KOMIT'IOTEPHHUX CHCTEM Ta MEpeXX B paMKaX AKHX MOXIIMBA
noJabiiia npodeciiiHa Ta HayKoBa Kap’epa 3a JaHUMH HanpsiMKaMH.

OcnoBHui doxkye
OCBITHBOI NpOrpamMu Ta
cnenianxizauiv

CnemjaneHa ocBita Ta mpodeciiina mniaroropka B obnacti
KibepOesnexu.

Knwuoei cnoea: xibepbesneka, Oe3neka iHPOpMaLiAHUX CHCTEM,
oprasizauis iHdopmaitiiinoi Oe3neku, Oe3nexka KOMI'IOTEPHUX
MepeX, yhpaBiiHHs  iHQopMaliiiHOI0  0e3NeKol, CHCTEMH
TEXHIYHOTO  3aXHCTY inpopmanii,  3axuct  iHbopMaLii,
aZMiHICTpYBaHHS CHCTEM KibepOe3neku.

Oco6auBocTi NporpamMmu

4 — 3paTHicTh BHNYCKHHKIB

A0 NMpaleBJAIITYBAHHA Ta NOJAJLIIOr0 HABUAHHSA

IIpupaTHicTs A0
npaueBAaAlITYBAHHA

PoGoui micus B fAepaBHOMY Ta TpHBaTHOMY Yy cdepi
iHbopMaLiffHUX  TEXHONOTid, KOMII'IOTEPHMX  CHCTeM  Ta
TeleKOMyHikalii, po3pobka i  oOcioyroByBaHHs  CHCTEM
indopmaniiinoi Oesmeku, 30KpemMa: CHEMIANICT MO  3aXHCTY
iHdopMauil repXKaBHUX Ta IPUBATHUX MiANPUEMCTB, podecioHan i3
opranizauii inpopMaiiiHoi 6e3mexu, npodecionan i3 opraxizanii
3axicty iHQopMauii 3 oOMexeHHMM J0CTYnoM, IpodecioHan 3
PEXUMY CEKPETHOCTI, IHCIEKTOP i3 OpraHizauii 3aXUCTy CeKpeTHOI
iHpopmanii, Menexep 3 iHpopmalliiinoi Ge3neku, npodecionan 3
ayIUTy Mepexx Tepenad JaHuX, eKcrnepT 3 0esneku NnporpaMHoOro
3abe3neveHHs; NPOBiAHME imKeHep 3 iH(popMailiiiHOl Oe3nekwu,
npodecionan  BiALLy KOHTPOMHO  iHGOPMAaLifHHMX  pPU3HKIB,
aJMIHICTpaTOp KOMI'IOTEPHHX Mepexk, npodecioHan 3 MiATPUMKH
iHpopmauifinux cepiciB, aHATITHK KibepOe3neku.

Mopaneiue HaBuanug

[TpogoBiKeHHs OCBITH 3a TPETIM (OCBITHHO-HAYKOBUM) piBHEM BUINO]
OCBITH.
HabyTTs nojarkoBUX KBauti(ikailii B CHCTEMi OCBITH IOPOCIHX.

5 — BuxJaaaanHs T4 OUiHIOBAHHS

Buxkiaaganasa ta

INoennanHs nekuiii, IPaKTUYHUX 3aHATH, KOHCYJIbTAIli#, caMOCTiHHOT

HABYAHHA pobotu i3 po3p’s3yBaHHs npoOlieM; BUKOHAHHA IPOEKTIB,
JlabopatopHi pobOTH, KOHCyJibTalil i3 BHKIaJa4aMH, MiATOTOBKA
Mmaricrepcbkol kBaidikauiinoi poboru.

OuinoBanHs Ex3aMenu, 3aiku, JaGopaTopHi 3BiTH, yCHI Tpe3eHTalii, MOTOUYHHIH

KOHTPOJIb, 3aXHCT KYPCOBHX IPoeKTiB (pobiT), 3aXucT MaricTepehKoi

KkBaJtipikaniiinoi po6oTH.




6 — IlporpamMni KOMOETEHTHOCTI

InTerpanbna 3paTHiCTE 0coOM poO3B’sA3yBaTH 3ajadi JOCIHIAHHIBKOro Ta/abo

komnerenthicts (IHT) | iHHoOBaLiiHOrO Xapaktepy y ciepi indopmaniiitoi Gesnexu Ta/abo
Kibepbe3nex.

3araabHi K31. 3gatnicTh 3aCTOCOBYBATH 3HAHHA Y MPAKTHUHHUX CUTYaIlisX.

kommnerenTHocTi (K3)

K32. 3naTHiCTh MPOBOAMTH JOCIII/DKEHHS Ha BiNIOBIAHOMY piBHI.
K33. 3matHicTs 10 aGCTpaKTHOrO MUC/IEHHS], aHANTI3Y Ta CHHTE3Y.
K34. 3nartHicTh oLiHIOBaTH Ta 3a0e3redyBaTH AKIiCTh BUKOHYBaHMX
pobiT.

K35. 3patHicth chikyBaTHCs 3 NPeJCTABHUKAMM  IHIIMX
npodeciiinux rpyn pizHoro piHs (3 eKcrnepramy 3 iHIIMX ramysei
3HaHb / BUJIB €KOHOMIYHOT JisJIBHOCTI).

PaxoBi KOMNETEHTHOCTI
cnenianshocti (K@)

K®1. 3parnicts 0OOIpyHTOBAaHO 3aCTOCOBYBAaTH, IHTErpyBaTH,
pO3pobIIATH Ta YIOCKOHAIIOBATH CyyacHi iH(opMalfiliHi TexHooril,
(hi3uuHi Ta MaTeMaTHYHi MOJIETi, 8 TAKOK TEXHOJIOTii CTBOPEHHS Ta
BUKOPHMCTAHHS TNPHKJIAZHOTO 1 CHELiali3oBaHoro MporpaMHOro
3abesneyeHns Juia  Bupimenus mnpodeciiHux 3amau y cdepi
indopmariiinoi Gesnexu Ta/abo kibepbesnexu.

K®2. 3parnicte po3pobiaTH, BHOPOBA/XyBaTH Ta aHaNli3yBaTH
HOPMATUBHI JIOKYMEHTH, TIOJIOXKEHHs, IHCTPYKUil # BHMOrH
TEXHIYHOTO Ta OpraHi3aliifHoro CpsiMyBaHHs, a TAKOXK iHTErpy BaTH,
aHaJIi3yBaTH | BAKOPHCTOBYBATH Kpallli CBITOBI NPAKTHKH, CTAHAAPTH
y npodbeciiiniii gisnbHocTi B chepi inpopmaniiinoi Gesnexu Ta/abo
Kibepbesneku.

K®3. 3parHicTs JHOCTIIKYyBaTH, po3poOisTH i CyNpOBOKYBATH
MeToaH Ta 3acobu iHdopmauiiiHoi Oe3nexu Ta/abo kibepbesnexu Ha
06’ ekrax indopMawiiiHol AisTTBHOCTI T2 KPHTHYHOT iHPPACTPYKTYpH.
K®4, 3pathicts aHamizyBaTH, pO3poOAATH 1 CYNpPOBOMXKYBAaTH
cucTeMy  ympaeininHs  iHdopMmauifinoro  Gesmekolo  Ta/abo
KibepGesneko opranisaiii, ()OpMyBaTH CTpaTeriio i MOJITUKH
inpopmauiiinoi  Oe3rnekd 3  ypaxyBaHHSAM  BITUM3HAHHUX 1
MDKHAPOAHMX CTAHIAPTIB TA BUMOT.

K®5. 3patHicTe [0 IOCHIDKEHHsA, CHCTEMHOrO aHajizy Ta
3abe3nevenns OesnepepBHOCTI Oi3Hec/onepauifHUX MpoOLECIB 3
METOI0 BH3HA4YEHHS BpaziMBocTeil iH(pOpMaUiliHUX cucTeM Ta
pecypciB, aHajli3y pPU3UKIB Ta BWU3HAYEHHS OLIHKM iX BIUIMBY Y
BIATMOBIZHOCTI 10 BCTAHOBJIEHOT cTpaTterii i NoNiTUKK iHpopMauiiHOT
Oe3nexu Ta/abo KibepOesmeku oprauizaiii.

K®6. 3patnicte aHamizyBaTH, KOHTPOJIIOBAaTH Ta 3abesneuyBaTu
CHCTEMY YIIPaBJIiHHA JOCTYIIOM A0 iHopMauiiiHux pecypciB 3rigHo
BCTAHOBJIEHOT cTpaTerii i moniTuky iHdopmaiiiiHoi 6e3nekn Ta/abo
KibGepOesnexu opranizarii.

K®7. 3parHicTe JOCHIIKYBAaTH, pO3poOISATH Ta BIIPOBAJKYBATH
METOAM 1 3axoad mnporuail KibepiHnuneHTaM, 3JilCHIOBaTH
NpOLIlypH YNpPaBliHHA, KOHTPOJIO Ta PO3C/IAYBaHHA, a TaKOX
HagaBaTH pEKOMEHOallil [IO[0 [OMEepe/KEHHS Ta  aHali3y
KiGepiHIMIEHTIB B LILIOMY.

K®8. 3parHicth JOCHiIKyBaTH, pPO3poONIATH, BIPOBa/PKYBATH Ta
CYIIPOBOPKYBATH METOHM i 3aC00H KpunTorpadiuHoro Ta TeXHI4HOro
3axucTy iH(opmauil Ha o6’ekrax iH(opManiiiHOT HiSNBHOCTI Ta
KpHTHYHOI iH(pacTpyKTypH, B iHpopMaLifHHX CHCTEMAX, a TAKOXK
30aTHICTh OLIHIOBATH €(EKTHBHICTh 1X BHKOPHUCTaHHS, 3TiIHO
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BCTAHOBJIGHOT cTpaTerii i monitnku iHbopMaliiinol Ge3neku Ta/abo
Kibepbe3neky opratizatiii.

K®9. 3parHicTh aHanisyatd, po3poOJATH I CYIPOBOMKYBATH

CHCTEMY ay[UTy Ta MOHITOPHHTY e(peKTHBHOCTI ()yHKIIOHYBaHHS
iH(opMaLiiiHIHX CHCTEM i TEXHOJIOTIH, OisHec/oneparLiifHiX npoLeciB
B Tany3i inopmartiitnoi Gesneku Ta/abo kibepGesnexu opranizauii B
LIOMY.

K®10. 3parthicts NpOBafUTH HAYKOBO-NEJArOriuHy Jis/bHICTb,
IJIaHyBaTH HABYaHHS, KOHTPOJIIOBATH 1 CYNPOBOMKYBaTH poOoOTy 3
IEPCOHATIOM, a TaKOX NpUiiMartd e(eKTUBHI pillleHHs 3 NMTaHb
indopmauiiHoi 6e3nexu Ta/abo KiGepbesneku.

daxoBi KOMIETEHTHOCTI
npogeciiinoro
cnpamyBannn (PKC)

0401: Aominicmpyeanns cucmem kibepbesnexu

®KC 1. 3parHicTh  BMKOPHCTOBYBAaTH  aJMiHICTPATHBHO-
oprasizauiiHi, ynpasiHCbKi, TEXHI4HI Ta MPaBOBi METO/H, 3aCO0M H
3aX0/¥ i3 no6yn0BH cucTeM 3abe3neueHHs KibepHETHYHOT O€3eKH.
@®KC 2. YMiHHA MPOBOAMTH aTecTaliio (crnyparynch Ha o6k Ta
o0CTeMEHHs) PEKUMHHUX TEPHUTOPiH (30H), NpUMIllEeHs TOLIO B
YMOBax [OJEpXKAHHS PEXHUMY CEKPETHOCTI i3 (piKCyBaHHAM
pe3yJbTATIB ¥ BiAMOBIJHUX JOKYMEHTAX.

®KC 3. 3maTHicTh BUKOHYBATH MOHITOPHMHI JaHHMX, KOMIT' FOTEPHUX
3I0BKMBAHb Ta AHOMAJIiif, TPOBOAUTH KPUMIHAICTHYHY €KCIIEPTH3Y
criis kibeparak B KibepHETHYHOMY TIPOCTOPI.

®KC 4. Ywminus 3ailicHioBaTH TIporpaMyBaHHs 6a30BUX 00’€KTiB
3axucTy iH(opMalii, KPHNTOCHCTEM H KPUIITOIPOTOKOJIIB.

0402: Aominicmpamusnuii menedxrcmenm y cipepi kibepbesnexu
®KC 5. 3patmicTs [0 NPOBENEHHSA aHalizy  iHLMJEHTIB
inpopmauiiiHoi Ge3neky, BUKOHAHHA iX OLIHIOBaHHs, BU3HAYEHHS
npiopuTeTIB Ta 3MiHCHEHHS X YCYHEHHs YM 3amo0iranss.

®OKC 6. YwMiuHa 31ilicHIOBATH OIHKY BiMOBIHOCTI CHCTEMH
3axucTy  iHdopmauii  aBTOMaTH30BaHOI  CHCTEMHM  CBOEMY
HPHU3HAYEHHIO BiJNOBIHO /IO BUMOT JIFOYMX CTaHAApPTIB.

®KC 7. VYwmiuns 3;aificHIOBaTH aAMIHICTPYBaHHS MiACHCTEM
inpopmaiiinoi 6e3neku 06'ekTa, a TAKOX MiACUCTEM Nepe/adi JaHUX.
®KC 8. YmiHHA MpOBOOWTH aTecTalilo 00'€KTiB, NPUMILICHB,
TEXHIYHHUX 3aco0iB, CHCTeM, MPOrpaM i aJrOpUTMIB Ha NpeAMET
BiIIIOBiIHOCTI ~ BHMOraM  JepXaBHMX ab0  KOpNOpaTMBHMX
HOPMAaTHBHHUX JIOKYMEHTIB IIIOJIO 3aXUCTy iH(opMmallji.

7 — Ilporpamui pe3yjibTaTH HABYAHHA

Pezyﬂ bTAaTH HABYAHHSHA
(PH)

PH1. BinbHO cniKyBaTHCh 1€PHKABHOIO Ta IHO3EMHOK MOBaMH, YCHO
i MHUCBMOBO IS TIPENCTaBICHHA 1 OOrOBOpPEHHs pe3yJibTaTiB
OOCIiDKeHh Ta iHHOBamili, 3abesnedenHs OiszHec\onepauifHux
npoleciB Ta nutaHb npodeciiinoi AisTBHOCTI B ramy3i iHpopmauiiiHol
Oesnexku Ta/abo kibepbeznexu.

PH2. InrerpyBati (QyHAaMeHTaNbHI Ta CHelialbHl 3HaHHA JUis
pO3B’A3yBaHHs CKIaJHMX 3anau iHdopMauiiiHoi Gesneku Ta/abo
KibepOe3nekH y MUPOKUxX abo MyJIbTUIMCHMILUIIHADHUX KOHTEKCTaX.
PH3. IlpoBaguti mociifHUIBKY Ta/abo iHHOBaLiHHY ISAJIBHICTL B
cthepi indopmaniiinoi 6e3nexu Ta/abo kibepOesnexu, a Takoxk B chepi
TEXHIYHOr0 Ta Kpunrorpadiusoro 3axucry iHdopmauii vy
KibepnpocTopi.

PH4. 3acrocoByBaTtu, iHTerpyBaTH, po3pobiaTH, BIPOBaLKyBaTH Ta
YIOCKOHAMIOBATH Cy4acHi iHdopMmauiiiHi TexHonorii, (isuuHi Ta
MaTeMaTH4yHi Metomau i Mojeni B cdepi iHdopmauiiinoi Gesneku
Ta/abo kibepOe3nexu.
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PHS. Kputnuso ocmucioBaTd npoGnemu indopmaiiiHoi 6e3nexu
ta/abo kibepOesneky, y TOMY 4HCII Ha MDKrajiy3eBoMy Ta

MiKIMCUMILTIHAPHOMY PIBHI, 30KpeMa Ha OCHOBI PO3YMIHHS HOBHX

pe3yJIbTaTiB iHKEHEPHUX 1 (Pi3UKO-MATEMAaTHYHMX HAyK, a TaKOX
PO3BHTKY TEXHOJIOTi# CTBOPEHHS Ta BUKOPUCTAHHS CIELia1i30BaHOTO
nporpaMHoro 3abe3neyeHHs.

PH6. AnanisyBaru Ta OL[iHIOBATH 3aXMIIEHICTh CUCTEM, KOMIIIEKCIB
Ta 3acobiB Kibep3axucTy, TEXHOJIOTIi CTBOPEHHS Ta BUKOPUCTAHHA
CrieL1iani3oBaHoro MporpaMHoro 3ade3neueHHs.

PH7. OGrpyHToByBaTH BHKODHCTAaHHS, BIPOBA/DKyBaTH  Ta
aHaJi3yBaTH Kpalli CBiTOBi CTaHIApTH, INPaKTHKH 3 METOIO
pO3B’A3aHHA CKIAAHUX 3a7ad npodeciiHoi JisbHOCTI B raiy3i
iHpopManiitHoi Ge3nexu Ta/abo KibepOesnexu.

PH8. [ocnimxysatu, po3po0usTé i CYNpOBOKYBAaTH CHCTEMH Ta
3acobu indopmauiitnoi Ge3neku Ta/abo KibepOesnexku Ha 00’ekTax
iH(popMaLifHOT AISUTBHOCTI Ta KPUTHYHOT iH(PACTPYKTYpH.

PHY9. AwmanizyBaty, po3poOisTH 1 CYNpOBOKYBaTH CHCTEMY
ynpasiinds  iHdopMmauiiiHoro Gesnekoro Ta/abo kiGepbesnexoro
oprasizauii Ha 6a3i ctpaTerii i nosiTHky iHGopMaLiHfHOT Oe3neKH.
PH10. 3abesnmeuyBatd  Oe3mepepBHicTh  Oi3Hec/onepauifiHux
TpOILIECiB, a TAKOXK BHUSBIATH ypa3nHUBOCTi iHGopManifHAX cucTeM Ta
pecypciB, aHali3yBaTH Ta OLHIOBATH PHM3HKHM s iH(popMariiHoi
Oe3neku Ta/abo kibepOe3srneky opratizaii.

PH11. AuanisyBaT, KOHTPOJIOBaTH Ta 3abe3neuyBaTH €(eKTHBHE
(yHKLIOHYBaHHA CHCTEMHM YIIPABJIiHHS JOCTYTIOM [0 iH(popMaLiftHuX
pecypciB  BIiIMOBiJHO JO BCTAHOBJIEHMX CTpaTerii i MOMITHKH
inhopmartiiinoi Gesnexu Ta/abo kibepbesnexu oprauizaii.

PH12. [ocnimkyBaTu, po3pobisTdH Ta BNPOBAPKyBaTH METONH i
3aXomM TPOTHAil KibepiHIMaeHTaM, 3AIHCHIOBATH IMpOLEAYPH
yOpapiiHHSA, KOHTPOIIO Ta pO3CHiAyBaHHfA, a TaKOX HaJaBaTH
pexkoMeH[alii Moa0 MOmepe/PKeHHA Ta aHali3y KiOepiHLMIEHTIB B
LioMy.

PH13.  JlocnimkyBat,  po3poOnsaTH,  BOpOBaDKyBaTH  Ta
BHKOPMCTOBYBaTH  MeToAM Ta 3acobu kpunrorpadiynoro Ta
TeXHiYHOro 3axucTy iHpopmauii GizHec/onepaniiinux mnporecis, a
TAKOX aHai3yBaTH 1 HajaBaTH oOLIHKY edekTuBHOCTI IX
BUKOpUCTaHHsT B  iHdopmauifiHuX cucTemax, Ha 00’ekTax
iHopMaL(iifHOT AITEHOCTI Ta KPUTHYHOI iHPpaCTPYKTypH.

PH14. AnanizyBaTu, po3po0JisTH i CyNpOBOIKYBATH CUCTEMY Ay JHTY
Ta MOHITOPHUHTY e(eKTHBHOCTI (GYHKIIOHYBaHHA iH(OpMaLifiHUX
cucTeM 1 TexHosorii, O6i3nec\onepauiiinux mnpouecie y cdepi
indopmauiitnoi ta\abo kiGepbesneku B LiTOMY.

PH15. 3po3ymino i He/BO3HAYHO JOHOCHTH BJIACHI BUCHOBKH 3
npobisieM iHdopMaiiiiHoi Ge3nexu Ta/abo kibepbesmexu, a TaKoK
3HAHHS Ta TNOSCHEHHA, IO iX OOIPYHTOBYIOTH JO MEpCOHay,
MapTHEPIB Ta iHIIKX 0Cib.

PH16. [IpuiiMaTu 06rpyHTOBaHI pillleHHS 3 OpraHi3aliiHO-TeXHIYHUX
nuTaHb iH(opMauiiiHol 6e3neku Ta/abo kibepbesneku y cxinagHux i
Henepen0adyBaHWX yMOBax, y TOMY WYHCII i3 3aCTOCYBaHHIM
CyyacHHMX MeETOJiB Ta 3acoDiB ONTHMI3allii, NPOrHO3yBaHHs Ta
TIPUHHATTA pillieHb.

PH17. MaTy HaBHYKA aBTOHOMHOIO 1 CaMOCTIHHOIO HABYaHHA Y
cthepi indopmaiiiinoi 6Gesnexku Ta/abo Kibepbesneku i JOTHYHHX
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rajgyseil 3HaHb, aHaJi3yBaTH BJIACHI OCBITHI MOTpPebH Ta 06’ €KTHBHO
OLLHIOBATH pe3yJIbTaTH HaBYaHH.

PHI8. Ilnanysard HaBYaHHA, a TaKOXK CyIPOBOLKYBaTH Ta
KOHTPOJIFOBAaTH poGOTy 3 MEpCOHANOM y HampsaMy iH(opMawiiiHoi
Oe3nexu Ta/abo kibepbesneky.

PH19. OGupatu, aHamisyBaTH i po3poOJNATH NpUAATHI THIOBI
AHAITUYHI, PO3PaXyHKOBI Ta  eKCIEPUMEHTAJIbHI  METO/H
Kibep3axucty, po3pobnsTH, peai3oByBaTH Ta CYNpPOBOKYBATH
npoekTd 3 3axucry iHdopmanil y kibepmpocTopi, iHHOBaliiHOT
JsLIBHOCTI Ta 3aXMCTY iHTeJIEKTYalbHOI BIIACHOCTI.

PH20. CraButi Ta BHpiulyBaTH CKJIaAHI iHXKEHEPHO-NPHKIAAHI Ta
HaykoBi 3anaui indopmauiiiHoi Oesnmeku Ta/abo kibepGesmexu 3
ypaxyBaHHSIM BUMOT BiTUH3HAHUX Ta CBITOBHX CTAH/APTIB Ta KPaIlHX
MPAKTHK.

PH21. BuxopucroByBaTH METOOM HATypHOro, (isuuHoro i
KOMIT'FOTEPHOIO MOJIEJIIOBAHHS [UIsl JOCTI/UKEHHS TpoleciB, AKi
CTOCYIOThCA iH(popMaltiiiHol 6e3nexku Ta/abo Kibepbesneku.

PH22. TInanyBaTé Ta BUKOHYBATH €KCIIEPHMEHTAIbHI I TEOPETHUHI
JOCITI/DKEHHS, BUCYBATH 1 MepeBipATH TiNoTe3n, 00MpaTH JUId LbOr0O
NpUJaTHi METOAM Ta IHCTPYMEHTH, 3HIHCHIOBATH CTATUCTUUHY
06poOKy NaHHX, OI[IHIOBATH JOCTOBIPHICTH PE3yJbTaTIB JOCHIIKEHD,
apryMeHTYBaTH BUCHOBKH.

PH23. OG6rpyutoByBatit BuOGIp mnporpamHoro 3abesnedyeHHs,
YCTaTKyBaHHS Ta iHCTPYMEHTIB, IH)KCHEPHUX TEXHOJIOTIH 1 npoliecis,
a TakoK oOMeXeHb 100 HUX B ranysi iHpopmauiiHoi Ge3nexu
ta/abo kibepOe3srnekn Ha OCHOBI CYYaCHUX 3HAHb Y CYyMDKHUX rays3ax,
HayKOBOI, TEXHIUHOT T4 JIOBi/IKOBOI JIiTEpaTypH Ta iHIIOI JJOCTYMHOI
iHopmarii,

0401: Aominicmpysanns cucmem kibepbesnexu

PH24. 3piiicuioBat Bubip 3acobiB 3axucty iHdopMmaiii ans
CKJIZIOBUX iH(OpMalifHO-KOMYHIKalliHHUX CcHCTeM: omnepariiini
CHCTEMM, AKTHBHE MepexcHe OOJIAJIHAHHSA, CHCTEMH MOOIIBHUX
[POrpaMHUX KOMIIOHEHTIB TOIIO.

0402: Aominicmpamuenuii menedncmenm y cipepi Kibepbeznexu
PH25. VYwminHus BukoHyBaTH aHajniz 1 Bubip JUCUMIUTIHK
obcnyroByBanHs 3asaBOK Juid KoM iorepHux cucrem (KC) 3
BpaxyBaHHAM PeXHMIB POOOTH, BUMOI' CTOCOBHO OOCIIyrOBYBaHHS
3a5BOK, iIHTEHCUBHOCTI IOTOKIB 3asiBOK, JUCIIEpCii Yacy O4iKyBaHHsI.

8 — PecypcHe 3a0e3neuenHs peajizanii nporpamMu

Cneundiuni ITonan 90% HaykoBO-meJaroriyHUX NpaliBHUKIB, 3aJiIHUX [0
XapaKTepHCTHKH BUIUTalaHHA NpodeciiHO-OpieHTOBAaHHUX AUCLMIUIIH 31 CIELialIbHOCTI
Ka/[pOBOr0 125 «Kibepbesmneka Ta 3axucT iHbopMaLil» MalOTh HAYKOBi CTYIIEHI
3abe3neyeHHs Ta BUEHI 3BaHHs, 3 MPAKTHYHUM J0CBifoM poboTH > 20 %.

Cuneundiuni 3acobu, mnpHCTpoi, MepeXkHe YCTaTKyBaHHS Ta CepeIOBHIIE,
XapPaKTePHCTHKH NpUKIaZiHE Ta  clelianizoBaHe rnporpamHe  3abe3nedeHHs,
MaTepiajibHo- | aBTOMaTH30BaHi  CHCTEMH Ta  KOMIUIEKCH  IIPOEKTYBaHHs,
TeXHIYHOro MOJIENIIOBaHHsA, eKCIUTyaTalii, KOHTPOJIIO, MOHITOPHUHTY, 00poOKH,
3abe3nedeHHs BinoOpaxeHHs Ta 3axucty naHux (iHhopMaliifHUX MOTOKIB), a TAKOMK

MeToaM i Mozesi Teopil pU3MKIB Ta ynpaBliHHA iH(pOpMaLifiHUMU
pecypcamMi  OpM  JOCHIPKEHHI 1  CYNpOBOMKeHHI  00’eKTiB
iHpopmartiiinoi misnbHOCTI y ramy3i indopmauiiinoi 6e3nexu Ta/abo
Kibepbesnexu.

Bukopucrannus cydacHoro oOnaJHaHHA IPOBINHMX KoMmaHiit y
ramy3i indopMauiiiHux TexHojorii Ta iHdopmaiiiiHol Oe3nexu,
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30kpeMa Xilinx, Altera, a Tako) CTaHIAPTH30BAHUX BITUM3HAHMX
anapaTHO-IporpaMHux  3aco0iB  3axucry  indopmanmii, ueHTp
cepruQikauii Kmoyis, BUPOOHHMITBA «IHCTMTYTY iH(OpMALHHUX
TexHonorii» (M.XapkiB), a TaKoX BHKODHCTAHHS Cy4YaCHHX
NPUKIaIHUX TIporpaM Juls e(eKTHBHOro BHpIIIEHHA 3ajay 3
TEXHIYHOro 3aXUCTy iHdopMaiii Ta apTomMaTH3allii il 00poOKu.

Cneundiuni xapakre-
pucTHKH iHdopmaniiino-
METOAMYHOI0
3a0e3nedyeHHs

Bukopucranns BipTyaJIbHOTO HAaBYAJIBPHOTO  CEPENOBHUINA
Hauionansnoro yHiBepcurery «JIbBiBCbKa IONITEXHIKa» Ta
aBTOPCHEKMX PO3po0OK HAyKOBO-TIEAroriuHyX MpaiiBHUKIB.

9 — AkagemMiuna MOOLIbHICTDH

Hamionanbua kpeautHa | Ha ocHOBi  JBOCTOpOHHIX  joroBopiB Mk HauioHansHuM

MOOiIbLHICTE yHiBepcureTroM «JIbBiBchbKa TONITEXHiKa» Ta yHIBEPCHTETaMH
VYkpainu.

Mixuapoana kpeauTHa | Ha ocHOBi jJBocTOpoHHiIX jorosopiB Mibk HauionansHuM

MOOLIbHICTD yHiBepcuteToM «JIbBiBCchbKa MOJITEXHiKa» Ta HaBYaJIbHUMHU

3aKJIalaMH KpaiH-NapTHepiB

HaBuyanHs iHO3eMHHX
3100yBa4iB BHIIOT

MosknuBe, micis BUBUEHHA KypCy YKpaiHChKOT MOBH.

OCBITH
2. Po3noain 3micty
oCBiTHLO-NpPodeciiiHol mporpamu
3a rpynamMu KOMIIOHEHTIB Ta HHUKJIAMH l'liﬂl"OTOBKH
O6c¢ar HaBYATBHOTO HABAHTAXKEHHs 37100yBaya BUIOT OCBITH
(kpemuTiB / %)
O6oB’s13K0BI Bubipkosi
L{ukn niAroTroBKu KOMITOHEHTH KOMITIOHEHTH Bceworo
OCBITHBO- OCBITHBO- 3a Bech TepMiH
npodeciitHoi npodeciiHoi HaBYaHHA
porpamu IpOrpamu
I 2 3 4 3
| BmpaRinheG 313, 3/3,5 6/7
MIATOTOBKH
2. | Uukn npodeciiinoi
; 57/63 27/30 84/93
IT1/IFOTOBKY
Bekoro 3a Bech TepMi 60/66,5 30/33,5 90/100
HaBYaAHHS
3. Ilepesik KOMIOHEHT OCBITHLO-NIPOdeciiiHol nporpamu
Ko K-OMI'IOHCH’I‘.H ocsiTHLo'l'_ nporpamu KiJIbKiC'.l‘b C'Dopma
i (HaB4aNbHI JMCLUTIIIHH, KYPCOBI POCKTH (pobotu), KpPeauTiB | MiACYMK.
npakTuky, keanidikauiiiHa pobora) KOHTPOJIIO
O60B’A3K0Bi KOMIIOHEHTH CHEeWiaIbHOCTI
1. Luxn 3azanvroi niozomoexu
CK1.1. | InoseMHa MOBa npodeciiiHOro cripsiMyBaHHs 3 aud. 3anik
Bevozo 3a yurn: 3
2. Huwxn npodheciiinoi nidcomosxu
CK2.1 IHTepHeT peyeii Ta iioro He3neka 4 eK3aMeH
CK2.2. | KommieKCHi cucTeMH CaHKI[IOHOBAHOT'O OCTYITY 4 €K3aMeH
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CK2.3. | Komr’toTepHi MeTOIM aHaNi3y Ta MPOEKTYBAHHSA 4 eK3aMeH
€JIEKTPOHHHUX 3ac06iB
CK2.4. | IT aypur kibepOesmeku 5 . 3aik
CK2.5. | InrenextyanpHuii anai3 JaHUX 4 aud. 3amik
CK2.6. | KommiekcHi cucteMu cankitionoBaHoro jocryny (KIT) 3 . 3aiK
CK2.7. | KoMm’1oTepHi MeTOqu aHali3y Ta IPOEKTYBaHHA 3 Q. 3amiK
: esieKTpoHHMX 3ac06iB KI1
CK2.8. | ITpakTuka 3a TeMOIO MaricTepchKoi KBasidikauiitoi 15 mad. 3amik
poboru
CK2.9. | Buxonanns maricrepcbkoi kBamiikauiiinoi pobotu 12 aud. 3aiik
CK2.10. | 3axucT Marictepchkoi poboTH 3
Bewozo 3a yurn 57
Bcwozo 3a zpyny komnonenmie 60

BubipxoBi KOMIIOHEHTH OCBITHBO-Npodecifinol nporpamu

Bu6ipxosi 6J10KkM KOMIIOHEHTIB

1. Hukn 3azanvnoi niozomoexu

Bcewozo:

| 3

2. HQurn npogpeciiinoi nidozomosxu

Bubipkoesi komnonenmu 6noky 0401: Aominicmpysanns cucmem xibepbesnexu

BB0401.1 | TexHosorii npoTHIIT IKiJIHBOMY NPOrpaMHOMY KOZy 4 €K3aMeH

BB0401.2 | Komn’iorepHi MeTou po3poOiaeHHs IPUCTPOiB 4 €K3aMeH
Kibepbesneku

Bb0401.3 | Cucremu Oe3neks iHTeNeKTyaabHHX 06’ €KTIB 3 eK3aMeH

B50401.4 | be3neka po3noaiIeHHX MepeX | XMAapHUX TEXHOJIOTiH 5 eK3aMeH

BB0401.5 | KoM’ roTepHi MeTou po3po0iieHHs PUCTPOIB 3 mad. 3aiik
kibepbesnekn KII

Bb0401.6 | Cuctemu 6e3nexu inTesnekTyaibHux 06’ ektiB KI1 3 aud. 3amik

Bubipkoesi komnonenmu 010Ky 0402: Aominicmpamuenuii meneoscmenm y cghepi
Kibepbe3nexu

Bb0402.1 | MibxHapoJHi NPaKTHUKK 3 JOCII/PKEHHS BPa3IUBOCTEH 4 €K3aMeH
Web-noaarkis

Bb0402.2 | MopentoBaHHS Ta oliiHKa e(heKTUBHOCTI 3ac00iB 3aXHCTY 4 €K3aMeH
indbopmartii

Bb0402.3 | [lpoekTyBanHs cucteM 6e3nexu 06’ €KTIB KPUTHYHOT 4 €K3aMeH
iH(PaCTPYKTYPH Ta AEPIKABHOI TAEMHHIL

BE0402.4 | Inbopmariiiine 3abe3neueHHs ynpaBliHChKOT HisIIBHOCTI 4 . 3amiK

Bb0402.5 | IlpoextyBanus cucteM Ge3neku 06’ €KTiB KPUTHYHOT 3 mud. 3amik
iHdpacTpykrypu Ta nepxkasHoi Taemuuui  KI1T

Bb0402.6 | MixHapoJHi IIPaKTUKH 3 JOCHIKEHHs Bpa3JIMBOCTEH 3 . 3anmik
Web-nonarkis KI1

Bevozo: 22

BuOipkoBi KOMIIOHEHTH iHIUHX OCBITHBO-NIpodeciiHHX NporpamMmH

Bcbozo: >

Bcebozo 3a eubipkoei KomnoHenmu: 30

Bebozo 30 ocsimuvo-npoghecitiny npozpamy: 90
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4. ®opmu aTecTanii 3100yBaviB BUIOI OCBITH

®opmu atecrauii
3100yBayiB BUIIOT
OCBITH

Atecramis  3pilicHroeTbess y  QopMmi  myOmiuHOro - 3aXHCTy
kBanidikaniinoi podboTH.

Bumoru J10
kBamidikamniinol
poGOTH/TMPOEKTY

Kganigikauitina pobora Mae po3B’A3yBaTH CKJIaJHy 3a7ady
iHpopMarriitHoi Oe3nexku Ta/abo kibepbesneku 1 nepenbavaTv IPOBENEHHS
MOCHiIKEHD Ta/a00 3ificHEHHS IHHOBAITI.

Kpamigikauiiina po6oTa He MOBHHHA MICTHTH aKaJeMi4HOTO IUIariaTy,
(abpuxarnii, pamscrikaii.

Ksanidikarniitna pobora mae OyTa po3MmimeHa y penosutapii ¢inii PCO
kadenpu 3axucTy imdopMaii. OnpwnoJHeHHs KBali(ikamifHux poOiT 3

0OMEKEHUM JIOCTYIIOM 3JTiiCHIOETHCS BiITIOBIIHO JI0 BUMOT 3aKOHOJABCTRA.

5. Marpuus BignoBiIHOCTI NPOrpaMHUX KOMIETEHTHOCTEH

HaBYaJIbHHM KOMIIOHEHTAM

CK1.1
CK2.1.
CK2.2

CK2.3
CK2.4
CK2.5
CK2.6
CK2.7.
CK2.8
CK2.9
CK2.10
BE0401.1.
BE0401.2
BB0401.3
BB0401.4
BB0401.5
BB0401.6
BBE0402.1
BB0402.2
BE0402.3
BBE0402.4

BE0402.5

IHT .

K31

K32

K33 . .

K34

K35 .

K®1 .

K® 2 .

K® 3 .

Ko 4

K® 5

Kd 6 .

Kd 7

Ko 8

Kd 9

K® 10

®KC1

DOKC2

®KC3

DKC4

DKC5

DKCo

DKC7

DKCS8




6. MaTpuus BiANOBIZHOCTI NPOrpaMHHUX pPe3yJIbTATIB HABYAHHS
HAaBYaJIbHUM KOMIIOHEHTaM

CK1.1.

CK2.1.

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

BE0401.1.

BB0401.2

BE0401.3

BB0401.4

BE0401.5

BB0401.6

BE0402.1

BbB0402.2

BB0402.3

BBE0402.4

BB0402.5

PH1

PH2

PH3

PH4

PHS

PH6

PH7

PHS

PHY9

PH10

PH11
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