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IHEPE/IMOBA

Pospobneno pobouoio rpynoi HayKOBO-MCTOAMMHOI KOMICIH CHCLIAIBHOCTI
125 «KiGepbesnexa» y cxnaai:

Jyimkesny B.B. — ILT.H., npod., 3asiaysaq kadenpu 31
Makcumosnt BM. — arn., npod.. sasinysas xadenpu bIT
Xoma B.B. ~ AT.H,, npothecop kacdeapn 3l
Kypasens | M. — .1.H., npod. kadeapu BIT
I"apacwmuyk O.1 ~ K.T.H., AoueHT Kaceapu 31

Onipecbkuii 1P — AL T.H., npothecop kadeapn 31
Tumownk H.IL — k.1.H, aupextop [T “Under Defence™
IManyneus M.O. ~ CTY/ICHT

["apanT ocBiTHRO-TIPOdECIHHOT NpOrpaMH % (Jlyaukesni B.b.)

llpoexr ocwrrupo-npodectitnoi nporpamu  00rosopenuid Ta CXBRICHHH Ha
zacutanii  Buenol  paaM  HABYAIBHO-HAYKOBOIO  IHCTHTYTY  KOMIT IOTEpPHMX
TEXHOJIONH, ABTOMATHKM T4 METPOJIOTTi

[Tporokon Ne 2 BI

I'onosa Buenoi panu IKTA < A M.M. Mukuiuyx

(npi3BMLIC. THINATH)

FATRCPIUKEHO TA HAAHO YUHHOCTI
Hakazom pexropa Hauonanenoro ynisepenrety «JIbsischka noitexmikan»
B« 84 » o6 2021 p. No 324 ~A-48

s oceitieo-npodeciitna nporpama ne moxe OyTh nopmicTio abo 4acTKOBO
BUITBOPEHA, THPaXKOBaHA Ta po3noBcio/bkena ©e3  gossoay  HawonaneHoro
yuisepenrery «JIbsischKa nomiTexHikan.
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1. IIpoginb ocBiTHLO-MIpodeciitnol nporpamu “KidepoOe3nexka” 6akasaspa 3i

cneniagbHOCTI 125 «KibepOe3nexay

1 —3aranbHa iHbopmauiina

lNosHa HasBa 3aKknaay
BULLOI OCBITU Ta
CTPYKTYPHOrO nigposainy

Hamionanenuii yHiBepcuteT «JIbBiBChbKa MOMITEXHIKA»

OdiujiiHa Ha3Ba ocsiTHbOI | KiGepOesneka
nporpamu Cybersecurity
CryniHb, Wwo bakanasp
NPUCBOIOETLCA

ObmexeHHA Wwoao dopm
HaBYaHHA

JleHHa, 3a04Ha, JUCTaAHIIIITHA

Ksanidikauia B gunaomi

Cryminp BUIIOT OCBITH — OakanzaBp
CrnemianpHicTh — 125 KibepOesneka
OcaitHs porpama - KibepOesmneka

O6car ocBiTHLOI
nporpamu

-Ha Ha 0a3i MOBHOI 3arajibHOI cepeHboi ocBiTH — 240 kpeautiB €KTC;
-Haba3i cTymeHsl «MOJIOIINHN crenianicT (OCBITHRO-KBaJi(iKaiitHOro
PIBHS «MOJIOAIIMKA CIICIAiCT») 3aKjiaJ BHUIIOI OCBITH Ma€ IpPaBo
BU3HATH Ta mepe3apaxyBatu He Ounpme, HiK 120 xpemutie €KTC,
OTPUMaHHMX B MeEXax IONEepPEeIHbOI OCBITHHOI MPOrPaMH MiATOTOBKH
MOJIOIIOTO OakamaBpa (MOJIOAIIOTO CIIEIiaicTa).

Minimym 75% o06cary ocBITHBOI MporpaMu Mae OyTH CHPSMOBAHO Ha
3a0e3neueHHs 3arajJbHUX Ta CrelialbHUX ((PaxoBHX) KOMIIETEHTHOCTEH
3a CIIeIiaJIbHICTIO BU3HAYEHOIO CTaHAapTOM BHUILOi OCBITH.

Mosa(n) BuKnagaHHA

YkpaiHCbKa MOBa

2 — MeTa OCBiTHbOI Nporpamm

[TinroroBka ¢axiBiiB, 3JaTHUX BUKOPHCTOBYBATH 1 BIPOBAKYBaTH
TEXHOJIOT11 iHpopmaLiiiHoi Ta/abo kibepOe3neKu.

3 - XapaKTep1CTUKa OCBITHBbOI NpOorpamm

Onuc npeameTHOI
obnacri

006’ ekt npoeciitHOi AISITBHOCTI BUTYCKHUKIB:

— 00'exTHn iH(opmaTu3aii, BKJIIOYAIO4YH KOMIT'FOTEPHI,
aBTOMAaTH30BaHi, TEeJIEKOMYHIKaIliliHi, iHopManliiiHi,
1H(hopMaLiIifHO-aHATITHYHI, 1H(pOopMaLIHHO-TEIEKOMYHIKaIlliH1
cucteMu, iHopMaIiiiHi pecypcH 1 TEXHOJOTI;

— TexHoJjorii 3a0e3nedeHHs 6e3neku 1HpopMallii;

— Tpolecu ympaeiiHHA iH(oOpMaliiiHOW Ta/abo KiGepOe3mneKoro
00’€KTIB, 110 MIAJIATAIOTh 3aXUCTY.

TeopeTH4HuUH 3MICT MPEAMETHOT JTiAIbHOCTI

3HaHHA:

— 3aKOHOZaBuYOi, HOPMATHBHO-TIPaBOBOI 0a3u VYKpaiHM Ta BHUMOT
BIIMOBIIHUX ~ MDKHApPOJHHMX  CTaHAApPTIB 1 TPaKTUK MO0
3MidcHEeHHS MpodeciitHOl qiSTBbHOCTI;

— TMPUHLMIIB CYNPOBOJAY CHCTEM Ta KOMIUIEKCIB i1H(pOopMaliiHOT
Ta/abo kibepbes3nexwu,

— Teopii, Mojenel Ta MPUHIIMITIB
iHpOpMaLiiHUX pecypciB;

— Teopii cucteM yrpaBiiHHSA iHPOpMaLiiHOO Ta/abo KibepOe3nekoro;

— MeToJIIB Ta 3ac00iB BUSBJICHHS Ta 1A€HTU(]IKAIIT PU3HKIB;

— MeTOoAIB Ta 3aco0iB OI[HIOBAHHS Ta 3a0e€3IIeYeHHS HEOOXITHOIO
PiBHSI 3aXHUIIEHOCTI iH(poOpMaIrii;

— MeTOMIB Ta 3aco0iB TEXHIYHOTO Ta KPUOTOrpadidHOTO 3aXUCTY
iH(opmarrii.

VIpaBIiHHSA JOCTYNOM  JIO




MeToau, METOIMKY Ta TEXHOJIOTI1:

Meroan, MeTOAMKHA Ta TeXHOJorii 3abe3nedeHHs iHGoOpmarlliiiHoi Ta/
abo kibepbOe3nexwu.

IncTpymMeHTH Ta 00IaiHaHHS!

— CHCTeMH PO3pOOKH, 3a0e31eueHHs, MOHITOPUHTY Ta

KOHTPOJIIO MPOIIeCiB iHpopMaliifHoi Ta/abo Kibepoe3neku;

— CyYacHe MporpaMHoO-amnapaTHe 3a0e3nedeHHs
1H(popMaIifHO-KOMYHIKAIITHUX TEXHOJIOT1H.

AKageMmiyHi npasa
BUNYCKHWKIB

MOXJIMBICTh TIPOJOBKUTH HABYAHHS 32 OCBITHBO-MPOQECiiiHOI abo
OCBITHBO-HAYKOBOIO MIPOrPAMOIO CTYIICHS MaricTpa.

OpieHTauia OCBITHLOI
nporpamu

OcsiTHRO-TIpOdEcCiiiHa mporpama 0a3yeTbcs Ha  3araJlbHOBIIOMHX
MOJIOXKCHHSAX Ta Pe3y/IbTaTaX Cyd4aCHHX HAyKOBUX JOCIIJDKEHb Yy rary3i
iHpopMaLiIHUX  TEXHOJOTIH Ta  OpIEHTYEThCS HA  aKTyalbHi
criemiaizaiii 3 MHUTaHb KiOepOEe3NeKH, IONEpPEeKCHHS] Ta MPOTHUIIT
KiOEp3JIOUnHIB, y MeXax SKHX MOXJHMBA MOJANbIIa HayKoBa Ta
npodeciiina kap’epa.

OcHOBHMM POKYC
OCBITHbOI Nporpamu Ta
cneujanisauii

CriemianpHa OCBiTa Ta mpodeciitHa miaroToBka B 001acTi KibepOe3neKy.
Knrouoei cnosa: xibepOesnieka, CHCTEMH TEXHIYHOTO 3aXUCTy
inpopmamii, ynpaBiuiHHA iHQOpMaliiiHOIO  Oe3mekoro,  Oe3reka
1H(OpMaLIfHO-KOMYHIKallIHHUX CHCTEM.

OcobamBocCTi nporpamm

[aTerpoBana miaroroBka (axisiiB A0 BUPIIICHHS 3aBAaHb y cdepi
KibepOe3nexu.

4 —34aTHICTb BUNYCKHUKIB

A0 npauesaatyBaHHA Ta N04a/1blUOro HaB4aHHA

MpuaaTHICTb A0
npawesnawTyBaHHA

BunyckHuk MoXke 3aliMaTH TIEpBMHHI TOCAAM  BIANOBIAHO 0
Hepxxanoro knacudikaropa npodeciii 1K 003:2010 :

- (paxiBelb 3 TEXHIUHOTO 3aXUCTy 1HPOpMaIIii,

- (haxiBenb 13 opraizauii iHpopmaniiHoi 6e3nexy,

- (paxiBewpb 13 opranizarii 3aXucTy iH(popMalii 3 0OMEKEHUM JOCTYIIOM,
- (haxiBelb 3 iH(OPMAIIITHUX TEXHOJIOTIH,

- (paxiBewb 3 peKUMY CEKPETHOCTI,

- (haxiBelb 3 Oprasizallii Ta MPOBEAECHHS TECTYBaHHS Ha IPOHUKHEHHS,

- MEHEDKEp CUCTEM 3 1H(opMalliitHoi Oe3neku,

- QHAJIITUK cHcTeM 3a0e3nedeHHs Kibepoes3neku,

- agMiHIcTpaTop 6a3 1aHuX,

- aJIMIHICTPATOP KOMIT IOTEPHUX CHUCTEM Ta MEPEXK,

- ayauTop 3 KibepOe3neku,

- PO3pOOHHK 3ac001B 3axXUCTy iH(OpMaIlii,

- IPOEKTYBaJIbHUK CUCTEM 3aXUCTY 1H(OopMallii,

- IPUKJIQHUN IPOTPaMICT,

- MPOBITHUH CrienianicT/KepiBHUK ciyxk0u T3, Tomro,

Ta MDKHapoJaHOi cTaHmapTHoOi kiacudikanii mpodeciit (International
Standard Classification of Occupations 2008 (ISCO - 08): 2529 Security
specialist (ICT).

IcHye MOXNMBICTH OTpUMATH MDKHApOAHI cepTUdIkaTh B Traimysi
KiOepOe3neKH.

Nopanblie HaB4aHHA

MOXIHMBICT MPOJOBXHUTH HAaBYaHHA Ha JpYroMy (Maricrepckomy)
piBHI BUILOI OCBITH 3a crieliayibHICTIO 125 «kibepOesneka» abo iHIIMMU
CHOpITHEHUMH  (CyMDKHHUMH)  CHEIIaJIbHOCTSIMM  Taily3l  3HaHb
«lHdpopmaniiiHi TEXHONOTI(», IO Y3TOMXKYIOTbCSA 3 OTPUMAHUM
JTUTIIIOMOM OakaliaBpa.

MOXIHMBICTh TiABUINEHHS KBamiikaiii Ta OTpPUMAaHHS J1OJAaTKOBOT
MICIIATUIUIOMHOI OCBITH.




5 — BMKnafaHHA Ta OLiHIOBAHHA

BMKnaaaHHA Ta HaBYaHHA

[pYHTYIOTHCS Ha IIPUHLMUIIAX CTYASHTOIEHTPU3MY Ta iHMBITyalIbHO-
OCOOHMCTICHOTO MIiAXOIy; peali3ylOThCsS Yepe3 HaBYaHHS Ha OCHOBI
JOCHIJKeHb, TOCHJICHHS NPAaKTUYHOI OpPI€EHTOBAHOCTI Ta TBOPYOi
crpssiMOBaHOCTI y (opmi komOiHaIii JeKIiid, JabopaToHUX poOiT,
NPAaKTUYHUX 3aHATh, CAMOCTIHHOI HABYAJIBHOI 1 TOCTIAHUIBKOI pOOOTH
3 BUKOPUCTAHHSM €JIEMEHTIB TUCTAHI[IHOTO HaBYaHHs, PO3B’I3yBaHHS
NPUKIAJAHUX 3a]a4, BUKOHAHHSA KYpCOBHX pOOIT Ta TPOEKTIB,
KOHCYJIbTAIII1 13 BUKJIaJa4yaMH, [MArOTOBKA OakajgaBpChKOi
KBaJiiKaIiitHoi pobOTH.

OUiHIOBaHHA [TuceMOBI Ta YyCHI €K3aMEeHM, 3alliki, Ja0opaTOpHI 3BITH, YCHI
Ipe3eHTallil, TOTOYHUI KOHTPOJIb, 3aXUCT OaKaJlaBPChKOi POOOTH.
6 — lNporpamHi KOMNETEHTHOCTI
IHTerpanbHa 31aTHICTh PO3B’A3yBaTH CKJIAJHI CIEHiani3oBaHl 3aJayl Ta MpPaKTUYHI

KomneTeHTHicTb (IHT)

npobiieMu mix 4yac mpodeciiHOl MisSUTBHOCTI y Tamy3i 3abe3meueHHs
iHdopmariitHoi Oe3neku 1/abo kibepOe3neku, IO XapaKTepU3yEThCS
KOMIUICKCHICTIO Ta HEMTOBHOIO BH3HAYCHICTIO YMOB.

3aranbHi
KomneTteHTHOCTi (3K)

3K 1. 3xaTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHHUX CUTYAIlisX.

3K 2. 3nanHs Ta pO3yMiHHS NpPEIMETHOI 00IacTi Ta PO3yMIHHS
npodecii.

3K 3. 3natHicTh npodeciiiHO ChiKyBaTHUCs ASPKABHOIO Ta 1HO3EMHOIO
MOBaMH SIK YCHO, TaK 1 MUCBMOBO.

3K 4. BMiHHS BUSBIATH, CTaBUTH Ta BUpILIYyBaTH HpoOieMu 3a
npodeCciifHIM CTIpSIMYBaHHSIM.

3K 5. 3parHicTh 10 OUIyKy, 00pOoOIeHHs Ta aHai3y iH(popMarrii.

3K 6. 3patHicTh peani3oByBaTH CBOi IpaBa 1 OOOB’S3KM SIK YJIEHA
CYCIIJIbCTBA, YCBIJOMJIIOBATH I[IHHOCTI TPOMAJSHCHKOIO (BUIBHOTO
JIEMOKPATUYHOI0) CYCHIJIbCTBA Ta HEOOXITHICTH HOro CTasoro
PO3BHUTKY, BEPXOBEHCTBA IpaBa, MpaB 1 CBOOO JIOJUHU 1 TPOMaTHUHA
B YKpaiHi.

3K 7. 3patHicTh 30epiraTu Ta MPUMHOXYBATH MOpaJibHI, KYJIbTYpHI,
HAYKOBI IIHHOCTI 1 JIOCATHEHHS CYCHUJIbCTBA HA OCHOBI PO3YMiHHS
icTopii Ta 3aKOHOMIPHOCTEH pO3BUTKY MpenMeTHOi obusacTi, ii Micus y
3arajipHill cucTeMi 3HaHb NMPO MPUPOAY 1 CYCHIJIBCTBO Ta y PO3BUTKY
CYCIJIbCTBA, TEXHIKU 1 TEXHOJOTiH, BUKOPUCTOBYBAaTH PI3HI BUIU Ta
dbopMH pyXOBOi aKTHUBHOCTI Ul aKTHMBHOI'O BIINOYMHKY Ta BEIEHHS
3JI0pPOBOTO CIIOCOOY HKHUTTSL.

daxoBi KOMNETEHTHOCTI
cneuianbHocTi (PK)

@K 1. 3maTHICTh 3aCTOCOBYBATH 3aKOHO/IaBUYY T4 HOPMAaTHBHO-TIPABOBY
0a3y, a TaKOXX JiepKaBHI Ta MDKHAPOJHI BUMOT'H, IPAKTUKHU 1 CTAaHJIApPTH
3 METOI0 3J1MCHEHHS MpoQeciiiHOi MisSIbHOCTI B Tainy3i iHhopMaliiHOi
Ta KibepOe3neku.

@K 2. 3patHicTh 10 BHUKOPUCTaHHS 1H(OpMaLIHHO-KOMYHIKAIMHUX
TEXHOJIOTIM, CydacHMX METOHIB 1 Mojeseil iHdopmarliiiHoi Oe3nexu
Ta/abo0 kibepOe3neKu.

®K 3. 3parHicTh A0 BHUKOPUCTAHHS MPOTaMHUX Ta IPOrPaMHO-
amapaTHUX KOMIUIEKCIB 3ac001B 3aXUCTy 1HQopMalii B iHpopMaliiiHo-
TEJIEKOMYHIKalIHHUX (aBTOMAaTU30BaHHUX) CUCTEMAX.

®K 4. 3parHicth 3a0e3medyBaTd HEMEPEPBHICTh Oi3HECY 3TiTHO
BCTaHOBJICHOI MMOJIITUKY 1H(OpMaIiitHOi Ta/abo KibepOe3neKH.

®K 5. 3matHicTh 3a0e3mevyBaTu 3axXUcT iHGOopMaIii, mo 00poOISIETHCS
B iH(opMaIliifHO-TeIeKOMYHIKalliHHUX (aBTOMAaTH30BAHUX) CUCTEMax 3
METOI0 peaiizaiii BCTAHOBJEHOI TMONITHKK iH(opMaIliifHOi Ta/abo
KiOepOe3neKH.




@®K 6. 3paTHICT, BIIHOBIIOBATHM  IITaTHE  (PYHKIIIOHYBaHHS
1HpoOpMaIiiHKX, 1H(OopMaIIHHO-TEICKOMYHIKAIlIHHIX
(aBTOMAaTU30BaHMX) CHCTEM IICHA peamizamii 3arpo3, 37iiCHEHHS
kibeparak, 300iB Ta BIIMOB PI3HUX KJIACiB Ta MOXOKCHHS.

@K 7. 3gatHicTh BIPOBAKYBAaTH Ta 3a0e3nedyBaTH (yHKIIOHYBAHHS
KOMIUIEKCHUX CHCTEM 3axucTy iH(opmMallii (KOMIUIEKCH HOPMAaTHBHO-
NPaBOBUX, OPraHi3alifHUX Ta TEXHIYHUX 3aCO0IB 1 METO/IB, MPOLEAYD,
MPaKTUYHUX TIPUHAOMIB Ta 1H.)

@K 8. 3maTHiCTh 3A1MCHIOBATH MPOLEAYPU YIPABIIHHS IHIUACHTAMH,
MPOBOAMTH PO3CIIITyBaHHS, HaJaBaTH 1M OI[IHKY.

®K 9. 3parnicte 3ailicHIOBaTH MpOQeciiiHy AisIBHICT Ha OCHOBI
BIIPOBA/DKCHOI ~ CHCTEMH  ympaBliHHA  iH(opmariiHow  Ta/abo
Ki0epOe3neKoro.

@K 10. 3gaTHICTH 3aCTOCOBYBATH METOAM Ta 3acO0M KpUNTOrpadiyHOTO
Ta TEXHIYHOro 3axucry iHdopMmamii Ha 00’ekTax iHQOpMaLiHOI
JISUIBHOCTI.

@K 11. 3naTHiCTh BUKOHYBAaTH MOHITOPHUHT TPOIECiB (PyHKIIIOHYBAaHHS
iHpopMaIiHHHX. iH(dOopMaLiifHO-TeNIeKOMYyHIKAIIITHIX
(aBTOMaTHU30BaHUX)  CHUCTEM  3TiJHO  BCTAHOBJICHOI  IOJITHKH
iHpopMariitHOi Ta/abo KibepOe3neKH.

@K 12. 3parHicTh aHATi3yBaTH, BUSBISATH Ta OIIHIOBATH MOXJIHBI
3arpo3u, ypas3lMBOCTI Ta AecTa0uTi3yrodl YMHHUKH 1H(pOpMaIiiHOMY
npocropy Ta iH(opMamiiiHUM pecypcaMm 3TiTHO 3 BCTAHOBJICHOIO
MOJITHKOIO 1H(OpMaIliiiHOi Ta/abo KibepOe3neKH.

daxoBi KOMMNETEHTHOCTI
npodeciitHoro
cnpsamysaHHa (PKC)

Buéipkoei komnonenmu o6n0xky 0100 “Kivepoe3znexa komn’romepuux
cucmem ma mepesic”

OKC 1.1. 3HaHHA OCHOBHUX MIJAXOMIB JO OpraHizamii THIOBUX
KOMILJIEKCIB Ta 3aco0iB 3axucry iHdopmanii B iHGOpMamifHUX 1
KOMYHIKAI[ITHUX CUCTeMaXx.

@®KC 1.2. 3HaHHA HOBUX BITYM3HSHUX Ta MDKHAPOJHHUX CTaHIApTIiB
1H(popMaliiHOT Oe3meKu.

@®KC 1.3. 3HaHHsS OCHOBHHX MOJEJEN Ypas3JIMBOCTEH, 3arpo3 Ta arak
JIsi OOTPYHTYBAaHHSI BapiaHTIB MOOY/IOBU aBTOMATU30BAaHOI CUCTEMU
MOHITOpUHTY iHpopMauiiHoi Oe3meku ansd  iHopMamiMHUX 1
KOMYHIKAI[ITHUX CUCTEM Ta ii OCHOBHHUX CKJIaJOBHX.

®KC 1.4. 3HaHHA TEXHOJIOTIH CTBOPEHHS CUCTEM  3aXHCTy
KOMIT IOTEPHAX CHCTEM Ta MEpPeX Ui PO3pOOKM Ta BU3HAYCHHS
3arajilbHUX NOPUHIUIIB TOOYIOBH CHUCTEM 3aXHUCTy, 3aBJaHb Ta
BUXIJIHUX JlaHUX, $KI HEOOXIJHO BpaxoBYBaTH MpHU MPOEKTYBAaHHI
CHCTEM 3aXMCTYy.

OKC 1.5. 3nanHa MeETOAMK aHami3y, CHHTE3y, ONTHMI3aIii Ta
IPOTHO3YBAaHHS SKOCTI MpOIECiB (YHKIIOHYBaHHS 1H(OpMAIiiHIX
OpoleciB  Ta  TEXHOJOriM B po3moJuIeHHX  iH(OpMaIiifHO-
KOMYHIKAI[ITHUX CUCTeMaX.

®KC 1.6. 3naHHi Ta BMIHHA €(QEKTUBHO OIHIOBATH PU3HKH
IPOHUKHEHHA B  1H(QOpMalIHHO-KOMYHIKaliiHI  CHCTEMH 3
BpaxyBaHHAM YCiX MOTEHIIIHUX 3arpo3.

OKC 1.7. 3Ha"HA Ccy4acHHUX IOXOMIB J0  iaeHTH(IKaI],
aBTeHTU(iKalii, aBTOpU3alii MpoIeciB Ta KOPUCTYyBauiB Yy
1H(popMaIIfHO-KOMYHIKAI[IHHUX CHCTEMaX.

@®KC 1.8. 3nanHs cydacHUX METOJIB 3aXHCTY Bijl pyHHYIOUUX KOJIB B
1HpopMaIIfHO-KOMYHIKAI[IHHUX CHCTEMaX.

®KC 1.9. 3nanHa Ta NpPaKTUYHI HABUYKM BUKOPUCTAHHS 1 3aXHCTY
XMapHUX TEXHOJIOT1H B IH()OpMaIIHHO-KOMYHIKAIIIHHUX CHCTEMaXx.




®KC 1.10. 3nanHs 3 po3poOKH, aIMIHICTpYBaHHS Ta 3aXHCTy
po3MoAUIeHOI 0a3u JaHWX, SK CYKYITHOCTI B3a€EMOIIOB’s3aHUX 0a3
JAHHUX, PO3MOATICHUX Y KOMIT IOTEpHii Mepexi.

@®KC 1.11. 3HaHHS OCHOB KOMIT IOTEPHUX EKCIIEPTH3 Ta BHUSBIICHHS
HIK{ITTUBOTO TPOTPAMHOTO 3a0€31eUeHHS.

Buoipkoei komnonenmu o60a0xky 0200 “Cucmemu mexHiuHo20
3axucmy ingopmauii, asmomamuszayis it 06pooxu”

®KC 2.1. 3pmatHicTh OOTpYHTOBYBaTH Ta pEajli30BYBaTH CHCTEMY
3aXHCTy 1H(QOpPMALIHHUX pecypciB 3 OOMEXEHHM JOCTYIOM Ha
00'ekTax 1HGOPMAIIIHOT TISITLHOCTI.

®KC 2.2. YMiHHS NPOBOAMUTH aTecTalliio (CUpaloyich Ha OOJIK Ta
00CTEKEHHSI) PSKUMHHUX TEPUTOPiH (30H), MPUMIIIIEHb TOIIO B yMOBaX
JOJCPKAHHS PEKUMY CEKPETHOCTI 13 (DIKCYyBaHHAM pe3yJbTaTiB Y
BIJIMOBIIHUX JOKYMEHTAX.

®KC 2.3. VYwmiHHS 37iiiCHIOBATH OIIHKY BIAMOBIHOCTI CHCTEMH
3axMcTy iH(popMallil aBTOMAaTU30BaHOI CUCTEMH CBOEMY NPU3HAUYEHHIO
BiJIMTOBITHO JI0 BUMOT JIIFOYHUX CTAHJAPTIB.

@®KC 2.4. 3naTHICTh 10 BUKOPHUCTAHHS 3aC00IB 3aXHCTY MPOTPAMHOTO
3a0e3NeueHHs]  BiJi ~ HECAHKI[IOHOBAHOTO  KOIIOBAaHHS,  BIUIMBY
KOMIT IOTEPHUX BIPYCiB TOIIIO.

®KC 2.5. 3patHicTh A0 37iICHEHHS TEXHIYHOTO OOCIIyrOBYBaHHS,
KOHTPOJIIO 1 TIarHOCTUKU KOMIUJIEKCHOI CHCTEMH 3aXUCTy iH(popMaIlii B
oprasxi3ari.

®OKC 2.6. VYminHsg OynqyBaTM Ta BHUKOPUCTOBYBAaTH KOMIUIEKCHY
cUCTeMy 3axHCTy iH(opMarii B opranizarii.

@®KC 2.7. YMiHHSA OpraHi3yBaTd MOHITOPHHI CTaHy iH(opMamiiHoi
CHCTEMHU Ta aHaJIi3yBaTU NOPYUIEHHs iHpopMaliiHOoi Ge3neKu.

®KC 2.8. 3naTHiCTh BUKOHYBATH CHEIialIbHI TOCIIDKEHHS TEXHIYHHX 1
IporpaMHoO-anapaTHUX 3aco0iB  3axucTy o00poOku iH¢popmamii B
1H(}OopMaLIHO-TETEKOMYHIKAIITHUX CUCTEMaX.

®KC 2.9. VYminHg aHamizyBaTM BHIM 1 (opmu iHopmauii, 1m0
MOMaAar0Th i JIII0 3arpo3; BUIW, METOAM 1 NUIAXU peati3allii 3arpo3
Ha OCHOBI aHaji3y CTPYKTYpH Ta 3MiCTy I1H(QOpPMAaLIHHUX IPOLECIB
MIMPUEMCTB, YCTAaHOB, OpraHi3allii, el Ta 3aBJaHb iX AISUTbHOCTI.
®KC 2.10. YMiHHA NOporHo3yBaTH cTaH iH(opMaliiiHoi Oe3mnexu
HIAIPUEMCTBA,  YCTaHOBM, oOpraHizauii 1 BHM3HA4YaTH  BIUIUB
e(eKTHUBHOCTI 3a1sIHUX 3aXO0/1B 1 3aC001B TEXHIYHOTO Ta MPOTrPAMHOTO
3axXUCTy iH(pOopMaIlii.

®KC 2.11. BonomiHHS AOCBiIOM y4acTi y MNpOBEICHHI aTecTarlii
00'eKTiB, NpPHUMIIIEHb, TEXHIYHMX 3aco0iB, CHCTEM, IHporpam i
QITOPUTMIB Ha MPEAMET BIIMOBIAHOCTI BUMOTraM Jep>KaBHUX abo
KOPIOPaTUBHUX HOPMATHUBHUX JOKYMEHTIB IIOJI0 3aXUCTY 1H(OopMalii.
Buoéipkoei komnonenmu 010Ky 0300 “Ynpaeninna ingpopmauiiinoro
oe3nekoro”

®KC 3.1. 3paTHiCTb BHKOPHCTOBYBAaTH HpodeciiHo-npodiaboBaHi
3HAHHS W MPAaKTHYHI HABWYKH JIJISI BUPIIICHHS TPAKTHYHUX 3aBJaHb B
raiysi ynpasiiHHA iH(opMaliifHO0 0e3neKoro.

®KC 3.2. 3garHicTh OOTIPYHTOBYBATHM Ta pEaNi30BYBaTH CHCTEMY
3aXMCTy 1H(QOpPMALIHHUX pecypciB 3 OOMEXEHMM JIOCTYyIIOM Ha
00'exTax 1HGOPMAIIIHOT TISITEHOCTI.

@®KC 3.3. YMiHHA NPOBOJUTH arecTallito (CIUparYuch Ha OOIIK Ta
00CTEKEHHSI) PSKUMHHUX TEPUTOPiH (30H), MPUMIIIIEHb TOIIO B YMOBaxX
JOJICpKAHHS PEKUMY CEKPETHOCTI 13 (DIKCyBaHHSM peE3yJbTaTiB Y
BIJIMOBITHUX JJOKYMEHTAaX.




@®KC 3.4. YMiHHA aHaNi3yBaTH PU3MKH JJISl OIIHKH PEATbHUX 3arpo3
HNOPYUIEHHS 3aXUCTy Ta OXOPOHH.

®KC 3.5. 3parnicte  37iiiCHIOBaTH  TpaBoBEe  3a0E3MEUCHHS
iHpopMmariifHoi Oe3meKkr, MPOTHO3YBAaHHS Ta MOJICTIOBaHHSI B
couianbHii cdepi.

®OKC 3.6. 3paTHICTh CTBOpIOBATH, BIPOBAHKYBAaTH, MOHITOPUTH Ta
BJIOCKOHAJIIOBATH CHUCTEMY MEHEKMEHTY iH(opmariitHoi Oe3meku
MiAPUEMCTBA (YCTaHOBH).

@®KC 3.7. YMiHHA pearyBaTH Ha IHIMICHTH iHPOPMALIHHOT Oe3MeKH;
OKC 3.8. 3marHicTh NMPOBOIUTH ayAUT MIANPUEMCTB (YCTaHOB) 3a
iHpOopMaLiiHOIO 0E3MEKOI0.

OKC 3.9. YMminHga 30upaTd Ta aHamM3yBaTH BHUXIJHI JdaHl s
NPOCKTYBAaHHS CHCTEM 3axHUCTy iHQopmalii, BH3HAYaTH BHMOTH,
3MIMCHIOBATH TOPIBHSJILHUMA aHAJI3 MIJACHCTEM 3a IOKa3HUKAMH
iH(popMariiftHoT Oe3meKH.

®KC 3.10. YmiHHA opraHi3oByBaTH 1 HIATPUMYBaTH BHKOHAHHS
KOMIUIEKCY 3aXOMiB 3 iH(popMamiiHOI Oe3MeKH, YIpaBIsaTH HMPOIECOM
ix peanizalii 3 ypaxyBaHHSM BHUPIIITYBaHUX 3aBJaHb 1 OpraHizauiiHol
CTPYKTYpH 00'€KTa 3aXHMCTY, 30BHIIIHIX BIUIMBIB, HIMOBIPHUX 3arpo3 i
PIBHS PO3BUTKY TE€XHOJOT1H 3aXUCTy iHPOpMAILii.

@®KC 3.11. YMminHs GopMyBaTH KOMIUIEKC 3aXOJiB 3 iH(popMamiiHoi
Oe3nmeku 3  ypaxyBaHHAM HOro mpaBoBoi  OOIPYHTOBAHOCTI,
a/IMIHICTPAaTUBHO-YIIPABIIHCHKOI,  TEXHIYHOI  peayli30oBaHOCTI  Ta
€KOHOMIYHOI JOLIIBHOCTI.

Buéipkoei xomnonenmu o6noxky 0400 “Aominicmpysanna cucmem
Kibepbe3nexku”

®KC 4.1. BonoiHHSA MEIOTOAOJOTISIMU MTPOBEACHHS OLIIHKH PU3HKIB
Ta TMPOAKTUBHOTO BHSBIEHHHS 3arpo3, BMIHHS 1J€HTHU(IKYBaTH
Bpa3MBOCTI 1H(poOpMaliiHOI Oe3neKu Ta 3acTOCOBYBaTH e€(QEKTHUBHI
THCTPYMEHTH JUIA iX MTOMSITIICHHS.

®KC 4.2. YMiHHA HamucaTd IOJIITUKY KiOepOe3neku Ha 00’ €KTi
1H(OpMaLIHOT AISUIBHOCTI, CIUPAOYNCh HA MI)KHAPOH1 Ta BITUHU3HSIHI
CTaHJApTH, @ TAKOXK 3aCTOCOBYBATH KPAllll ICHYIOYl IPAKTUKH.

®KC 4.3. VYMiHHA TmpamioBaTtd i3 iHOHMIEHTaMH iHGOpMamiifHOT
Oe3nekd, BUKOHYBaTH iX OIIIHKY, BH3HAa4yaTH TNPIOPUTETH Ta
aHaJI3yBaTU IHIUICHTH.

®KC 4.4. 3parHicTh oONpanboOBYBaTH Ta aHaNI3yBaTH KypHaIH
peecTparlii o, yMiHHS pO3pOOISTH CUHTAaKCUYHI aHAJI3aTOPH.

®KC 4.5. YMiHHA BHUABIATH LIKIJIMBE MpPOrpaMHe 3a0e3NedyeHHs Ta
3/1aTHICTh 3aCTOCOBYBATH MPUHIIUIH 1 METOJUTH €PEKTUBHOT MPOTHIII.
®KC 4.6. YMiHHA TpPOBOJUTH KPUMIHAJIICTUYHY EKCIIEPTU3Y CIIiiB
Ki0eparak B KIOEpHETUYHOMY IIPOCTOPI.

@OKC 4.7. YMiHHS po3pobasTH nporpaMHe 3a0e3MeUYeHHs 13 BUSBICHHS
HIK1JUTUBHUX Iporpam 1 KibepaTax.

@®OKC 4.8. 3patHicTh 3a0e3neuyyBaTd 3axucT iHopMarii, 10
00po0sieTbes B cUcTeMax Kki0epbe3nexu, 3/1IHCHIOBATH
aIMIHICTPYBaHHA TaKUX CHUCTEM Ta iX eKCILTyaTallilo.

®KC 4.9. 3naTHiCTh BUKOHYBATH MOHITOPWHT JaHHUX, KOMIT FOTEPHUX
3JI0B’)KMBaHb Ta aHOMaJIiH.

®KC  4.10. VYwmimaa  anamizyBatu  iHdopmarliito, HaJgaHy
iHpOpMaLIHHUMH CHCTEMaMM, 3 METOI0 BHUSBJICHHS THIIOBUX O3HAK
MOYKJIMBOTO HECAHKI[IOHOBAHOTO JIOCTYIIY.

®OKC 4.11. VYwmiHHa 3AidCHIOBATH aIMIHICTPYBaHHS MiJCHCTEM
iH(opMaIiifHoi 6e3rmeKku 00'eKTa, a TAKOXK MIJCUCTEM TIepeIadl JaHuX.
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7 —Pe3ynbTaT HaBYaHHA

3HaHHA (3H)

3azanwvHi no cneyianvHocmi:

3H 1. 3acTocoByBaTH 3HaHHS JEpKaBHOI Ta 1HO3EMHOI MOB 3 METOIO
3abe3neueHHs e(heKTUBHOCTI nmpodeciitHol KoMyHIKaIlii.

3H 2. OpranizoByBaTH BJIaCHY Hpo(deciiiHy IisIbHICTh, 00OHMpaTH
ONTUMAJIbHI ~ METOAM Ta  CIOCOOM  pO3B’SI3yBaHHS  CKJIAJHHUX
CIIelialli30BaHUX 3a7a4 Ta NPaKTUYHUX mpodiieM y mnpodeciitHii
TSUTBHOCTI, OLIHIOBATH iXHIO €()eKTUBHICTb.

3H 3. BukopucToByBaTH pe3yabTaTH CAaMOCTIHHOTO MOIIYKY, aHATI3y Ta
cuHTe3y iHdopMalii 3 pi3HUX JpKepen Ui €PEKTUBHOTO pIlICHHS
CrieniaiizoBaHuX 3a/1a4 mpodeciitHol AisUTbHOCTI.

3H 4. AmnanizyBatu, apryMeHTyBaTH, MpUAMATH pIlICHHS pU
PO3B’sI3aHHI CKJIQAHUX CHEIiai30BaHUX 3a]a4 Ta MPaKTUYHUX TpobdiieM
y npodeciifHiii IisIbHOCTI, SKi XapaKTepU3YIOThCd KOMILJICKCHICTIO Ta
HEMOBHOIO BU3HAYEHICTIO YMOB, BIANOBIIaTH 32 MPUMHATI PIILICHHS.

3H 5. ApgantyBatucsi B yMOBaxX 4acToi 3MiHM TeXHOJOTiH mpodeciiiHoi
JiSTBHOCTI, MPOTHO3YBAaTH KiHIIEBUH pe3yNbTar.

3H 6. KpuTu4HOo OCMHCIIOBATH OCHOBHI TeOpii, MPUHIUIHN, METOAX i
MOHSTTA Y HaBUaHH1 Ta NMPoQeciiHiil MisIbHOCTI.

3H 7. JliaTh Ha OCHOBI 3aKOHOJABYOi Ta HOPMATHBHO-IIPABOBOI 0a3u
YkpaiHu Ta BHUMOI BIANOBIJHUX CTaHAApTIB, Yy TOMY YHCHI
MDKHApOAHMX B ranysi iHpopmariiiHoi Ta/abo kidbepOe3nex.

3H 8. ToryBaru mpomo3uuii [0 HOPMATHUBHHX akKTiB IIOJO
3abe3neueHHs iHPpopMaIliitHoi Ta/abo kibepoe3nexu.

3H 9. BnpoBamxyBaT Impouecu, 1o 0a3yloThCsl Ha HalllOHAJIBHUX Ta
MDKHApOJAHHMX CTAaHJAapTax, iAeHTUdIKalii, aHami3y Ta pearyBaHHS Ha
IHIUAeHTH iH(OopMalliiiHOT Ta/abo KibepOe3neKy.

3H 10. BuxopucTtoByBaTH Cy4acHe NMpOrpaMHO-anapTHE 3a0e3redeHHs
3aco0amMM Ta JaBaTU OLIHKY pEe3YyJbTaTUBHOCTI SKOCTI HPUHHATHX
pIlIEHb.

3H 11. PeanizoByBaTM KOMILJIEKCHI CHCTEMM 3aXUCTy iH¢popmarii B
aBromatu3oBaHux cucremax (AC) opranizamii  (miIOIpUEMCTBA)
BIJITIOBIJTHO 10 BUMOT HOPMAaTHUBHO-TIPABOBUX JJOKYMEHTIB.

3H 12. VYcBigommoBaTd MIHHOCTI T'POMAJSHCHKOTO  (BLIBHOTO
JIEMOKPATUYHOI'0) CYCHIJIbCTBA Ta HEOOXINHICTH HOro CTajoro
PO3BHUTKY, BEpXOBEHCTBA TIpaBa, TMpaBa 1 CBOOOJ JIOAUHU 1
rpoMajisiHUHA B YKpaiHi.

3H 13. 3HaHHS CydacHUX JOCATHCHb IHHOBAIIMHUX TEXHOJIOTIH B
ranysi iHpopMaIitHIX TEXHOJIOT1H, KibepOe3neKku Ta ynpaBIiHHS;

3H 14. 3HaHHs 1 po3yMiHHS HAyKOBHUX MPUHIIUIIB, 1110 JI€KaTh B OCHOBI
KibepOe3nexu Ta iHpopMaLifHIX TEXHOJIOT1H;

3H 15. BonoaiHHs MeToAaMM 3arajlbHOHayKOBOTO aHalizy y cdepi
iHpOpMaLiIHHUX TEXHOJIOT1H Ta iHpopMaLiiftHOi Oe3meKH;

3H 16. 3HaHHS TPaBOBUX OCHOB JOCTIIHHUIIBKMX POOIT i 3aKOHOIABCTBA
VYkpainu B ramy3i iHopMmariiiHoi 6e3nexu;

3H 17. 3gaTHiCTh BUKOPHCTOBYBATH YMIHHS 32 €KCIIEPUMEHTAIBHUMU
pO3paxyHKaMH XapaKTEepUCTHK 1 BHOOPOM €JIEMEHTIB KOHKpPETHOI
AaBTOMATHU30BAaHOI CUCTEMH 3 ypaxyBaHHSM 3a0e3neueHHs] HeoOX1IHOTO
piBHS 3aXUCTy iH(OpMaLii B opraHizamii (Ha MiJIpUeEMCTBI);

3H 18. 3paTHicTh TPOJEMOHCTPYBATH 3HAHHS Cy4aCHOTO CTaHy CIpaB
Ta HOBITHIX TEXHOJIOTiH B Trany3l IH(QOpMAIIMHUX TEXHOJOTIH Ta
iHpopManiiiHoi 6e3nexy;

3H 19. 3gagHs MareMaTU4HUX MOJEJIEH 3aBHaHb 3a0e3leueHHsS
iH(hopMaIiiiHO1 6e3MmeKu Ta 3axXucTy iHhopmaiii.
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3H 20. 3HaHHA OCHOBHHUX MiAXOJMIB JO OpraHizamii THIIOBUX
KOMIUIEKCIB Ta 3aco0iB 3axucty iHdopmarii B iHGOpMaiHHUX 1
KOMYHIKal[iiHUX CHCTEMaXx.

3H 21. 3HaHHS HOBUX BITUM3HSHHUX Ta MDKHApPOJIHUX CTAaHIAPTIB
iH(popMariiiHo1 Oe3neKu.

3H 22. 3naHHs OCHOBHHMX MOJIEJICH ypa3auBOCTEH, 3arpo3 Ta aTak i
OOTpYHTYBaHHsI BapiaHTIB MOOYJOBM aBTOMATH30BAHOI CHUCTEMH
MOHITOpPHHTY iH(opMmariiHoi Oe3neku s iHGoOpMamidHUX 1
KOMYHIKaI[ifHUX CHCTEM Ta ii OCHOBHHUX CKJIa/IOBHUX.

3H 23. 3HaHHS TEXHOJIOTIH CTBOPEHHS CHCTEM 3aXHCTY KOMIT IOTEPHUX
CUCTEM Ta MEPEX JUIsl PO3POOKH Ta BU3SHAUCHHS 3arajbHUX MPHUHIIUITIB
MOOYIOBU CHCTEM 3aXKCTY, 3aB/IaHb Ta BUXIJHUX JaHUX, K1 HEOOX1THO
BpPaxOBYBATH IPHU MPOEKTYBAHHI CHCTEM 3aXUCTY.

3H 24. 3nHaHHS METOOWK aHali3y, CHHTE3y, ONTHMI3amii Ta
MIPOTHO3YBAaHHS SIKOCTI TpOLECiB (YHKIIOHYBAaHHS 1H(QOpMALIHHIX
MpOIECiB  Ta  TEXHOJOTIH B  PO3MOJAUICHUX  iH(POpMAIIiHO-
KOMYHIKaI[iiHIX CHCTEMaXx.

3H 25. 3manHs MaTeMaTHYHUX METOAIB onTUMisamii 3 METOI0
OJIEp)KaHHA HANKpalIMX XapaKTepHCTUK (YHKIIOHYBaHHS 3aco0iB Ta
CUCTEM.

Jlna onoky 0100 “Kivepoe3nexa komn’romepuux cucmem ma mepesxyc”
3H 1.1. BuxonyBatu aHami3 Ta JEKOMIIO3UIIO iH(pOpMaiiHO-
TEJIEKOMYHIKaLlIHHUX CUCTEM.

3H 1.2. BukonyBaTtu aHaii3 3B’sI3KiB MiXK iH(OpMAIITHUMHU TTpOIiecaMu
Ha BIJAJICHUX OOYMCITIOBATIBHUX CHCTEMAX.

3H 1.3. 3abe3neuyBatu MpoLecH 3aXxUCTy Ta (YHKIIOHYBAaHHS
1H(OpMaLIHO-TEIEKOMYHIKAI[ITHUX (aBTOMaTHU30BaHUX) CHCTEM Ha
OCHOBI MPAaKTUK, HABUYOK Ta 3HaHb, I0JI0 CTPYKTYPHHUX (CTPYKTYpPHO-
JIOTIYHMX) CXEM, TOMOJIOTIT MEpEeXi, Cy4aCHUX apXITEKTyp Ta Mojenei
3aXMCTy €JIEKTPOHHUX 1H(QOpMaLIfHUX pecypciB 3 BiIOOpaKEHHAM
B3a€MO3B’A3KIB Ta 1H()OpPMAaLIHUX MOTOKIB, IPOLIECIB JUIsl BHYTPIIIHIX 1
BiJIaJICHUX KOMIIOHET.

3H 1.4. 3actocoByBaTu Teopii Ta METOAM 3aXUCTy ISl 3a0€3MEUYCHHS
Oe3neku iHpopMarii B iHpopMaliifHO-TeTEeKOMYHIKaLlIHHUX CUCTEMAaX.
3H 1.5. 3abe3neuyBatu (hyHKLIOHYBaHHS CIIELIaIbHOTO MPOTrPAMHOIO
3a0e3neueHHsl, 010 3aXUCTY iH(opMaIliil BiJl pyHHYIOUHX [TPOrpaMHHUX
BIUIMBIB, PYHHYIOUHMX KOIIB B 1H(pOpMaliiHO-TEIEKOMYHIKAIIIHIX
cucTemMax.

3H 1.6. BupimryBatu 3amadi 3axucty iHpopmarrii, mo oOpoOIseTses B
iHpOpMaLiHHO-TEIEKOMYHIKAllIHHUX ~ CUCTEeMax 3 BUKOPUCTAHHSIM
CyJacHHX METO/IIB Ta 3ac001B KpUNTOTrpaiqHOro 3axXUCTy 1HPOpMaIlii.
3H 1.7. BuxopucToByBaTH BIPOB/KCHHS Ta MIATPUMKY CHCTEM
BUSIBJICHHS  BTOPTHEHb  Ta  BHKOPHCTOBYBAaTH  KOMIIOHEHTH
KpunTorpadiuHoro 3axucTy Uisi 3a0e3nedeHHs HEeoOXiTHOro piBHS
3axuiieHocTi  iHGopmauii B iH(OpMaLIHHO-TETEKOMYHIKAIIITHIX
cucTemMax.

3H 1.8. 3a0e3neuyBath HalexHe (QYHKI[IOHYBaHHS  CHCTEM
MOHITOPUHTY 1H(pOpPMaLIHHUX pecypciB 1 MpoleciB B iHGpoOpmMaliifHo-
TEJIEKOMYHIKAI[IHHUX CHCTeMaX.

3H 1.9. 3a0e3neuyBat (yHKLIIOHYBAaHHS MPOTPAMHUX Ta MPOTPAMHO-
arapaTHUX KOMIUICKCIB BUSIBJICHHS BTOPTHEHBb PI3HUX PIBHIB Ta KJIACiB
(cTaTUCTUYHUX, CUTHATYPHUX, CTATUCTUYHO-CUTHATYPHHUX ).

3H 1.10. [IlinTpumyBaTH mpame3fgaTHICT, Ta  3a0e3nevyBaTH

11




KOH(QIrypyBaHHSI CHCTEM BHUSBICHHA BTOPTHEHb B iH(opMaliiHO-
TEIEKOMYHIKAI[IHHUX CHCTeMaX.

3H 1.11. BukopucTroBYBaTH I1HCTpYMEHTapiii Jjs MOHITOPHHTY
mporieciB B iHGpOpMaIifHO-TEICKOMYHIKAIlIHHUX CUCTEMAaX.

Jna 0200 “Cucmemu  mexuiunozo 3axucmy  iHpopmauii,
asmomamuszayisa it 00pooKu”

3H 2.1. Po3po06:saTi Moeni 3arpo3 Ta MopyImHuKa.

3H 2.2. BukopucroByBaTH MNpOrpaMHi Ta MpOrpamMHO-araparHi
KOMILJIEKCH 3aXHUCTy 1HPOpMaIiHHUX PECYPCIB.

3H 2.3. BupimryBatu 3aaa4i 3a0€3Me4eHHs Ta CypoBOaY (B T.4.: OTJISL,
TECTYBaHHS, IIJI3BITHICT) CHCTEMH YIPaBIIHHA JOCTYIIOM 3T1IHO
BCTaHOBJICHOI MOJITUKM Oe3neku B iHPOpMaLiiHUX Ta iHpopMamiiHo-
TEJIEKOMYHIKaIIHHUX (aBTOMAaTU30BaHUX ) CUCTEMaX.

3H 2.4. BupimyBatu 3amavi ynpasJiHHS HpoueaypaMu ineHTudikarii,
aBTeHTH(iKalii, aBTopu3alii MHpoleciB 1  KOPUCTYBayiB B
1H()OPMAIIITHO-TEICKOMYHIKAI[IHHIX CHUCTEMaX 3TiJHO BCTAHOBJICHOI
MOITHKY 1H(OpMaIiiiHoi i/ab0 KibepOe3neKkH.

3H 25. PeamizoByBatm 3axoaum 3  MPOTHAII  OTPUMAaHHIO
HECaHKI[I0HOBAHOT'O JOCTYILY 0 iHGOpMaIiiHUX pecypciB 1 MPOIECiB B
iH(pOopMaiifHuX Ta iH(pOpMaIiifHO-TeIeKOMYyHIKaIlIHHUX
(aBTOMaTH30BaHUX ) CUCTEMAX.

3H 2.6. BupimyBatu 3amadi 3a0e3me4eHHs Ta CylpoOBOIY KOMITJICKCHUX
CUCTEM 3axHucTy iH(popMallii, a TAKOXK MPOTUIATH HECAHKIIOHOBAHOMY
JOCTYIy 10 iH(OpMAaIifHUX pecypciB 1 mporeciB B iHGOpMaIiifiHUX Ta
iH(pOpMaIiifHO-TEIEKOMYHIKAIHHINX ~ (aBTOMAaTU30BaHUX) CHCTEMax
3TiIHO BCTAHOBJICHOI MOJITUKU 1H(pOpMaliiHoi 1/a00 KibepOe3neKH.

3H 2.7. BusiBnsaTu HeOe3MeuH1 CUTHAIIM TEXHIYHUX 3aC001B.

3H 2.8. BuwmiproBatu napameTpu HeOE€3MEUYHUX Ta 3aBaJOCTIHKUX
CUTHAIIB MiJ Yac I1HCTPYMEHTAJIbHOTO KOHTPOJIIO TPOLECIB 3aXHUCTY
iHpopMmalii Ta BH3HauaTH €(EKTUBHICTh 3axHCTy iHQoOpMaLii Bix
BUTOKY TEXHIYHUMH KaHaJlaM{ BIJMOBITHO 1O BHUMOTI HOPMATHBHUX
JIOKYMEHTIB CUCTEMH TEXHIYHOT'0 3aXUCTy iH(opMarii.

3H 2.9. IurepmperyBatu pe3yJbTaTH TPOBEICHHS CHEIIaTbHUX
BUMIPIOBaHb 3 BHUKOPUCTaHHSIM TEXHIYHMX 3ac00iB, KOHTPOJIIO
XapaKTEPUCTUK 1H(hopMaLIHHO-TeNeKOMYyHIKaIIITHIX CUCTEM
BIJITIOBIJTHO JI0 BUMOT HOPMATUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOT'O
3axUCTy iH(pOopMaIlii.

3H 2.10. YMiHHS 3aCTOCOBYBAaTH 3HAHHS TEXHIUHUX XapaKTEPHCTUK,
KOHCTPYKUIHHUX OCOOJIMBOCTEN, MpU3HAUEHHS 1 MPaBUJI €KCIUTyaTarlil
yCTaTKyBaHHA Ta OOJagHAHHA [UId BHpIIIEHHS TEXHIYHUX 3a]ad
CHEIialbHOCTI.

3H 2.11. BomoniHHs mNpaBOBUMHU Ta HayKOBO-OpraHizalitHUMu
OCHOBaMHU TIPOBEJICHHS JIIIEH3YBaHHS, arecramii Ta ceprtudikarii
00'eKTIB 3aXUCTY 1HPOPMALLIi;

Jlna onoky 0300 “Ynpaeninua inghopmauiiinoro é6eznexorn”

3H 3.1. AnamizdyBatu mnpoekTd iH(OpMaLIHHO-TETEKOMYHIKAIIIHIX
cucteM 0a3ylOUUCh Ha CTaHJAPTHU30BAHUX TEXHOJOTIAX Ta MPOTOKOIAX
nepeaadi JaHuX.

3H 3.2. BupimyBatu 3aaa4i ynpaBiiHHA JOCTYIOM A0 iH(POpMAaLIHHIX
pecypciB  Ta mporeciB B iHMopmaIriiHuXx Ta  iHGOpMaIliHO-
TEJICKOMYHIKaIlIHUX (aBTOMAaTU30BaHUX) CUCTEMaX Ha OCHOBI MoJesel
YOpaBIiHHS JOCTYNOM (MaHIATHHUX, JUCKPEIIHHUX, POJHOBHX).
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3H 3.3. 3a0e3neuyBaTu BBeIEHHS MiA3BITHOCTI 1 CUCTEMH YIPaBIiHHS
JIOCTYTIOM JI0 €JICKTPOHHHX 1H(OPMAIIIHHUX PEecypciB 1 TPOIECIB B
iHpOopMaLiiHuX Ta iH(pOpMaIiifHO-TeIeKOMYyHIKalIHHUX
(aBTOMAaTH30BaHUX) CHCTEMaX 3 BHKOPHCTAHHSIM KypHAIIB peecTparii
MOJIiM, X aHaTi3y Ta BCTAHOBIICHUX MPOLIEIYDP 3aXHCTY.

3H 3.4. [IpoBoauTtu aTecTarlii (CUparoynuch Ha OOJIK Ta OOCTEKEHHS)
PEKUMHHX TEPUTOPIN (30H), MPUMILIEHb, TOLIO B YMOBAX JOJICPKAHHSI
PEXKUMY CEKpPETHOCTI 13 (iKCyBaHHSAM pe3yJbTaTiB Yy BIAMOBIIHHUX
JOKYMEHTaX.

3H 3.5. 3a0e3nedyBaTtd HEMEPEPBHICTH IPOIECY BEACHHS >KYpPHATIB
peectparii Tonmid Ta IHOUACHTIB HAa OCHOBI aBTOMATH30BaHHX
poueayp.

3H 3.6. BopoBaxyBaTi MpolecH BUSBJICHHS, ineHTU(IKaLii, aHami3y
Ta pearyBaHHs Ha IHIUACHTH 1HpOpMaIliiftHoi 1/abo kibepOe3nexu.

3H 3.7. 3acrocoByBaTH HaIliOHAIBHI Ta MIKHAPOHI PETYIIOIOYi aKTH Yy
chepi  iHpopMmamiiiHOi  Oe3nmekm  Ta/abo  KiOepOe3meku s
PO3CITiTyBaHHSI 1HIIH/ICHTIB.

3H 3.8. BupimyBatu 3amaui 3a0e3nedeHHs Oe3nepepBHOCTI Oi3Hec-
IpoIeciB  OpraHi3amii Ha OCHOBI Teopii PHU3UKIB Ta BCTAHOBIEHOI
CUCTEeMH  yIpaBmiHHS  iHGoOpMaliiHO  0e3MmeKoro, 3rigHO 3
BITYM3HSIHUMH Ta MDKHAPOJAHUMHU BUMOTAMH Ta CTaHIAPTaMH.

3H 3.9. 3acTrocoByBaTu pi3HiI Kjiacu MONITUK iH(oOpMaliitHOi 6e3nexu
ta/abo kibepOesmeku, 1m0 0a3ylOTbCs HA PUHUK-OPIEHTOBAHOMY
KOHTPOJII JOCTYMy A0 iH(QOpMaliiHUX aKTHBIB.

3H 3.10. 3pidicHIOBaTH aHaji3 Ta MiHIMI3alil0 PU3KKIB 0O0pOOKH
iH(popMarii B iH(OpMaIiifHO-TEIEKOMYHIKAlIHHUX CHCTEMAaX.

3H 3.11. 3paTHiCTh NPOJEMOHCTPYBAaTH 3HAHHA Ta PO3YMIHHS
METOJIOJIOTI TPOEKTYBaHHs, BIJNOBIIHUX HOPMAaTHUBHUX JOKYMEHTIB,
YUHHUX CTaHJAPTIB 1 TEXHIYHUX YMOB;

Jlna onoky 0400 “Aominicmpysanna cucmem Kivepoeznexku”

3H 4.1. BupimyBatu 3aBAaHHs 3aXMCTy Mporpam Ta iHopmarii, 1o
o0pobnsieTbes B iH(QOpMALIHO-TENEKOMYHIKAIIHUX ~ cHcTeMax
IIpOrpaMHO-anapaTHUMHU 3ac00aMH Ta J1aBaTU OL[IHKY pe3ylIbTaTUBHOCTI
SKOCT1 IPUMHATUX PILLICHb.

3H 4.2. BmpoBamkyBatu 3axoau Ta 3a0e3mneuyBaTH peasizalliio
IPOIIECIB MOMEPEHKEHHSI OTPUMAHHIO HECAHKIIIOHOBAHOTO JOCTYMY 1
3axXUCTy B 1HGoOpMalidiHUX Ta 1H(OPMaLIHHO-TEIEKOMYHIKAIIIHIX
(aBTOMaTH30BaHWX) CHCTEM Ha OCHOBI €TaJOHHOI MOECNI B3aeMOJii
BIJIKPUTHX CHUCTEM.

3H 4.3. BupimryBatu 3afaui 3aXUCTy MOTOKIB JJaHUX B 1H(QOpMAaLIHHIX
Ta 1H(pOopMaLIHHO-TEJIEKOMYHIKAIIHHUX (aBTOMaTU30BaHUX ) CUCTEMAX
3H 4.4. AnanizyBatu Ta NPOBOJUTH OLIHKY €(EKTUBHOCTI Ta PiBHSA
3aXUINEHOCTI PEecypciB  pI3HMX KiIaciB B  1HGOpMaIiiHUX Ta
iH(pOpMaIIHHO-TEJIEKOMYHIKAIIIMHUX (aBTOMAaTU30BaHUX) CHUCTEMaxX B
XO/J1 TPOBEIEHHS BUMPOOYBaHb 3TIIHO BCTAHOBIECHOI TMOJITHKA
iHpopmaniiiHoi Ta/abo kibepOe3neKu.

3H 4.5, 3pailicHIOBaTH  OIIHIOBAaHHS  MOXJIMBOCTI  peajizariii
NOTEHIIMHUX 3arpo3 iHdopMarlii, 1mo odpobiseTses B iHPOpMaliiHo-
TEJIEKOMYHIKAIIHHUX CcHCTeMaX Ta e(EeKTUBHOCTI BHUKOPHUCTAHHS
KOMIUIEKCHUX 3ac0o0iB 3aXUCTy B yMOBax peaiizamii 3arpo3 pi3HUX
KJIaCIB.

3H 4.6. 3aiiicHIOBaTH OLIHIOBAHHS MOXJIHMBOCTI HECAHKI[IOHOBAHOI'O
JIOCTYITY 10 €JI€MEHTIB 1HPOPMaIIfHO-TEJICKOMYHIKAIIITHUX CHCTEM.
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3H 4.7. 3acTtocoByBaTu Teopii Ta METOAM 3aXUCTY JUIs 3a0e3MedeHHs
Oe3IeKH eJIEMEHTIB 1H(OpMaIliTHO-TEIEKOMYHIKAI[IHHUX CUCTEM.

3H 4.8. BupimryBaTu 3ajaui ymHpaBIiHHA TNPOLIECAMH BiIHOBJICHHS
mTaTHOr0  (YHKIIIOHYBaHHS  1H(OpMAaIIHHO-TEICKOMYHIKAIlIHHIX
CHUCTEM 3 BHKOPHCTAHHSIM TMpOLENyp pE3epPBYBAHHIM  3TiAHO
BCTaHOBJICHOT MOJITUKHU O€3MEKH.

3H 4.9. BupimyBaru 3amaui 3a0esnedeHHs Oe3nepepBHOCTI Oi3Hec
MIPOIIECiB OpraHi3arlii Ha OCHOBI TeOpii pU3HUKIB.

3H 4.10. IIpuiimMaTi y4yacTb y po3poOli Ta BIOPOBAKEHHI CTpaTerii
iHopmMmariifHoi Oe3neku Ta/abo kibepOe3neKku BiAMOBIMHO 0 IUIEH 1
3aBJIaHb OpraHi3ariii.

3H 4.11. BupimyBaTu 3a7a4i aHaji3y MpoOrpaMHOT0 KOJIy Ha HasBHICTh
MOYKJIMBHX 3arpo3.

KomyHikauia (KOM)

1. yMiHHS CHIJIKYBaTHCh, BKIIFOYAIOYM YCHY Ta MHCbMOBY KOMYHIKAIIiIO
YKpaiHCPKOI0O MOBOIO Ta OJHIE€I0 3 IHO3EMHHX MOB (QHTJIHCHKOIO,
HIMEIBKOIO0, ()PaHILY3bKOI0, ICIAHCHKOIO);

2. 3JaTHICTh BUKOPUCTAHHS PI3HOMaHITHHX
iHpopMaliMHUX TEXHOJOTIH, i1 e()EKTUBHO
npodeciiHOMY Ta COIiaTbHOMY PiBHSX.

METOJIIB, 30Kpema
CHUIKYBaHHS Ha

ABTOHOMIA i
BianoBiganbHicTb (AiB)

1. 37aTHICTH aAANTYyBAaTUCh 10 HOBUX CHUTYAIlill Ta MpUIIMATH PIllICHHS;
2. 3IaTHICTH YCBIIOMIIFOBATH HEOOXITHICTh HABYAHHS BIIPOJIOBXK YCHOTO
JKUTTS 3 METOI0 MOTTIMONIeHHST HAOyTHX Ta 3J00yTTs HOBHX (PaxoBUX
3HAaHb,

3. 3[0aTHICTH BIJIMOBIAATBLHO CTAaBUTHCH O BUKOHYBAaHOI poOOTH Ta
JOCSTaTH TIOCTABJICHOI METH 3 JOTPUMAaHHSAM BHUMOT MpodeciitHOl
ETHKH,

4. 37aTHICTh JE€MOHCTPYBAaTH PO3YMIHHS OCHOBHHMX 3acaJl OXOPOHHU
mpaili Ta 6e3neKu KUTTEAISUIBHOCTI Ta iX 3aCTOCYBaHHS.

8 — PecypcHe 3abe3neyeHHA peanisadii nporpamu

CneumndiyHi [Tonang 80% HayKOBO-MIEAArOTIYHUX TMPAILIBHUKIB, 3aTIIHUX JO
XapaKTepUCTUKN BUKIJIaJJaHHS Mpo(deciiiHO-OpIEHTOBAaHUX MUCIMILUIIH 31 CIeliaJbHOCTI
KaJpoBOro 125 «KibepbOe3neka» MaroTh HAyKOBI CTYINEHI Ta BYEHI 3BaHHSA, 3
336e3neyeHHs NPaKTUYHUM J0CBiIOM poboTu > 15%.
CneumdivHi BukopucranHs cydacHOro o0JaJiHaHHS MPOBIJHUX KOMIaHIH y ramysi
XapaKTepUCTUKK iH(pOpMaLIHUX TEXHOJOrlM Ta 1H(OpMaliiiHOT Oe3neKu, 30Kpema
maTepianbHo-TexHiuHoro | Xilin, Altera, a Tako cTaHIapTH30BaHMX BITYU3HAHMX aNapaTHO-
3abe3neyeHHs IIPOrpaMHUX 3aC001B 3aXUCTY 1HPOpMaIIli, LEHTp cepTUudIKalii KIoUiB,
BUPOOHUIITBA «[HCTUTYTY iHpOpMaLIHHUX TEXHOJIOTIi» (M.XapKiB).
CneumndiyHi Bukopucranus BIpTYaJIbHOTO HaBYAJIbHOTO cepesoBuIIa
XapaKTepUCTUKN HarionansHoro yHiBepcuTeTY «JIbBIBChKa MOMITEXHIKa» Ta aBTOPCHKUX
iHpopMaLjiiHo- POo3p000K MPodhecopChKO-BUKIIAIAIBKOTO CKIATY.
MEeTOANYHOTO
3abe3neyeHHs
9 — AkagemiyHa mobinbHictb
HaujoHanbHa KpeauTHa Ha  ocHOBI  JBOCTOpOHHIX  JOTOBOpiB  MiDK  HarioHanmsHUM
MOoBinbHICTb yHiBepcuTeTOM  «JIbBiBChKa  TIOJITEXHIKA»  Ta TeXHIYHUMU
YHIBEpCUTETaMH Y KpaiHH.
Mi>HapogHa KpeguTHa Ha  ocHoBi  nmBOcTOpOHHIX  jgoroBopiB Mk  HarioHaasHUM

MOBi/IbHICTb

yHiBepcUTEeTOM «JIbBIBChKa MONIITEXHIKa» Ta HABYAIBHUMH 3aKJIaaMU
KpaiH-TIapTHEPiB

HaBYaHHA iHO3EMHMX
3006YyBayiB BULLOI OCBITU

MoxuBe, miciast BUBYCHHS KypCy YKPaiHChKOT MOBHU
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2. Po3noaia 3micty

OCBITHBO-TIPO(eciiiHol mporpamu
3a rpynaMy KOMIIOHEHTIB Ta HMKJIAMHU MiATOTOBKH

OOcsr HaBYaTbHOTO HABAHTAXEHHS 3/100yBavya BUIIOI OCBITH
(xpenuTiB / %)
No OO00B’s13K0BI1 Bubipkosi
0 /;1 [{uK1 migroToBKU KOMIOHCHTH KOMIOHCHTH Bcworo ‘
OCBITHBO- OCBITHBO- 3a BECh TEPMiH
npodeciiHoi npodeciitnoi HaBYaHHS
porpamu Iporpamu
1 2 3 4 5
1] i sarazsrof 69/28,8 12/5 81/33,8
HiITOTOBKU
2. | Tk npogeciiinoi 104/43,3 55/22,9 159/66,2
iATOTOBKH
Beeoro 3a Beck Tepmin 173/72,1 67/27,9 240/100
HaBYaHHS

3. IlepeJik KOMIIOHEHT OCBITHLO-TIpPodeciiiHOl MporpamMu

Kon v/n KommoHeHTH 0cBITHROI IpOrpaMu KinbkicTb dopma
(HaBYAJIbHI TUCIUILTIHYU, KypCOBI IPOEKTH (pOOOTH), KpPEIUTIB MiJICYMK.
MPaKTHUKH, KBamidikariitna poboTa) KOHTPOJIO
1 2 3 4
O00B’s13K0Bi KOMIIOHEHTH CIIeliaJIbHOCTI
1. Iukn 3azanvnoi niocomoexu
CK1.1. | Buma matematuka 4.1 8 eK3aMeH
CK1.2. | Ino3emHa MoBa 3a npodeciiHuM CIpsIMyBaHHIM 4.1 3 . 3arik
CK1.3. | OcHoBu iHpOpMaIiitHOi Ta KIOEPHETUYHOI Oe3neKn 4 . 3aiK
CK1.4. | Texnomorii mporpamyBaHHs 4.1 8 €K3aMeH
CK1.5. | Ykpaincbka MoBa 3a NpodeCciiiHUM CIpsIMyBaHHSIM 3 €K3aMeH
CK1.6. | ®i3uka u.l 4 €K3aMEeH
CK1.7. | Buma matematuka 4.2 8 eK3aMeH
CK1.8. | Ino3emHa MoBa 3a npodeciiHuM CIIpSIMYBaHHIM 4.2 3 . 3aik
CK1.9. | IcTtopis nep’aBHOCTI Ta KyJAbTYpU YKpaiHU 3 €K3aMEH
CK1.10. | Texnomorii mporpamMmyBaHHs 4.2 7 €K3aMeH
CKl1.11. | ®izuka 4.2 4 €K3aMEH
CK1.12. | InozemHa moBa 3a npoeciiHuM CpsiIMyBaHHIM 4.3 3 €K3aMEH
CK1.13. | CxemoTexHika 8 eK3aMeH
CK1.14. | ®inocodis 3 €K3aMeH
Beboro 3a nuki: 69
2. Iukn npogpeciiinoi niocomoexu
CK2.1. | Onepartiiini cucreMu 5 €K3aMeH
CK2.2. | Komm’toTepHi Mepexi 5 €K3aMeH
CK2.3. | Teopis indopmariii Ta KOTyBaHHS 5 eK3aMeH
CK2.4. | ba3u nanux ta 3HaHb 6 €K3aMeH
CK2.5. | luckpeTHa MaTeMaTHKa 3 €K3aMEH
CK2.6. | HopmaTtuBHO-ipaBOBE 3a0€3MeUeHHs Ta MI>KHAPOIHI 4 eK3aMeH
CTaHJApTH KibepoOesneku
CK2.7. | ApxiTekTypa KOMIT FOTEPHUX CHCTEM 5 €K3aMeH
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CK2.8. | MeTtoau Ta 3aco0M TEXHIYHOTO 3aXUCTY iH(popmarii 4.1 4 €K3aMEH
CK2.9. | OcHoBu oxopon#M mpaitii Ta Oe31eKa >KUTTETISITBHOCTI 3 mud. 3aimiK
CK2.10. | [IporpamyBaHHsI CKpUIITOBUMH MOBaMu 6 €K3aMeH
CK2.11. | WEB-nporpamyBanss 3 eK3aMeH
CK2.12. | be3neka iHGpacTpyKTypH KOMIT IOTEPHUX MEPEK 4 eK3aMeH
CK2.13. | Kpunrorpadivai cuctemMu Ta mpOTOKOJIH 5 eK3aMeH
CK2.14. | be3neka nporpamHoro 3abe3neueHHs 3 €K3aMEeH
CK2.15. | Texnomorii po3ciiyBaHHs 1HIIUEHTIB 1HPOPMAIIIHOT 5 eK3aMeH
Oe3nexku
CK2.16. | KomrmiekcHi cuctemu 3axucty iHbopmarii 4 eK3aMeH
CK2.17. | MenemxmenT iHdopmariiiiHoi 6e3mexku 4 eK3aMeH
CK2.18. | ba3u nanux ta 3HaHp KP 2 . 3aik
CK2.19. | ApxiTekTypa koM 1oTepHux cucteM KP 2 mud. 3aiik
CK2.20. | besneka inbpacTpykTypH KoM toTepHuX Mepex KP 2 . 3alTik
CK2.21. | Komn’rorepai mepexi KIT 3 . 3aiik
CK2.22. | Kpunrorpadiuni cuctemu ta nporokonu KII 3 . 3almik
CK2.23. | KommuiekcHi cucremu 3axucty indopmartii KIT 3 . 3aiik
CK2.24. | IIpakTuka 3a TemMoro OakanaBpchbkoi KBami(ikamiiHol 3 mud. 3aiik
pobotu
CK2.25. | BukonanHs 6akanaBpchkoi kBaumiikariitHoi poootn 9
CK2.26. | 3axuct 6akanaBpchKkoi KBamidikaiiitHoi po6oTu 3
Bcvozo 3a yukn: 104
Bcbozo 3a cninvni komnonenmu: 173

Bu0ipkoBi KOMIIOHEHTH OCBITHBO-TIpPO(eciiiHOI mporpamu

BubipkoBi 0,10kM KOMIIOHEHTIB

3. Hukn 3azanvhoi niocomoexku

Bcwvozo:

4. Iuxkn npocpeciiinoi niozomoexu

Bubipkoei komnonenmu 610Ky 0100: Kivepoezneka Komn’romepHux cucmem ma mepexc

Bb1.1. | Komangna po6ota 3 aud. 3aiik
Bb1.2. | [IporpamyBaHHs 4MCEIbHUX METO/IIB 4 €K3aMEH
Bb1.3. | Cucremu OaHKIBCHKOT Oe3mekn 3 eK3aMeH
Bb1.4. | AaropuTmiuHi OCHOBH KPHUIITOJIOTIT S €K3aMEH
BB1.5. | CnenianizoBani MeToiv OOYHMCIIEHD AJIs .

. oy o 5 mud. 3aiik

1H(pOpMaIiifHO-KOMYHIKallIHHUX CUCTEM
Bb1.6. | IndopmaniiiHo-KOMyHIKaLliiHI CUCTEMH o) €K3aMEH
Bb1.7. | Metposnoris Ta BUMipioBaJlbHa TEXHIKA 3 . 3a1iK
Bb1.8. | OcHOBM iHTEpHETY peuell Ta aHAIITUKA BEIMKUX JAHUX 3 . 3aik
Bb1.9. | Aynut Ge3neku cMapT-KOHTPAKTIB 4 . 3aik
Bb1.10. | Ipuknanna kpunrorpadis 4 €K3aMEH
Bb1.11. | ludposa 06podka curHaiis Ta 300pa’keHb 4 €K3aMEH
Bb1.12. | Metoau Ta 3aco0M KpunToaHaizy 4 €K3aMEH
Bb1.13. | [IporpamyBanus uncenbHuX MeTo1iB (KP) 2 . 3a1iK
Bb1.14. | Indopmaniiino-komyHikauiiHi cucremu (KP) 2 . 3aik
Bb1.15. | Ilpuknagna kpunrorpadis (KP) 2 . 3aik
Bb1.16. | [ludpoa 06pobka curnamis Ta 300paxkeHs (KP) 2 mud. 3aImiKk
Bcvozo 3a uyukn 95
Bcvozo ona 610Ky 55
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Buéipkoei komnonenmu 010Ky 0200: Cucmemu mexniuno2o 3axucmy ingpopmauit,

asmomamu3zauia it 00pooKu

BB2.1. | Metpouorisi Ta BUMiprOBJIabHa TEXHIKa 3 . 3aik
BB2.2. | CxemoTexHika TPUCTPOIB  TEXHIYHOTO  3aXHCTY
. 6 €K3aMeH
iH(opmartii
Bb2.3. |Iloms 1 XBWIi B CHCTEMax TEXHIYHOTO 3aXHCTY
. 5 €K3aMEeH
iH(opmartii
Bb2.4. | Texniuni 3aco0M OXOpPOHH OO’€KTIB Ta YIPaBIIHHA S) 1. saix
TeXHIYHUMU 3aco0amu iH}opmartii -
BB2.5. | 3acobu nepenaBanHs, mpuitManHs Ta 00pOOKH
. S) €K3aMEH
iHdopmarii B cucremax T3I
Bb2.6. | Metoau Ta 3acobu 3axucty iHopmariii, 4. 2 3 €K3aMeH
BB2.7. | Hudposa 06podka curHaiis 3 . 3aik
Bb2.8. | besneka kibepdiznyHNX cCUCTEM 3 €K3aMeH
BB2.9. | Mikponporecop B CHCTeMax TEXHIYHOTO 3aXHCTy 4
. eK3aMeH
1H(hopmarii
BB2.10. | [IpoektyBanHsi cuctem Oe3neku 00 €KTIB KPUTHUHOT 4 CK3AMEH
1HOPACTPYKTYPH Ta EP>KAaBHOI TAEMHUII
Bb2.11. | Anapatna xpunrorpadist 4 eK3aMeH
Bb2.12. | Metoau Ta 3acobu 3axucty indopmaitii (KP) 2 . 3aImiK
BB2.13. | [IpoekTyBaHHa cucteM Oe3leku 00 €KTIB KPUTHUHOI 2 1. saix
iHdpacTpykTypH Ta nepkaBHoi TaeMuuill (KP) -
BB2.14 | Cxemorexnika npuctpoiB T3I (KII) 3 . 3aiik
BB2.15 | besneka kibepdizuunux cucrem (KIT) 3 . 3aiiK
Bcbozo 3a yukn 55
Bcvozo ona 610Ky 55
Buoipkogi komnonenmu 610ky 0300: Ynpaeninus ingpopmauiiinoro 6e3nexor
BB3.1. | Komanpgna pobGota 3 . 3arik
BB3.2. | 3abe3neuenHs iHdopmauiiiHOi Ta  KibepOe3mneku 3
eK3aMeH
JiepKaBH
BBb3.3. | ComiorexHiuyna Oe3rneka Ta iHQOpMaIiifHO-aHATITHIHE :
. 6 aud. 3amik
3a0e3nedeHHs Kibepoesneku
Bb3.4. | OcHoBHu 1H(}OpMaIIHHO-TEIEKOMYHIKAIITHUX 5 €K3aMeH
TEXHOJIOT1H!
BB3.5. | [IporHo3yBaHHs Ta MOJEIIOBAaHHsS B COLialbHIl cdepi 5 CK3AMEH
Ta 3a0e3nedens HenepepBHOCTI Ib Gi3HECY
BB3.6. | Ayaurt, nminleH3yBaHHS Ta akpenuTallis iHdopMaiiiHol
3.6. | Aymnr, niuensy pemnTanis indopman 5 eK3aMeH
Oe3nexku
BB3.7. | Komn’rorepHa 00po6ka iHdopmarii 3 . 3aik
BB3.8. | MobinbHiI TeXHOJOTII Ta iX 3aXUCT 3 €K3aMeH
Bb3.9. | OuiHtoBaHHs pU3MKIB Ta MIaHyBaHHA BiHOBIEeHHS [C S) €K3aMEH
BB3.10. | [IpoektyBanHsa cucTteM Oe3meKd 00’ €KTIB KPUTHYHOL 4 CK3AMEH
1HOPaACTPYKTYpH Ta Jep>KaBHOT TAEMHUIII
BB3.11. | Yopasninas cucteMaMu KibepOe3neku Ta iX HaJliiHICTh 3 . 3aik
BB3.12. | Ilonituka inpopmaniiHoi 6e3nexu 4 €K3aMEH
BB3.13. | Ayaut, mitieH3yBaHHSI Ta aKkpeAauTallis 1HGpOopMaIiiHol .
YAUT, JICH3YB peauTan (bopman 2 mud. 3aiik
oe3nexu (KP)
BB3.14. | [IpoekTyBanHs cucteM Oe3meku 00’ €KTIB KPUTHYHOL 5 1. sanix
1H(pacTPyKTypH Ta nepkaBHOi TaeMHuIl (KP) Q-
BB3.15. | Yopasninas cuctemamu KibepOe3neku Ta iX HaJiiHICTbh 2 . 3aik
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| (KP)
Bcvoeo 3a yukn 55
Bcvozo 0.|/l}l 010Ky 55
Bubipkoei komnonenmu 010Ky 0400: Aominicmpysanns cucmem Kivepoesnexu

Bb4.1. | Komannna pobota 3 . 3aiik
Bb4.2. | Be3neka By3i1iB KOMIT IOTEpHOI Mepexi 3 . 3aik
Bb4.3. | OuinroBanHs pu3uKiB Ta rianyBaHHs BigHoBIeHHs [C 6 eK3aMeH
Bb4.4. | Aynut indopmariitHoi 6e3meku S) €K3aMEH
Bb4.5. | Opranizanis iHpOpMaLIHHMX  TEXHOJNOTid  Ha S)

1 TPHEMCTBI Cl3aMen
Bb4.6. | besneka BeO-monatkin S) €K3aMEH
Bb4.7. | Be3sneka MOOLIIBHUX TEXHOJIOrIN yacThHa 1 3 mud. 3aiik
Bb4.8. | ETnuHuii XakiHr B KOMIT'FOTEPHMX CHCTEMax Ta 5

MepeKax eK3aMeH
Bb4.9. | be3neka mepexeBux onepamiiHiuX CHCTEM 5 €K3aMeH
Bb4.10. | Inctpyment  mepexeBoi  Oe3leKM Ta  CUCTEMHU )

ypHaumizanii nofii B KC ClsaMeH
Bb4.11. | TectyBaHHS MPOrpaMHOTO 3a0€3MEUECHHS 4 . 3alTik
Bb4.12. | Be3neka MoOITEHUX TEXHOJIOTIH YacTHHA 2 4 €K3aMeH
Bb4.13. | TecryBanns nporpamuoro 3abesnedents KP 2 . 3aimik
Bcbozo 3a yukn 55
Bcvozo ona 610Ky 55

Buo6ipkoBi KOMIIOHEHTH iHIIMX OCBITHLO-NIPOdeciiiHUX mMporpam

Bcbozo 6
Bcbozo 3a 6ubipkoei komnonenmu 60
Bcwvozo 30 oceimuvo-npogeciiiny npozpamy 240

4. ®opmu atecrtamnii 3100yBaviB BUIIIOI OCBITH

®opmu aTecranii ATecrallis 3A1HCHIOETbCS y GOpMi IMyOIIIYHOTO 3aXUCTy KBaniikamiiHo1
3100yBayiB BUIIOi | pOOOTH.
OCBITH Ha arectanito BUHOCUTBCS CYKYMHICTh 3HaHb, YMiHb, HaBUYOK, 1HIIUX
KOMIIETEHTHOCTeH, HaOyTMX o0co00l0 B TMpolieci HaBYaHHA 3a JIaHUM
CTaHJapTOM.
o arecrarii MOMyCKalOThCS CTYIEHTH, SIKI BUKOHATM BCl BUMOTH
IpOrpaMu MiArOTOBKHU.
Bumoru 1o KBamigikamiitna po6ota Mae nependayatu po3B’si3aHHS CIIEIiali30BaHO]
KkBasTi(hikariitHol 3ajadi B Tramy3l iHQopmariiiHoi Ta/abo kibepOesneku. Kaamidikamiiina
pOOOTH/TIPOCKTY po6ota Bukonyethcs 3 rpudom JICK ta 36epiraetscs y dimii PCO kadenpu.
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5. Martpuus BiANOBiTHOCTIi MPOrpaMHUX KOMIIETEHTHOCTEN HABYAJILHUM

KOMIIOHCHTaM

IHT

3K1

3K2

3K 3.

3K 4

3K5

3K 6

3K 7.

—

2
S

(o]

2
S

e
sz
S

s
=
S

DK 5

DK 6

DK 7.

OK 8.

DK 9

DK 10

DK 11

DK 12.

CK1.1

CK1.2.

CK1.3.

CK14.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10.

CKl1.11.

CKl1.12.

CK1.13.

CK1.14.

CK2.1

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

CK2.11.

CK2.12.

CK2.13.

CK2.14.

CK2.15.

CK2.16.

CK2.17.

CK2.18.

CK2.19.

CK2.20.

CK2.21.

CK2.22.

CK2.23.

CK2.24.

CK2.25.

CK2.26.

IHT

3K1

3K2

3K 3.

3K 4

3K5

3K 6

3K 7.

DK 1

DK 2

OK 3.

DK 4

DK 5

DK 6

DK 7.

OK 8.

DK 9

DK 10

DK 11

DK 12.
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6. Marpuus BianoBiaHocTi (paxoBi koMneTeHTHOCTI mMpodeciiinoro
cnpsaimyBaHHsl (PKC) HaBYaJIbHUM KOMIIOHEHTaAM

onoxy 0100
«Kidepoe3nexa Komn’romepHux cucmem ma mepesxc)

T O A I R B R i
||| || ||| S S
O Ol O L VO Y Y Y Ol o
2 2 2 o2
S & B S 8 & S B & & &

BB1.1 K

BB1.2. . .

BB1.3. K

BB1.4. . .

BB1.5. . .

BB1.6. . . . .

BB1.7. o |

BB1.8. . . . .

BB1.9. o |- . . .

BB1.10. . . .

BB1.11. . .

BB1.12. o |

BB1.13. . .

BB1.14. . . . .

BB1.15. . . .

BB1.16. . .

onoky 0200
«Cucmemu mexniunozo 3axucmy ingopmauyii, agmomamu3ayis it 06pooOKu»

= Q| mf x| wl e ® o T T
AN AN AN N N A A A A G g
O Ol O O VO O YOO
2 2 22
S EEEEEEERER:

BB2.1 . .

Bb2.2 ]

BB2.3 . .

Bb2.4 ]

BB2.5 * .

BB2.6 . .

BB2.7 .

BB2.8 . o |-

BB2.9 . . .

BB2.10 el * .

BB2.11 . . .

BBZ.IZ . . . . . . .

Bb2.13 el * .

BB2.14 JEEE

BB2.15 * el




on10ky 0300
«¥Ynpaeninusa ingpopmauyiitnoro 6e3nexoro»

PKC 3.1

DKC 3.2

DKC3.3

DKC 34
DKC 3.5

DKC 3.6
DKC 3.7
DKC 3.8

DPKC 3.9

BB3.1

°* |®PKC 3.10
° |[®PKC 3.11

BB3.2

BB3.3

Bb3.4

BB3.5

BB3.6

BB3.7

BB3.8

BB3.9

BB3.10

BB3.11

BB3.12

BB3.13

BB3.14

BB3.15

onoky 0400
«Aominicmpyeannsn cucmem Kioepoezneku

DKC 4.1
DKC 4.2
DPKC 4.3
DKC 4.4
DKC 4.5
DKC 4.6
DKC 4.7
DKC 4.8
DKC 4.9

DKC 4.11

Bb4.1

* | PKC 4.10

Bb4.2

Bb4.3

Bb4.4

Bb4.5

Bb4.6

Bb4.7

Bb4.8

Bb4.9

Bb4.10

Bb4.11

Bb4.12

Bb4.13
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/. MaTtpuus BiAnoBiTHOCTi MpPOrpaMHUX pPe3yJIbTATIB HABYAHHS
/HaBYATLHUM KOMIIOHEHTAM

3H1
3H2
3H3
3H4
3HS5
3H6
3H7
3HS8
3H9
3H10

3H11

3H12

3H13

3H14

3H15

3H16

3H17

3H18

3H19

3H20

3H21

3H22

3H23

3H24

3H25

KOM1

KOM?2

AiB1
AiB2

AiB3
AiB4

CK1.1

CK1.2.

CK1.3.

CK14.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10.

CK1.11.

CK1.12.

CK1.13.

CK1.14.

CK2.1

CK2.2.

CK2.3.

CK24.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

CK2.11.

CK2.12.

CK2.13.

CK2.14.

CK2.15.

CK2.16.

CK2.17.

CK2.18.

CK2.19.

CK2.20.

CK2.21.

CK2.22.

CK2.23.

CK2.24.

CK2.25.

CK2.26.

3H1
3H2
3H3
3H4
3HS
3H6
3H7
3HS8
3H9
3H10

3H11

3H12

3H13

3H14

3H15

3H16

3H17

3H18

3H19

3H20

3H21

3H22

3H23

3H24

3H25

KOM1

KOM?2

AiB1
AiB2

AiB3
AiB4
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onoky 0100
«Kibepbe3neka Komn’romepHux cucmem ma mepexc»

< Nl @f 3w o ~| o o 3
=z =z oz xR EE
| | | | | ] ¢ M | Rl W

BB1.1 . o o

BB1.2. o | o o

BB1.3. . . . . . .

BB1.4. . .

BB1.5. o | .

BB1.6. JBEE

BB1.7. .

BB1.8. . . o |

BB1.9. . o | .

BB1.10. o o o

BB1.11. . o

Bb1.12. o o

Bb1.13. o | o o

Bb1.14. o | o | o |

BB1.15. . . .

BFB1.16. . o

on0xy 0200
«Cucmemu mexniunozo 3axucmy iHgopmauii, agmomamu3sayis it 06pooOKu»

| Nl @f x| o~ o o G F
ol o o o of o o o ol N
R I I S = -~

BB2.1 . . . . .

Bb2.2 .

BB2.3 el

Bb2.4 .

BB2.5 . . .

BB2.6 . . . . . .

BB2.7 . .

Bb2.8 . . .

BB2.9 . * |

Bb2.10 * el .

Bb2.11 . * |

BB2.12 . . . . . . .

Bb2.13 * el .

Bb2.14 .

BB2.15 . . .




on10ky 0300
«¥Ynpaeninusa ingpopmauiitnoro 6e3nexoro»

3H3.1

3H3.2

3H3.3

3H3.4

3H3.5

3H3.6

3H3.7

3H3.8

3H3.9

3H3.10
3H3.11

BB3.1

BB3.2

BB3.3

Bb3.4

BB3.5

BB3.6

BB3.7

BB3.8

BB3.9

BB3.10

BB3.11

BB3.12

BB3.13

BB3.14

BB3.15

onoky 0400
«Aominicmpyeannsn cucmem Kioepoezneku

3H4.1

3H4.2

3H4.3

3H4.4

3H4.5

3H4.6

3H4.7

3H4.8

3H4.9

3H4.10
3H4.11

Bb4.1

Bb4.2

Bb4.3

Bb4.4

Bb4.5

Bb4.6

Bb4.7

Bb4.8

Bb4.9

Bb4.10

Bb4.11

Bb4.12

Bb4.13
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