HHPOEKT

MIHICTEPCTBO OCBITU I HAYKHM YKPAITHU
HAIIIOHAJIbHUM YHIBEPCUTET
«JIbBIBCBKA ITOJITEXHIKA»

«GATBEPIIKYIO»

Pexrtop
HarionanbHOro yHIBEpCUTETY
«JIbBIBCHKA MOTITEXHIKA

/Bobamno 10.51./
« » 202_p.

OCBITHBO — ITPO®ECIHHA ITIPOTPAMA

nepuuii (0akajJaBpcbKuii) piBeHb
(Ha3Ba piBHSI BUILOT OCBITH)

O0akanaBp
(Ha3Ba CTYMEHs, 10 IPHUCBOIOETHCS)

rajay3p 3Hanb 12 Indopmaniiini TexHoJiorii

(urudp Ta Ha3Ba rany3i 3HaHb)

cneniajabHicTh 125 Kidep06e3neka
(xom Ta HakMEHYBaHHS CIIEIiaIbHOCTI)

Po3risiHyTO Ta 3aTBEPIKEHO

Ha 3aciaHH1 BueHoi pajgu
VYHiBepcUTeTy

BIIK  » 20 p.
npoTOKONM Ne

JIsBiB 202_ p.



JIMCT NOTI'O’KEHHSA
OCBITHBO-TIPO(eCiHHOI pOorpamMu

PiBeHB BUIIIOT OCBITH
HazBa ramysi 3HaHb
HasBa criemianbHOCTI

Kpamnidikaris

PO3POBJIEHO I CXBAJIEHO

HaykoBo-MeTOIUUHOI0 KOMICIEIO
cremianbHocTi 125 KiGepOesneka
[Tpotokomn Ne
BIJT « »

202_p.

I'onoBa HMK crneriaipHOCTI
B.b. Jlynukesuu

PEKOMEHIAOBAHO

HaykoBo-MeTOIMYHOIO pasioro
YHIBEPCUTETY
ITpoTokoi Ne
BIJT « »

202_p.

I'onosa HMP yniBepcurety
A.T". Baropoaniii

[epunii (6akanaBpChbKUii) piBEHb
12 Indopmarniiini TeXHOIOTi
125 KiGepbesneka

OaxanaBp 3 KibepOe3neku

MOTO’KEHO

[IpopekTop 3 HAYKOBO-TIEIarOT'i9HOT
pob6otu HaitioHaJIbHOTO YHIBEPCUTETY
«JIpBIBCBHKA MOTITEXHIKA

O.P. JlaBuguak
202_ p.

« »

Havansauk HaBuanbHO-METOIUYIHOTO
BIJIZIUTY YHIBEPCUTETY

B.M CBgipiznoB
« » 202_p.
Hupexrop IKTA
M.M.Mukuiuyk
« » 202 p.




HEPE/IMOBA

Po3po6sieHo po6ouoro rpymnor HayKOBO-METOJIUYHOT KOMICIi CHeliaibHOCT1
125 «Kibepbesneka» y ckiaii:

Hynukesuu B.b. — 1.T.H., pod., 3aBigyBau kadeapu 31
MakcumoBud B.M.  — 1.1.H., ipod., 3aBinyBay kadenpu BIT
XomMma B.B. — 1.T.H., npodecop kadeapu 31
Kypasens .M. — 1.T.H., ipod. kadeapu bIT
I'apacumuyk O.1. — K.T.H., o1IeHT Kadeapu 31
Onipcekuii [.P. — 1.T.H., ipodecop kadeapu 31
Tumomuk H.II. — K.T.H, qupekrop 111 “Under Defence”
lanynenps M.O. — CTYJEHT
["apaHT 0CcBITHRO-TIPOGECIHHOT TPOrpaMHU (dynuxesuu B.B.)

IIpoexT ocBiTHBO-TIpOdeciiftHOT TporpaMu OOTOBOpPEHUN Ta CXBaJeHUW Ha
3acimaHHi BueHoi paau HaBYANBHO-HAYKOBOTO  IHCTUTYTY  KOMII FOTEPHUX
TEXHOJIOT1i, aBTOMATHUKH Ta METPOJIOTi1

ITpoTokos Ne BIJ « » 20 p.
I'osnoBa Buenoi pangu IKTA M.M. Mukuitayk
(mmiamuc) (pi3BHIIIE, 1HIIIATHN)

3aTBepKEHO Ta HAJAHO YUHHOCTI
Haxkazom pekTtopa HartionanbpHoro yHiBepcuteTy «JIbBiBChbKa MOMITEXHIKA»

BIJT « » 202_p. Ne .

LIz ociTHBO-TIpoeciiiHa mporpama HE MOXE OYyTH TMOBHICTIO 200 YaCTKOBO
BIITBOpEHA, THUpaXOoBaHAa Ta PO3MOBCIOKeHa 0Oe3 no3Boily HaiionanbHOro
yHIBepcUTeTy «JIbBIBChKa MOMITEXHIKAY.



1. Ilpodins ocBiTHLO-podeciiinoi nporpamu “KidepOe3nexa” 0axkasaBpa 3i
crneuiajabHocTi 125 «KidepOe3neka»

1—3aranbHa iHpopmauis

[MoBHa Ha3Ba 3aKknaay
BMLLOI OCBITK Ta
CTPYKTYPHOrO nigposainy

Hamionansnuii yaiBepcureT «JIbBiIBChbKa MOTITEXHIKA

Odiujiitra Ha3sa ocsiTHboi | Kibepbesneka
nporpamm Cybersecurity
CTyniHb, WO bakanasp
NPUCBOIOETHCA

ObmeKeHHs Wwoao dopm
HaBYaHHA

JlenHa, 3a04Ha, IMCTaHIIIiHA

KeanidikaLia B ANNIOMI

Crymiab BUILOT OCBITH — OaKanaBp
Cremianbaicts — 125 KibepbOesmneka
OcaitHs nporpama - KibepOesneka

ObcAar ocBIiTHLOI
nporpamu

-Ha Ha 0a3i MOBHOT1 3araiabHOI cepenHaboi ocBiThH — 240 kpenutie €KTC;
-Ha0a31 CTYNEHs «MOJIOAIUH crenianticT» (0CBITHbO-KBal(IKalIiHOTO
PIBHSL «MOJIOJIIANA CTEIaiCT») 3aKiIajJ BHUIIOI OCBITH Mae TPaBo
BU3HATH Ta Tepe3apaxyBaTu He Oimbmre, HDk 120 kpemmuriB €KTC,
OTPUMAHUX B MeEXax TOIMEPeIHbOI OCBITHHROI MPOTPAMH ITirOTOBKH
MOJIOAIIOTO 6aKaiaBpa (MOJIOIIIOTO CTEIialicTa).

Minimym 75% o00cAary ocBITHBOI mporpamMu Mae OyTH CHpPSIMOBAHO Ha
3a0e3neyeHHs 3arajbHuX Ta creuialbHuX ((paxoBuX) KOMIIETEHTHOCTEN
3a CTEIiAJIbHICTIO BU3HAYEHOIO CTaHAapTOM BHIIOT OCBITH.

MoBa(1) BUKIadaHHSA

YkpaiHcbka MOBa

2 —MeTa OCBITHbOI NpPOrpamm

[TinroroBka (haxiBiiiB, 3AaTHHUX BHUKOPHUCTOBYBAaTH 1 BIIPOBAKYBaTH
TEXHOJIOT11 iHpopMaIiiftHOT Ta/ab0 KibepOe3neKy.

3 - XapaKTepMUCTMKa OCBITHbOI MPOrpamm

Onuc npegmeTHOI
obnacTi

006’ extu npodeciiHOoI MiSITbHOCTI BUTYCKHUKIB!

— o0'exTn HbopMaTH3alii, BKJTFOYAFOYH KOMIT'FOTEPHI,
aBTOMAaTH30BaHi, TEJIECKOMYHIKaIliiHI, iHdopMariiiHi,
1H(bOopMaIliitHO-aHATITHYHI, HbOopMaIIHHO-TEIIEKOMYHIKaIIHH1
cucteMu, iHGOpPMaIliiHI pECypCcH 1 TEXHOJIOT i,

—  TeXHOJIOT1] 3a0e31eueHHs Oe31eku iHpopmarlii;

— Tpolecu yhpaBiiHHS iH(poOpMaliiHO Ta/abo Kkibepbe3nexoro
00’€KTIB, 110 MISATaI0Th 3aXUCTY.

TeopeTnuHuit 3MICT NPEIMETHOT AiSNTBHOCTI

3HaHHS:

— 3aKOHOJAaB4Ol, HOPMATHUBHO-TIPAaBOBOi 0Oa3u VYKpaiHM Ta BUMOT
BIIMOBITHUX ~ MDKHApOJHWUX CTaHAAPTIB 1 MPAKTHK  II0JIO
3nicHEHHS PO (eCiitHOT TISUTBHOCTI;

— TIPUHLMIIB CYNPOBOJY CHUCTEM Ta KOMIUIEKCIB iH(opMaliifHoi
Ta/abo kibepOe3nexH;

— Teopii, Mojerel Ta NPUHIUIIB
iHpOopMalLifHUX pecypciB;

— Teopii cucTeM ynpasiiHHA iHpopMaliiiHoI0 Ta/abo KibepOe3neKoro;

— MeTO/IB Ta 3ac00iB BUABIIEHHS Ta IeHTU(DIKALlI] PU3HKIB;

— METOMIB Ta 3aco0IB OIHIOBAHHS Ta 3a0e3IedYeHHs HeOoOXiTHOro
PIBHS 3aXUIIEHOCTI iHPOpMAaLii;

— MeTOAIB Ta 3aco0iB TEXHIYHOTO Ta KPUNTOrpadiuHOTO 3aXUCTY
iH(popMmarii.

yIpaBJIiHHSA ~JOCTYIOM [0




MeTtoau, METOIMKH Ta TEXHOJIOTII:

MeTtoi1, METOIUKHY Ta TEXHOJIOTIT 3a0e3nedueHHs iHpopMaIiitHoi Ta/
a60 kibepOe3meKy.

[HCTpYyMEHTH Ta 00JIaIHAHHS:

— CHCTEMH po3poOKH, 3a0€31eUeHHs, MOHITOPUHTY Ta

KOHTPOJIIO TIporieciB iH(opmarriiftHoi Ta/abo kibepoe3neku;

— CydJacHe MporpaMHo-anapaTHe 3a0e3MeUeHHS
iHpOpMaNiHO-KOMYHIKAIIHHIX TEXHOJIOT M.

AKagemivHi npasa
BUMNYCKHUKIB

MO>KITUBICTh TIPOJIOBKUTH HABYAHHS 33 OCBITHBO-TIpO(deciiiHoo abo
OCBITHBO-HAYKOBOIO MPOIPaMOIO CTYIICHSI MaricTpa.

OpieHTauia OCBITHLOI
nporpamm

OcgitHbO-TIpOdeciiiHa mporpama 0a3yeTbcss Ha 3arajJbHOBITOMHX
MOJIOKEHHAX Ta PEe3yJIbTaTaX Cy4aCHUX HAYKOBHX JMOCITIDKEHB Y raiysi
iHQOpMaLlIfHUX  TEXHOJIOTIH Ta  OpIEHTYETbCS HA  aKTyaJbHI
cremianizanii 3 NUTaHb KiOepOe3neKku, MOoNepeKeHHs Ta MPOTHLL
Ki0ep3/10YMHIB, Y MeXaxX SIKHX MO’KJIMBA MOJaJIbllla HayKoBa Ta
npodeciiiHa Kap’epa.

OCHOBHM HOKYC
OCBITHBOI MPOrpamm Ta
cneuianisau,ii

CrienianbHa ocBiTa Ta npodeciiiHa MiAroToBka B 001acTi KibepOe3neku.
Kniouoei cnoea: xibepOesnieka, CHCTEMH TEXHIYHOTO  3aXHUCTY
iHopMallii, ynpaBiiHHA H}opMalliiiHO Oe3nexoro, 6e3nexa
1HGOpMaLIfHO-KOMYHIKaIlIHHUX CHCTEM.

OcobanBocTi nporpamm

[HTerpoBana miaroToBka (axiBIiB 0 BUPIIMICHHS 3aB/laHb y cdepi
kiOepOe3nekH.

4 —30aTHICTb BUMYCKHUKIB
[0 NpaLeBAallTyBaHHSA Ta NOAa/AbLLIOr0 HaBYaHHA

MpnaaTHICTb A0
npaLeBnaliTyBaHHA

BunyckHuk Moke 3aiiMaTH TEpBUHHI TOCaaW  BIAMOBIAHO 10
Hepxanoro kinacudikaropa npodeciit JIK 003:2010 :

- (haxiBeIrh 3 TEXHIYHOTO 3aXUCTY iH(OpMaITii,

- ¢haxiBerp 13 opranizantii iHopmaliiiHoi 6e3neKH,

- ¢axiBerp 13 oprasizaiii 3axucty iHpopMmailii 3 0OMEeKEHUM JIOCTYIIOM,

- ¢haxiBerp 3 iHGOpPMAIIHHUX TEXHOJIOTIH,

- (haxiBeIlh 3 pEKUMY CEKPETHOCTI,

- (haxiBeIrs 3 Opraxizailii Ta MpoOBEICHHS TECTyBaHHS HAa IPOHUKHEHHSI,

- MEHEKEp cucTeM 3 iHdopMalliiiHO1 Oe3neKH,

- QaHAJIITUK CHCTEM 3a0e3IeueHHs KibepOe3mekH,

- anMiHIcTpaTop 6a3 JaHMX,

- aJIMIHICTPaTOp KOMIT IOTEPHUX CHCTEM Ta MEPEK,

- ayauTop 3 Kibepbesnekw,

- po3poOHUK 3ac00iB 3axXKCTy iHPOpMAIlii,

- IPOEKTYBaJIbHUK CUCTEM 3aXUCTY iH(POpMAILii,

- IPUKJIAJHUN TIPOTPAMICT,

- IPOBIIHUY crerianicT/kepiBHUK ciayx6ou T3, Toro,

Ta MDKHapomHOi craHmapTHOi kiacudikamii mpodeciit (International
Standard Classification of Occupations 2008 (ISCO - 08): 2529 Security
specialist (ICT).

IcHye MOXJIMBICTP OTpPUMATH MDKHApOJHI cepTU(dIKaTH B ramysi
Ki0epOe3neKkH.

MNoaanblue HaBYaHHA

MoO>IMBICTh TPOJIOBXUTH HABUAHHS Ha JAPYroMy (Maricrepckomy)
piBHI BUILIOT OCBITH 3a crieriajbHicTIO 125 «kibepOe3nekay abo HIIUMU
CHOPITHEHUMHU (CYMDKHHUMHM) CIEIIAIbHOCTSIMU Tally3i 3HaHb
«lHpopmariiiHi  TEXHONOTi(», IO Y3TOIKYIOTbCA 3 OTPUMAHHUM
JUIIIIOMOM OaxalaBpa.

MonuBICTh TiABUINEGHHS KBamiikaiii Ta OTpUMaHHS JOJATKOBOL
MICISAUILIOMHOT OCBITH.




5—BwWKnagaHHA Ta OLHIOBAHHA

BVII-(J'Ia,EI,aHHFI Ta HaB4YaHHA

[PYHTYIOTBCS Ha IPUHIMIIAX CTYAEHTOLEHTPU3MY Ta iHUBIAyalIbHO-
OCOOMCTICHOTO MIIXOMy; PEaTi3yioThCs Yepe3 HaBUaHHS HAa OCHOBI
JOCTIDKeHb, TOCHJICHHS NPAaKTUYHOI OPIEHTOBAHOCTI Ta TBOPYOL
CIPSIMOBAHOCTI y ¢opMi KOMOiHAIlii JIeKIiid, JTabopaToOHUX POOIT,
NPAKTHYHUX 3aHATh, CAMOCTIHHOT HABYAIBHOI 1 JIOCTITHUIIBKOT pOOOTH
3 BUKOPUCTAHHSM €JIEMEHTIB AUCTAHIIHHOTO HaBYAHHS, PO3B’sI3yBaHHS
NPUKIAJHUX 3a/a4, BUKOHAHHA KYPCOBHUX pOOIT Ta TIPOEKTIB,
KOHCyNbTamii i3  BUKIaJayaMu,  MOIATOTOBKAa  OakalaBPCHKOi
KBaiikaIiifHoi poOOTH.

OUuiHOBaHHA

IlucebmoBI Ta yCHI €K3aMeHH, 3alliku, JabopaTOpHi 3BiTH, YCHI
Npe3eHTallii, TOTOYHHI KOHTPOJIb, 3aXUCT OaKaIaBpChKOI pOOOTH.

6 —lNporpamHi KOMNETEHTHOCTI

IHTerpanbHa
KomneTeHTHicTb (IHT)

3MaTHICTh PO3B’SI3yBaTH CKJIAIHI CHEIIali30BaH1 3a7adl Ta MpaKTUYHI
npo6sieMu T 9ac mpodeciiHoil MISITBHOCTI y rany3i 3a0e3neueHHs
iHpopMarliiiHoi 6e3nexku 1/abo kibepOe3neKu, Mo XapaKTepU3yeThCs
KOMIIJICKCHICTIO T2 HEMTOBHOIO BU3HAYCHICTIO YMOB.

3ara/ibHi
KomneTeHTHOCTI (3K)

3K 1. 3naTHICTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYaLlIAX.

3K 2. 3naHHs Ta pO3yMiHHS TpeAMETHOI O0JacTi Ta PO3yMiHHS
npodecii.

3K 3. 3maTHicTh MpodeciiiHO CHiTKyBaTHCS JEPKAaBHOIO Ta IHO3EMHOIO
MOBaMH SIK YCHO, TaK i MMCHMOBO.

3K 4. BMiHHS BUSBISATH, CTaBUTH Ta BHUPINIYBAaTHU MpoOiIeMH 3a
poQeciiHuM CIPSIMYBaHHSIM.

3K 5. 3gaTHICTh 10 MONIyKY, 0OpoOJIeHHS Ta aHami3y iH(popMaIrii.

3K 6. 3marHicTh peani3oByBaTH CBOi IpaBa 1 OOOB’SI3KM SIK 4JIEHA
CYCITUIbCTBA, YCBIJIOMJTIOBATH I[IHHOCTI TPOMAASHCHKOTO (BUILHOTO
JEMOKPATUYHOTO) CYCHUIBCTBA Ta HEOOXIMHICTH MOro  CTajoro
PO3BUTKY, BEpXOBEHCTBA IpaBa, IIpaB 1 CBOOO I JIIOAWHU 1 TPOMAJISTHIHA
B YKpaiHi.

3K 7. 3pmartHicTh 30epiratd Ta HTPUMHOXXYBAaTH MOpPajbHI, KYJIbTYpHI,
HAyKOB1 I[IHHOCTI 1 JOCATHEHHsS CYCIUJILCTBA HAa OCHOBI PO3yMIHHS
icTOpii Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOI 00JacTi, ii MicHs y
3arajibHIid CHCTEeM1 3HaHb MPO MPUPOAY 1 CYCHUIBCTBO Ta Y PO3BUTKY
CYCITUIBCTBA, TEXHIKM 1 TEXHOJIOTIM, BUKOPUCTOBYBAaTH PI3HI BHIU Ta
(dbopMH PyXOBOi aKTHBHOCTI JJIi aKTUBHOTO BIAMOYUHKY Ta BEIEHHS
3JI0POBOTO CIOCOOY KHUTTSL.

daxoBi KOMMNETEeHTHOCTI
cneujanbHocTi (PK)

@K 1. 3maTHicTh 3aCTOCOBYBATH 3aKOHOJABYY Ta HOPMATHBHO-IIPABOBY
0a3y, a TakoXk Jep>KaBHI Ta MDKHAPOIHI BUMOTH, IPAKTUKY 1 CTAaHAAPTH
3 METOIO0 3iiCHeHHs MpodeciiiHoi qisSIbHOCTI B ranysi iHdopMamiiHoi
Ta KibepOe3IeKu.

O®K 2. 3parHicTh 10 BUKOPUCTaHHS iH(OPMAIIHO-KOMYHIKAIIHHUX
TEXHOJIOTI, CydacHUX METOAIB 1 Mojened iHQopMaliiiHoi Oe3nexu
Ta/abo kibepOe3neKH.

@K 3. 3parHicTh OO0 BHUKOPUCTaHHS MPOTaMHUX Ta MpPOrpaMHO-
arnapaTHUX KOMIUIEKCIB 3aco0iB 3axucTy iHGopmalii B iHpopmaliiiHo-
TEJIEKOMYHIKAIlIHHUX (aBTOMAaTU30BAHUX) CHCTEMAX.

@K 4. 3parmicte 3ale3nedyBaTH HEMEPEpBHICTh Oi3HECY 3TiHO
BCTaHOBJICHOT MOMITUKY iH(opMaliiiHOi Ta/abo kibepOe3neKHu.

@K 5. 3natHicTh 3a0e3meuyBaTu 3axUcT iHopmallii, o 0OpoOIseThCs
B iH(opMaIiifHO-TeNTeKOMYHIKallIHHUX (aBTOMAaTU30BaHUX) CUCTEMaX 3
METOI0 peaji3alii BCTAaHOBJIEHOI NOJITHKM iH(opMaliifHOT Ta/abo
KiOepOe3nexH.




®K 6. 3patHicTe  BiZHOBIIOBATH  INTaTHE  (YHKIIOHYBAaHHS
iHpOpMaLiiHIX, iH(pOpMaLIITHO-TETEeKOMYHIKAI[IHHUX
(aBTOMATH30BaHMX) CHUCTEM IICHIA peaiizamii 3arpo3, 3AiiCHEeHHS
kibepaTak, 3001B Ta BiIMOB PI3HHUX KJIACiB Ta MOXO/HKECHHSI.

@K 7. 3maTHICTH BNPOBAPKYBATH Ta 3a0e3nedyBaTH (HyHKLIOHYBAHHS
KOMIUIEKCHUX CHUCTEM 3axHcTy iHdopmamii (KOMIUIEKCH HOPMAaTHBHO-
NPaBOBUX, OPraHi3allifHIX Ta TEXHIYHUX 3aC00IB 1 METOIIB, MPOLEIYD,
NPaKTUYHUX NIPUHAOMIB Ta iH.)

@K 8. 3maTHicTh 371CHIOBATH MPOLEAYPU YIPABIIHHS IHIUJACHTAMH,
IPOBOJUTH PO3CITiTyBaHHS, HAJJABATH IM OIIHKY.

@K 9. 3parmicte 3niiicHoBaTH mpodeciiiHy AisUTBHICT HAa OCHOBI
BIIPOBA/DKEHOI ~ CHCTEMH  ympaBliHHS  iH(opmamiiiHol0  Ta/abo
ki0epOe3nekoro.

O®K 10. 3paTHICTS 3aCTOCOBYBATH METO/IU Ta 3aCO0M KpUNTOrpadidHOTO
Ta TEXHIYHOro 3axucTy IiHpopMmanii Ha o00’ekTax iHQOpMaiiHOI
TISTIBHOCTI.

®K 11. 31aTHICT BUKOHYBATH MOHITOPUHT IPOLECIB (PYHKIIIOHYBAHHS
1HGOpMaLIIHHUX. 1H(pOpMaLIITHO-TeIEKOMYHIKaLIHHUX
(aBTOMATHU30BaHWX)  CHCTEM  3TIIHO  BCTAHOBJIEHOI  MOJITUKH
iHpopMaliiiHOT Ta/abo kibepOe3neKu.

®K 12. 3paTHICT aHANI3yBaTH, BHSIBJIIATH Ta OI[IHIOBATH MOJKJIMBI
3arpo3u, Ypas3JIMBOCTI Ta AecTaOuIi3yrodl YMHHHUKH 1H(GOpMaLiiHOMY
npocropy Ta 1H(GOPMAaLIHHUM pecypcaM 3TiTHO 3 BCTAHOBJIEHOIO
MOJIITUKOIO0 1H(OpMaIliiiHOT Ta/abo KibepOe3neKu.

daxoBi KOMNETEHTHOCTI
npodecinHoro
cnpamyBaHHA (PKC)

Bubipkosi komnonenmu 010Ky 0100 “Kioepoesneka komn’romepnux
cucmem ma mepesnc”

OKC 1.1. 3HaHHS OCHOBHHMX MIiAXOIIB J0 OpraHizamii THIIOBUX
KOMIUIEKCIB Ta 3aco0iB 3axucTy iHdopmarllii B iHGopMariiiHuX 1
KOMYHIKAIIMHUX CHCTEMaX.

O®OKC 1.2. 3HaHHsA HOBHX BITYM3HSHHX Ta MDKHApPOJHHMX CTaHIAPTIB
1HbopMaIiitHOT Oe3MeKH.

O®OKC 1.3. 3HaHHS OCHOBHUX MOJEJEH ypa3JIMBOCTEH, 3arpo3 Ta aTak
JUIsi OOTPYHTYBaHHsI BapiaHTIB MOOYIOBH aBTOMAaTH30BaHOI CHCTEMHU
MOHITOpUHTY 1HopMmariiftHoi Oe3neku s iHQOpMaIiiHUX 1
KOMYHIKAI[IHHUX CHCTEM Ta 1l OCHOBHUX CKJIAJ0OBUX.

OKC 1.4. 3HaHHS TEXHOJOTIH CTBOPEHHS CHCTEM 3aXUCTYy
KOMIT'IOTEPHUX CHCTEM Ta Mepex s pPO3poOKM Ta BU3HAYCHHS
3aralbHUX NPUHLUIIB MOOYyIOBM CHUCTEM 3axHCTy, 3aBIJaHb Ta
BUXIIHUX JaHUX, SIKI HEOOXiHO BpPaxOBYBaTH NpU NPOEKTYyBaHHI
CUCTEM 3aXHUCTYy.

OKC 1.5. 3naHHs METOAMK aHaii3y, CHHTE3y, ONTHUMI3alii Ta
IPOTHO3YBaHHS SIKOCTI MporieciB (PyHKIIOHYBaHHS iH(OpPMAIIHHUX
nopoleciB  Ta  TEXHOJOTIM B poO3MOJAUIEHUX  iH(OpMamiiHO-
KOMYHIKaI[IfHUX cucTemMax.

®OKC 1.6. 3naHHg Ta BMIHHA €(EKTUBHO OLIHIOBATH PpPHU3UKU
OPOHUKHEHHS B  iH(opMauiiiHO-KOMyHIKaliliHI  cUCTEeMHU 3
BpaxyBaHHSAM YyCiX MOTEHUIMHUX 3arpo3.

OKC 1.7. 3HaHHS Cy4acHMX MIAXOMIB A0  igeHTH]IKAaIii,
aBTeHTU(IKalil, aBTOpM3alii TNpoleciB Ta KOPUCTYBadiB Yy
iHpOpMalifHO-KOMYHIKaIHHUX CHCTeMaX.

@®KC 1.8. 3HaHHS CydacHUX METOMIB 3aXUCTY Bijl pyHHYIOUMX KOJIIB B
iHpOpMalifHO-KOMYHIKalIHHUX CHCTEMaXx.

@®KC 1.9. 3HanHs Ta NpakTHYHI HABUYKH BHUKOPHUCTAHHS 1 3aXUCTY
XMapHHUX TE€XHOJIOTIH B iH(pOpMaIiifHO-KOMYHIKAIIIHHUX CHCTEMaX.




OKC 1.10. 3vaHHs 3 po3poOKH, aIMIHICTPYBaHHS Ta 3axXHCTY
po3noniieHoi 0a3W NaHUX, SK CYKYITHOCTI B3a€MOTIOB’s3aHHMX 0a3
JTAHUX, PO3MOAUICHUX Y KOMIT FOTEPHINA MEpexi.

®KC 1.11. 3HaHHS OCHOB KOMII'IOTEpPHUX E€KCIEPTU3 Ta BUSBIICHHS
HIK{JUTMBOTO IPOTPAMHOTO 3a0€3eUeHHS.

Bubipkosi komnonenmu o6noky 0200 “Cucmemu mexniunozo
3axucmy iHgopmauii, agmomamu3zauia it 06pooxu”

OKC 2.1. 3parHiCTh OOIPYHTOBYBATH Ta pEali30BYBAaTH CHUCTEMY
3axXUCTy IH(QOPMAIIMHUX pecypciB 3 OOMEKEHHM JIOCTYIIOM Ha
o0'exTax iHGOpPMAIITHOT TISUTBHOCTI.

OKC 2.2. YMiHHS MPOBOJUTH aTeCTallilo (CIUPAIYNCh HA OOJIK Ta
00CTe)KeHHS) pe)KUMHHUX TEPUTOPIi (30H), MIPUMIIICHb TOIIO B YMOBax
JOJIEpP’)KaHHS PEXUMY CEKPETHOCTI 13 (IKCyBaHHSIM pe3yJibTaTiB Y
BIJIMIOBIIHUX IOKYMEHTaX.

OKC 2.3. YMiHHSA 3[IHCHIOBATH OIIHKY BIATIOBIIHOCTI CHUCTEMH
3axucTy H(popMallli aBTOMaTU30BAaHOI CUCTEMHU CBOEMY MPU3HAYEHHIO
BIJIMOBIJTHO JI0 BUMOT JIFOUUX CTAHIAPTIB.

OKC 2.4. 3aaTHICTh 10 BUKOPUCTAHHS 3aCO0IB 3aXMCTY HMPOrPaMHOTO
3a0e3meYeHHsT  BiJl  HECAHKIIOHOBAHOTO  KOIIIOBAHHS,  BIUIUBY
KOMIT IOTEPHUX BIPYCiB TOILIO.

®KC 2.5. 3parHicTh 70 3AIHCHEHHS TEXHIYHOTO OOCITyrOBYBaHHS,
KOHTPOJIIO 1 TIarHOCTUKU KOMITJIEKCHOT CUCTEMH 3aXUCTy iHQOpMaIllii B
oprasizaiii.

OKC 2.6. YminHs OyayBaTh Ta BHKOPHCTOBYBATH KOMILJICKCHY
CHUCTEMY 3axHCTy iHdOopMaIlii B opranizariii.

OKC 2.7. YMiHHSA OpraHi3yBaTH MOHITOPHUHT CTaHy iH(OpMaIiifHoi
CHUCTEMH Ta aHaAJI3yBaTH MOPYIIEHHS iHPOpMaIiiHOT Oe3MmeKy.

®OKC 2.8. 3maTHICTh BUKOHYBATH CHEIIaTbH1 JOCTIHKEHHS TEXHIYHUX 1
MporpamMHO-amapaTHUX 3aco0iB  3axucTty o00poOku 1Hpopmallii B
1H(bOpMaIITHO-TEIEKOMYHIKAI[IHHUX CHCTEMaX.

OKC 2.9. VYwminasa anamidyBatu Buad 1 ¢dopmu iHdopmarlii, mio
MOMaJar0Th I JIF0 3arpo3; BHJIM, METOIM 1 NUIIXW peajiallii 3arpo3
Ha OCHOBI aHAJ3y CTPYKTYpPH Ta 3MICTy IH(OpMAIIMHHX MPOIECiB
MiNPUEMCTB, YCTAaHOB, OpraHi3ailii, IiIel Ta 3aBAaHb iX JISJIbHOCTI.
OKC 2.10. YMiHHA TpOrHO3YyBaTH CTaH IH(OpMaIiiHOI Oe3neKku
MiANPUEMCTBA, YCTAaHOBH, OpraHizamii 1 BH3HAYaTH  BIUIMB
e(DEeKTUBHOCTI 3a/IIsTHUX 3aXO0JIB 1 3aCO0IB TEXHIYHOTO Ta IMPOTPAMHOIO
3axuCTy iHpopMaItii.

OKC 2.11. BonomiHHA JOCBIIOM YydYacTi y NpOBEIEHHI aTecTamii
00'eKTiB, TPHUMIIICHb, TEXHIYHUX 3acO00iB, CHCTEM, Iporpam i
QITOPUTMIB Ha TMpeAMET BIAMOBIIHOCTI BUMOTaM Jep)KaBHUX abo
KOPIOPATUBHUX HOPMATUBHUX JAOKYMEHTIB IIOJI0 3aXHUCTy iH(OpMAIIii.
Buobipkoei komnonenmu onoxy 0300 “Ynpaeninna ingpopmauiiinoio
oe3nekor”

@®KC 3.1. 3parHICTH BUKOPUCTOBYBAaTH HpodeciiiHo-npodinboBaHi
3HAHHS ¥ MPaKTUYHI HABUYKU IS BUPIMIEHHS MPAKTHYHUX 3aBIaHb B
ranysi ynpasiiHHA iHpopMaIiiHOO 06e3MeKOIO.

OKC 3.2. 3patHICTb OOIPYHTOBYBATH Ta peEali30BYBaTH CHUCTEMY
3axucTy iH(opMaliiiHUX pecypciB 3 O0OMEXKEHUM JOCTYIIOM Ha
o0'extax iH(pOpMaLiHOT JiSITBHOCTI.

OKC 3.3. YMiHHS NPOBOJUTH aTeCTallil0 (CIUPAIYUCh HAa OOJIK Ta
00CTeKEHHS) PKUMHUX TEPUTOPIil (30H), IPUMIIIIEHb TOIIO B YMOBaX
JOJepKaHHS PEKHUMY CEKPETHOCT1 13 (IKCYBaHHSM pe3yJabTaTiB Y
BiJIMOBIIHUX TOKYMEHTAX.




OKC 3.4. YMiHHS aHANI3yBaTH PU3UKHU Uil OIIHKH PEATBbHUX 3arpo3
HOPYIICHHS 3aXUCTy Ta OXOPOHHU.

@®KC 3.5. 3parmicte  37iiicHIOBaTH  TpaBoBE  3a0e3MedeHHs
iHpopMmamiiiHOT Oe3neku, MNPOTHO3YBaHHS Ta MOJICNIOBAHHS B
cotianpHii cdepi.

@®KC 3.6. 3pgaTHICTH CTBOPIOBAaTH, BIIPOBAKYBATH, MOHITOPHUTH Ta
BJIOCKOHAJIIOBATH CHUCTEMY MEHEDKMEHTY iH(opmariiiHoi Oe3rmeku
nianpuemMcTBa (yCTaHOBH).

OKC 3.7. YMiHHSA pearyBaTH Ha iHIUACHTH iHPOpPMALiHHOT Oe3eKH;
@®KC 3.8. 3garHicTh IPOBOIUTH ayAUT IMiANPUEMCTB (YCTaHOB) 3a
iHpOpMaLiiHOO Oe3MEKOTO.

OKC 3.9. VYMinHg 30upatm Ta aHami3yBaTh BUXITHI JaHi JUIS
IPOEKTYBaHHS CHUCTEM 3aXUCTy IHpopMalli, BU3HAYaTH BUMOTH,
3MIMCHIOBATH TOPIBHSUIBHUM aHaMI3 TMIACUCTEM 3a TOKa3HUKaAMU
1HpOpMaLIiiHOT Oe3MeKH.

OKC 3.10. YMiHHS OpraHizoBYBaTH 1 MiATPUMYyBaTH BUKOHAHHS
KOMIUIEKCY 3aX0/iB 3 1H(opMaliiiHOi Oe3NeKH, yNpaBiIsTH MPOLECOM
X peanizalii 3 ypaxyBaHHSM BHUPIIIYBaHUX 3aBJaHb 1 OpraHizamiiiHo1
CTPYKTYpHU 00'€KTa 3aXMCTy, 30BHIIIHIX BIUIMBIB, HMOBIPHUX 3arpo3 i
PIBHS PO3BUTKY TEXHOJIOTH 3aXUCTY 1H(pOpMAIlii.

OKC 3.11. YMminHa ¢opMyBaTH KOMIUIEKC 3aXOMIB 3 1H(pOpMaIiiftHOT
Oe3nexkn 3  ypaxyBaHHSIM MOro mpaBoBOi  OOIPYHTOBAHOCTI,
aJIMIHICTPaTUBHO-YIPABIIHChKOI, = TEXHIYHOI  peaji30BaHOCTI  Ta
€KOHOMIYHOT JOIIILHOCTI.

Buoéipkoei komnonenmu onoky 0400 “Aominicmpysannsa cucmem
Kibepoe3nexku”

O®OKC 4.1. BononinHga MeI0TOOJIOTIIMH MPOBEJACHHS OIIIHKK PU3HKIB
Ta TIPOAKTUBHOTO BHSBJIEHHHS 3arpo3, BMIHHA iIeHTU(]IKyBaTH
Bpa3MUBOCTI iHQOpMaIiifHOi Oe3MeKn Ta 3acTOCOBYBATH €(EKTHUBHI
IHCTPYMEHTH ISl iX HOMSITIIEHHS.

OKC 4.2. YMiHHSA HamMcaTH TMOJITHKY KiOepOe3nekn Ha 00’€KTi
1HbOpMaIIHOT AiSTBHOCTI, CIUPAIOYHCh HA MDKHAPOIHI Ta BITYU3HIHI
CTaHJApPTH, a TAKOXK 3aCTOCOBYBATH Kpallli ICHYIOU1 IPAKTUKH.

OKC 4.3. YMiHHS mpampoBaTd 13 IHIUWACHTaMU iH(OpMAaIIHHOT
0e3leKky, BUKOHYBAaTH IX OLIHKY, BHU3HA4YaTH MpPIOPUTETH  Ta
aHaJTI3yBaTH IHIIUJICHTH.

OKC 4.4. 3parHicTh oONpalboBYBaTH Ta aHANI3yBaTH JKypHAIH
peecTparlii moAii, yMiHHS po3poOIsSTH CUHTAKCUYHI aHAJi3aTOPH.

OKC 4.5. YMiHHS BUSBIATH ILIKIIJIMBE NpOrpaMHe 3a0e3MeyeHHs Ta
3/IaTHICTHh 3aCTOCOBYBATH MPUHIIUIIN 1 METOAUTH €(EeKTUBHOI POTHU/III.
OKC 4.6. YMiHHS TpPOBOAUTH KPUMIHANICTUYHY EKCIEPTHU3Y CIiAIB
kibeparak B KIOEpHETHUHOMY IIPOCTOPI.

OKC 4.7. YMiHHS po3po0IIsATH IporpaMHe 3a0e3MeUeHHs 13 BUSBICHHS
HIKUTMBUX MpoOrpaM 1 Kibeparax.

OKC 4.8. 3parnicth 3abe3meuyBatu 3axUCT iH(popMalii, 110
00pobnseTbes B CUCTEMAX KibepOe3nexH, 3IHCHIOBATH
aJIMIHICTpYBaHHS TaKUX CHCTEM Ta iX eKCIUTyaTalilo.

@®KC 4.9. 3naTHicTh BUKOHYBATH MOHITOPUHI JTaHMX, KOMIT IOTEPHUX
37I0B’KMBaHb Ta aHOMaJTiii.

OKC 4.10. VYminHg  adHamizyBatd  iHdopMalilo,  HagaHy
iHpOpMaLIfHUMH CHCTEMaMH, 3 METOI0 BHSBIICHHS THIIOBUX O3HAaK
MO>KJIMBOTO HECAHKI[IOHOBAHOTO JIOCTYITY.

OKC 4.11. VYwmiHHA 3A1iCHIOBaTH aJMIHICTPYBaHHS MiJCUCTEM
iHpopManiitHOT 6e3neKkH 00'eKTa, a TAKOXK MICUCTEM Nepeaadi JaHHX.
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7—Pe3ynbTaTi HaBYaHHA

3HaHHA (3H)

3azanwvHi no cneyianibHocmi:

3H 1. 3acTrocoByBaTH 3HaHHS JEpKABHOI Ta IHO3EMHOI MOB 3 METOIO
3abe3neueHHs e(peKTUBHOCTI MpodeciiiHOT KOMYHIKaIlii.

3H 2. OpranizoByBaTu BiacHy npodeciiHy IisbHICTb, OOHpaTH
ONTUMAJIbHI ~ METOAM Ta  CHOCOOM  pPO3B’SI3yBaHHS  CKJIAIHHUX
CHeUiaNTi30BaHUX 3aJad Ta NPAKTUYHHX TMpodieM Yy mpodeciitnii
TSUTBHOCTI, OIIHIOBATH iXHIO €()CKTUBHICTB.

3H 3. BukopucToByBaTu pe3yibTaTH CaMOCTIHHOTO TMOIIYKY, aHAII3Y Ta
CUHTE3y iH(opMaIii 3 pIBHUX JoKeped Ui SPEKTHBHOTO pIlICHHS
CHeIialli30BaHmX 3a1a4 MpodeciitHoT MisTBbHOCTI.

3H 4. AmnanidyBatu, apryMeHTyBaTH, MPHIMAaTH pIilIEHHS IpH
PO3B’sI3aHHI CKJIAJHUX CHeliajli30BaHUX 3aJ1a4 Ta MPaKTUYHUX IpoOsieM
y npodeciiiHiil TISIbHOCTI, SIKI XapaKTEepU3yIOThCsSI KOMIUIEKCHICTIO Ta
HEMOBHOIO BU3HAYEHICTIO YMOB, BINIOBIIaTH 32 IPUMHSITI PILLIEHHS.

3H 5. AnanTtyBarucd B yMOBax 4acTOi 3MIHM TE€XHOJIOTI mpodeciitHoT
JSUTBHOCTI, IPOTHO3YBATH KIHLIEBUM pE3yJbTaT.

3H 6. KputnyHo ocMHCIIOBaTH OCHOBHI TE€OPIii, MPUHIUIN, METOAU 1
MOHATTS Yy HaBYaHHI Ta npodeciiiHiil JISIbHOCTI.

3H 7. JliaTu Ha OCHOB1 3aKOHOJAaBYOi Ta HOPMAaTHBHO-TIPaBOBOi 0a3u
VYkpaiHm Ta BHMOT BUAMOBIAHUX CTaHAApTIB, y TOMY  YHCII
MDKHapOJHUX B raity3i iHpopMmaniifHoi Ta/abo kibepOe3nekH.

3H 8. ToryBatm mpomo3umii g0 HOPMaTHBHHX aKTiB  IIOJIO
3abe3nedyeHHs iHpopmaIliitHoi Ta/abo KibepOe3meKy.

3H 9. BrnpoBampkyBatu npoiiecu, mo 0a3ylThCsl Ha HaIllOHAIBHHUX Ta
MDKHApOJAHUX CTaHAapTax, iAeHTHdIKAIli, aHaai3y Ta pearyBaHHs Ha
IHIMAEHTH 1HbOopMaIliiiHO1 Ta/abo KibepOe3neKu.

3H 10. BukopucTtoByBaTH CydacHe MpOTrpamMHO-anapTHE 3a0e3rmeyeHHs
3aco0aMM Ta JaBaTH OI[HKY pPe3yJbTaTUBHOCTI SKOCTI TPUHHATHX
pIITIEHB.

3H 11. PeanizoByBaTH KOMIUIEKCHI CHUCTEMHU 3axHCTy iHdopmallii B
aBToMatu3oBaHux cucremax (AC) opranizamii  (MIIPUEMCTBA)
BIJIMOBIIHO JI0 BUMOT HOPMATHUBHO-IIPABOBUX JOKYMEHTIB.

3H 12. VcBigominoBaTH IIHHOCTI TPOMASTHCBKOTO  (BUIBHOTO
JEMOKPATUYHOTO) CYCHUIBCTBA Ta HEOOXIIHICTH HOro  CTajoro
PO3BUTKY, BEpXOBEHCTBAa TIpaBa, IMpaBa 1 CB0OOOA JIOAMHU 1
TpOMaJITHHHA B YKpaiHi.

3H 13. 3HaHHSA Cy4YacHUX [OCSTHEHb IHHOBALIMHUX TEXHOJOTIH B
ranysi iHhpopMalifHUX TEXHOJOT1H, KibepOe3neku Ta yrpaBiIiHHS,

3H 14. 3uaHHg 1 po3yMiHHS HAyKOBUX MPHUHIIMIIIB, 110 JIEKATh B OCHOBI
kibepOe3neku Ta iIHPOPMAIIHHIX TEXHOJIOTIH;

3H 15. BosnoaiHHA MeToJaMHu 3arajlLHOHAyKOBOTO aHaiizy y cdepi
iHpOpMaLiftHIX TEXHOJOTIH Ta iH(opMaLiiiHoi 6e3nexH;

3H 16. 3nanHs mpaBOBUX OCHOB JOCHIAHHUIIBKUX POOIT 1 3aKOHOJABCTBA
VYkpailu B ranysi iHpopmalliiiHoi Oe3nekH;

3H 17. 3naTHiCTh BUKOPUCTOBYBAaTH YMIHHS 3a €KCHEpUMEHTAIbHUMHU
pO3paxyHKaMH XapaKTepUCTHK 1 BHOOPOM €NEeMEHTIB KOHKPETHOI
aBTOMATH30BAHOI CUCTEMH 3 ypaxyBaHHsSM 3a0e3MedeHHs1 HEOOXiTHOTO
piBHS 3axuCTy iH(opMaIllii B oprasizaiii (Ha HiIIpPUEMCTBI);

3H 18. 3parHicTh MpPOJEMOHCTPYBATH 3HAHHS CYYaCHOI'O CTaHy CIpaB
Ta HOBITHIX TEXHOJOTIM B ramy3i iHPOpMaliHHUX TEXHOJOTIH Ta
iHpopMaliitHOT 6e3nexH;

3H 19. 3HanHs MaTeMaTHYHUX MoJiesiel 3aBJaHb 3a0e3MedyeHHs
iHpopManiitHOi 6e3meKH Ta 3aXucTy iHpopmartii.
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3H 20. 3naHHA OCHOBHUX MiAXOMIB [0 Opra”izamii THIOBHX
KOMIUIEKCIB Ta 3aco0iB 3axucry iH(opmanii B iHpoOpMamiiHUX 1
KOMYHIKaI[IfHUX cHCTEMaXx.

3H 21. 3HaHHS HOBUX BITYM3HSHUX Ta MDKHApOJHUX CTAaHIAPTIB
iHpOopMaNiiHOT Ge3neKH.

3H 22. 3naHHs OCHOBHUX MOJIENEH ypa3auBOCTEH, 3arpo3 Ta aTak Jyist
OoOrpyHTYBaHHSI BapiaHTIB TOOYZOBH aBTOMAaTH30BAHOI CHUCTEMH
MOHITOpPHHTY iHQoOpMaIiiHoi Oe3meku s iHQOpMAmiHHUX 1
KOMYHIKaI[IHHUX CUCTEM Ta il OCHOBHUX CKJIaJOBHX.

3H 23. 3naHHs TEXHOJOT1H CTBOPEHHS CUCTEM 3aXHCTy KOMIT IOTEPHUX
CHUCTEM Ta MEPEX ISl pO3pOOKH Ta BU3HAYEHHS 3arajibHUX MPUHIIUIIB
oOyIOBU CHUCTEM 3aXHCTY, 3aBJaHb Ta BUXITHUX JIAaHUX, SIKi HEOOXiTHO
BpPaxOBYBAaTH IPH MPOEKTYBaHHI CHCTEM 3aXHUCTY.

3H 24. 3HanHS METOOWK aHaNi3y, CHHTE3y, ONTHUMI3amii Ta
MIPOTHO3YBaHHA SIKOCTI MpoueciB (YyHKIIOHYBaHHA I1HQOpMaIIiiHIX
MpoLeciB  Ta  TEXHOJOTIH B  PO3NOAUIEHUX  1H(OpMaliiiHO-
KOMYHIKAI[ITHUX CUCTEMaX.

3H 25. 3uanHg MareMaTHMYHHX METOLIB OITHMI3aIlii 3 METO0
OJIep>)KaHHS HaWKpallMX XapaKTEepUCTUK (PYHKLIOHYBaHHsS 3aco0iB Ta
CHCTEM.

Jna onoxy 0100 “Kioepoesnexka komn’tomeprux cucmem ma mepexc”
3H 1.1. BukoHyBaTH aHajli3 Ta JACKOMIO3UIlIIO 1HGOpPMAIlIIHO-
TEJICKOMYHIKAIIHHUX CHUCTEM.

3H 1.2. BukoHnyBaTu aHaii3 3B’sI3KiB MK 1H()OpMaIifHUMH TTpOIIecaMu
Ha BiIaJIeHUX 0OYMCIIIOBAJIBHUX CHCTEMAX.

3H 1.3. 3abGe3meuyBatu TMpPOIECH 3axXUCTy Ta (PYHKI[IOHYBaHHS
1H(OpMaIlIITHO-TEIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHCTEM Ha
OCHOBI MPaKTUK, HABUYOK Ta 3HAHb, IOAO0 CTPYKTYPHHUX (CTPYKTYpHO-
JIOTTYHUX) CXEM, TOTIOJIOTIi MEpEeXki, CydaCHUX apXiTeKTyp Ta MOJCIIeH
3aXHCTY €JIEKTPOHHHMX IH(OpPMAIIHHUX PECypCiB 3 BiTOOpaKeHHSIM
B3a€MO3B’s3KIB Ta iHGOPMAIIHHIX TOTOKIB, IPOIIECIB /I BHYTPIIIHIX 1
BIJIaJICHUX KOMIIOHET.

3H 1.4. 3acTtocoByBatH Teopii Ta METOIM 3aXHCTy IJIA 3a0e3MeUeHHS
Oe3reku iHpopmarlii B iHGopMaIiiHO -TeJICKOMYHIKAIIHHIX CUCTEMAX.
3H 1.5. 3a6e3neuyBati (YHKIIOHYBAaHHS CICIIaIbBHOTO MPOTPaMHOTO
3a0e3neyeHHs, 00 3aXUCTy iH(opMaIllii BiJf pyHHYIOUHUX MPOTPaAMHHUX
BIUIMBIB, PYHHYIOUUX KOJIB B iHPOpMAIIITHO-TeIEKOMYHIKAI[IHTHUX
CUCTEeMaXx.

3H 1.6. BupimyBatu 3amadi 3axucty iHdopmallii, mo oOpoOseTscs B
iHbOpMaLIIfHO-TEIEKOMYHIKAIIMHUX ~ CUCTEeMaX 3 BUKOPUCTAHHSIM
Cy4acHHMX METO/IiB Ta 3ac00iB KpUNTOrpadiuHOTO 3aXUCTy 1H(pOpMAIlii.
3H 1.7. BukopucTtoByBaTH BIPOBA/DKEHHS Ta MIATPUMKY CHCTEM
BUSIBJICHHS  BTOPrHEHb  Ta  BHUKOPHCTOBYBAaTH  KOMIIOHEHTHU
KpUNTOrpadiyHOro 3aXUCTY Uil 3a0e3MeUeHHsI He0OX1THOTO PiBHS
3axMiieHocTi  iH@opmauii B iHpOpMaliifHO-TeNEeKOMYHIKaIHHIX
cucremax.

3H 1.8. 3alesneuyBatu HanexHe (YHKIIOHYBaHHSI  CHUCTEM
MOHITOPUHTY iH(pOpMaLIHHUX pecypciB 1 mpoiieciB B iHdopMariifHo-
TEJIEKOMYHIKAI[ITHUX cucTeMaXx.

3H 1.9. 3abe3neuyBat (yHKIIOHYBAaHHS MPOTPaAMHUX Ta MPOTPAMHO-
armapaTHUX KOMIUIEKCIB BUSABJICHHsS BTOPIHEHb PI3HMX PIBHIB Ta KjaciB
(CTaTUCTUYHMX, CUTHATYPHHUX, CTATUCTUYHO-CUTHATYPHUX).

3H 1.10. [IligtpumyBaTH mpane3gaTHICT Ta  3a0e3nedyBaru
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KOH(IrypyBaHHsS CHCTEM BHSBJICHHS BTOPrHEHb B iH(pOpMaIiifHo-
TEJIEKOMYHIKAI[ITHUX cHCTEMaX.

3H 1.11. BuxopucTOoBYBaTH IHCTpyMEHTapil JAis MOHITOPUHTY
nporeciB B iHpopMaIiiHO-TeIEKOMYHIKAIlIHHIX CUCTEMaX.

Jna 0200 “Cucmemu  mexuiunoco 3axucmy  iHpopmayii,
asmomamus3zauyin it 00pooku”

3H 2.1. Po3po0uiati MOJieIi 3arpo3 Ta MopynIHUKa.

3H 2.2. BuxopucroByBaTH NpOTpamMHi Ta IPOrpaMHO-anapaTHi
KOMIUIEKCH 3aXUCTY iH(OpMAIIHHUX PeCypCiB.

3H 2.3. BupimryBaTtu 3ama4i 3a0€31Me4eHHs Ta CypoOBOAY (B T.Y.: OTJIIS,
TECTYBaHHS, WIA3BITHICTh) CHCTEMH YIPABIIHHSA JOCTYIIOM 3TiJHO
BCTAHOBJICHOI MOJIITUKK O€3MeKH B 1HPOpMaliiiHUX Ta iHpOpMaLiiiHO-
TEJIEKOMYHIKaIHHUX (aBTOMAaTU30BaHUX) CUCTEMAX.

3H 2.4. BupimyBaTu 3a/a4i yrnpaBiIiHHsS IpoLeaypamMH iAeHTH(IKaIli,
aBTeHTH(iKallli, aBTOpHU3aLil IPOLECIB 1 KOPUCTYBauiB BiHPOpMaIiiiHO-
TEJICKOMYHIKAlIMHUX CHCTeMax 3TAHO BCTAHOBJICHOI  IOJITHKH
1HpopMaliiiHOT 1/a00 KibepOe3neKy.

3H 25. PeamizoByBatm 3axoam 3 TPOTHAlI  OTPHUMAaHHIO
HECaHKI[I0HOBAHOTO JIOCTYIY JI0 iHGOpMaliiHUX pecypciB 1 MPOLECIB B
1HbOopMaLIHHUX Ta 1H(pOpMaLIITHO-TeIeKOMYHIKAIIHHUX
(aBTOMATH30BaHUX) CUCTEMAX.

3H 2.6. BupimryBaTtu 3a1a4i 3a0e31€4eHHS Ta CYIPOBOAY KOMIUIEKCHUX
CHCTEM 3aXHUCTy 1H(oOpMaIlii, a TAKOXK MPOTUIIATH HECAHKIIIOHOBAHOMY
JIOCTyNy 10 iH(pOopMaIiiHUX pecypciB 1 mporeciB B iHGopManiiHuX Ta
1H(bOpMaIITHO-TEICKOMYHIKAIlIMHUX ~ (aBTOMAaTU30BaHUX) CHCTEMax
3T1IHO BCTAHOBJIEHOT MOITHKY 1H(OpMaIiiHOi 1/a00 KibepOe3neKu.

3H 2.7. BusiBnsatu HeOe3MeyH1 CUTHAIM TeXHIYHUX 3aC00iB.

3H 2.8. BumiproBaTu mapamMeTpu HEOE3MEYHHX Ta 3aBaJOCTIHKHX
CUTHAIIB I 4Yac IHCTPYMEHTAJIBHOTO KOHTPOJIO TPOIECIB 3aXUCTY
iHbopmarllii Ta BU3HAYATH €QEKTUBHICTh 3axUCTy IHGOpMaIli Bix
BUTOKY TEXHIYHHMMH KaHajJaMHU BiJIOBIIHO JI0 BUMOI HOpPMAaTHUBHHUX
JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY iH(opMarrii.

3H 2.9. IateprperyBatd pe3yJlbTaTH MPOBEACHHS CICIIaIbHUX
BUMIPIOBaHb 3 BHKOPHUCTAHHSIM TEXHIYHHX 3aco0iB, KOHTPOJIIO
XapaKTEPUCTHK 1HbOPMaITIITHO-TEIEKOMYHIKAI[IHHUX CUCTEM
BIJMOBIIHO /10 BUMOT HOPMATHBHUX JIOKYMEHTIB CHUCTEMH TEXHIYHOTO
3axuCTy iHpopMaIii.

3H 2.10. YMiHHS 3aCTOCOBYBAaTH 3HAHHS TEXHIUHUX XapaKTEPUCTHK,
KOHCTPYKI[IHHUX OCOOJIMBOCTEH, MpU3HAYEHHS 1 MPaBUI EKCIUTyaTailil
yCTaTKyBaHHs Ta OOJagHaHHS JUIs BUPINICHHS TEXHIYHUX 3ajad
CHeniaJIbHOCTI.

3H 2.11. BosioniHHS NpaBOBUMHM Ta HayKOBO-OpraHi3allifHUMU
OCHOBaMM TIPOBEJICHHs JIIEH3yBaHHS, arecTalii Ta cepTudikaii
00'eKTiB 3aXUCTy iH(pOpMaIlii;

Hna 6noky 0300 “Ynpaeninna inghopmauiiinoro 6eznexoio”

3H 3.1. AmnanizyBatu NpOeKTH iH(POpMaIiHHO-TEIeKOMYHIKAIlIHHIX
cucTteM 0a3ylouuch Ha CTAHAAPTU30BAHUX TEXHOJOTISIX Ta MPOTOKOIAX
nepenavi 1aHuX.

3H 3.2. BupimryBaTu 3aa4i ynpasiiHHS JOCTYHNOM J0 iH(opMaLiiitHIX
pecypciB  Ta mpoueciB B iHpopmauiiiHux Ta  iH(opmauiiiHO-
TEJIEKOMYHIKAI[ITHUX (aBTOMAaTU30BaHUX) CUCTEMax Ha OCHOBI Mojesen
YIIPaBJIiHHS TOCTYIIOM (MaHAATHUX, AUCKPELIHHUX, POJIBOBHX).
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3H 3.3. 3a0e3neuyBat BBEACHHS MiI3BITHOCTI 1 CUCTEMU YIPaBIIiHHSI
JOCTYIIOM [0 €JeKTPOHHUX IH(QOpPMAaLifHUX pecypciB i MpOLECiB B
iHpOpMaLiiHIX Ta iH(pOpMaLIITHO-TETEeKOMYHIKAI[IHHUX
(aBTOMaTH30BaHUX) CHUCTEMax 3 BUKOPHUCTaHHSM >KypHAIB peecTpariii
MOJiH, iX aHai3y Ta BCTAHOBICHUX MPOLICIYDP 3aXUCTY.

3H 3.4. IlpoBoautu atecramii (CUparOYlch Ha OOJIK Ta OOCTEKEHHS)
PEKUMHUX TEPUTOPIii (30H), MPUMIIIEHb, TOIIO B YMOBAX JI0JEPKAHHS
PEKHUMY CEKPETHOCTI i3 (DIKCyBaHHSM pE3YJIbTATIB Yy BIAMOBIAHUX
JOKYMEHTaX.

3H 3.5. 3abe3nedyBaTtu HENEPEPBHICTH MPOLECY BEACHHS >KypHAJTIB
peectparnii mMmOMiii Ta IHIUACHTIB Ha OCHOBI aBTOMAaTH30BAaHUX
IpoLEeayp.

3H 3.6. BnpoBa/pKyBaTH NpOLIECH BUSBICHHS, ineHTH(]IKaIii, aHaIi3y
Ta pearyBaHHs Ha IHIMJIEHTH 1HopMaIlliiiHoi 1/abo kidepOe3nexu.

3H 3.7. 3actocoByBaTH HalllOHAJIbHI Ta MDKHAPOHI PETYIIIOI0Y1 aKTH Y
chept  iHdopmamiiHoi  Oesmexku  Ta/abo  kiOepbOesmeku A
pO3CIiTyBaHHS IHIIUICHTIB.

3H 3.8. BupimyBatu 3amaui 3a0e3neueHHs Oe3nepepBHOCTI Oi3Hec-
MPOIIECiB  OpraHi3alii Ha OCHOBI TeOpii PHU3UKIB Ta BCTAHOBJICHOI
CUCTEeMM  yIpaBliHHA  1HGopMaliiiHOIO  Oe3Mekor, 3TigHO 3
BITYM3HSHUMH Ta MDKHAPOJHIMH BUMOTaMH Ta CTaAHIApTaMH.

3H 3.9. 3acrocoByBaTH pi3H1 KJlach MOJITHK 1H(opmarliifiHoi Oe3nexu
Ta/abo kibepOe3neku, 10 0a3ylOTbCd HA  PU3UK-OPIEHTOBAHOMY
KOHTPOJI JOCTYMy A0 1HGOpMaLifHUX aKTHBIB.

3H 3.10. 3pgiiicHioBaTH aHami3 Ta MIHIMI3AIil0 PHU3UKIB O0OpOOKH
tH(popmartii B iHpopMaIiifHO-TeTIEKOMYHIKAIlIHHUX CHCTEMaXx.

3H 3.11. 3paTtHICTP TPOJEMOHCTPYBATH 3HAHHA Ta PO3YMIHHS
METOJIOJIOT1A TPOEKTYBaHHS, BIAMOBIIHMX HOPMATUBHUX JTOKYMEHTIB,
YUHHUX CTAaHAAPTIB 1 TEXHIYHUX YMOB;

Jlna onoky 0400 “Aominicmpysannsn cucmem Kivepoeznexku”

3H 4.1. BupimyBaTu 3aBIaHHs 3aXHCTy Mporpam Ta iHQopmairii, mo
00poOnsgeThess B IHPOPMAIIHHO-TEICKOMYHIKAIIIMHUX ~ CHCTEMax
IPOTpaMHO-arapaTHUMHK 3ac00aMU Ta JIaBaTH OIIHKY PE3yJIbTaTUBHOCTI
SIKOCTI IPUHHATUX PIlIICHb.

3H 4.2. BnpoBamkyBath 3axoAd Ta 3a0e3leuyBaTH peaii3alliro
IPOIIECIB TONEPEIDKCHHSI OTPUMAaHHIO HECAHKI[IOHOBAHOTO JOCTYMy i
3axucTy B iH(pOpManiiHUX Ta iH(OPMALIHHO-TeNEeKOMYHIKAIHHIX
(aBTOMATHU30BaHMX) CHUCTEM HAa OCHOBI €TAJIOHHOT MOJEi B3aeMOJIii
BIJIKDUTHX CHCTEM.

3H 4.3. BupimryBatu 3a/1a4i 3aXUCTy MOTOKIB JaHUX B iH(OpMAaLiHHUX
Ta iHpOopMaIliiTHO-TeJIeKOMYHIKAIlIHHUX (aBTOMATH30BaHKUX) CUCTEMaxX
3H 4.4. AnanizyBaTu Ta IPOBOJUTH OILIIHKY €(EKTUBHOCTI Ta PIBHS
3aXMIIEHOCTI pecypciB pi3HUX KiaciB B  iH(popMaliiHUX Ta
iHpOpMaliitHO-TeIeKOMYHIKAI[IMHUX (aBTOMAaTU30BaHUX) CHCTEMax B
X0l TIPOBEJNEHHS BUMPOOYBaHb 3TiTHO BCTAHOBJICHOI MOJITHKU
iH(popManiitHoi Ta/abo kibepOe3neku.

3H 4.5. 3giiicHioBaTH  OLIHIOBAaHHS  MOXIIMBOCTI  peami3arii
MOTEHIIHHUX 3arpo3 iHdopMarlii, 1mo o0pobiseTscss B iHPOpMaIiiHO-
TEIEKOMYHIKAI[IHUX cHUCTeMaX Ta e(QEeKTUBHOCTI BUKOPUCTaHHS
KOMIUIEKCHUX 3acO0iB 3aXUCTy B yMOBax peaiizallii 3arpo3 pi3HHUX
KJIacCiB.

3H 4.6. 3miiicHIOBATH OLIHIOBAHHSI MOXJIMBOCTI HECAHKI[IOHOBAHOI'O
JOCTYIY 10 €IEMEHTIB IHPOpPMaLiifHO-TEIeKOMYHIKAI[IMHUX CUCTEM.
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3H 4.7. 3actocoByBaTH TeOpii Ta METOJU 3aXUCTy Ui 3a0€3MeUCHHS
0e31eku eneMeHTIB iH(OopMaIiifHO-TeIEKOMYHIKAIIIHHUX CUCTEM.

3H 4.8. BupimyBatu 3amaui ymnpaBiIiHHA HpPOLECAMHU BiTHOBICHHS
mTaTHOTO  (YHKUIOHYBaHHS  iH(pOpPMAaIiiHO-TEIEKOMYHIKAIlIHHIX
CHCTEM 3 BHUKOPUCTAHHSM TMpPOLEAYp Ppe3epBYBaHHSAM  3TiJHO
BCTaHOBJICHOT MOJIITHKHU O€3IeKH.

3H 4.9. BupimyBatu 3amadi 3a0e3nedeHHs Oe3nepepBHOCTI OizHec
IpOIIeCiB OpraHizailii Ha OCHOBI T€Opii pU3UKIB.

3H 4.10. IlpmiiMaTi y4acTe y po3poOmi Ta BIPOBAIKEHHI CTpaTerii
iHpopMaIiiiHOT Oe3mekn Ta/abo kibepOe3meKu BiMMOBIAHO 1O IUICH i
3aBJ/IaHb OpraHizarii.

3H 4.11. BupimyBatu 3a1adi aHaiizy IporpaMHOTO KOJy Ha HasBHICTb
MOJKJIBHX 3arpos3.

KomyHikauis (KOM)

1. yMiHHS CHUIKYBAaTHCh, BKJIIOYAIOYH YCHY Ta MMUCbMOBY KOMYHIKAI[IIO
YKpaiHCbKOIO MOBOIO Ta OJIHIEI0 3 I1HO3EMHHUX MOB (@HIVIIHCBHKOIO,
HIMEIBKOI0, (hpaHIy3bKOI0, ICIAHCHKOIO);

2. 3IaTHICTh BUKOPUCTAaHHS pPI3HOMaHITHUX
1HQOpMaLIHHUX TEXHOJOTIH, I ePEeKTUBHO
npodeciitHOMY Ta COIIAIBHOMY PIBHSIX.

METOMIB, 30KpeMa
CIIUIKYBaHHSA  Ha

ABTOHOMIA |
BiAnoBiaanbHicTb (AiB)

1. 3gaTHICTH aanTyBaTHCh 10 HOBUX CUTYalllll Ta MPUHMATH PIIICHHS,;
2. 3IIaTHICTh YCBIIOMITFOBATH HEOOXIAHICTh HABYAHHS BIIPOJIOBXK YCHOTO
XKUTTS 3 METOI0 NOTriauOiIeHHsS HaOyTuX Ta 3100yTTS HOBHX (DaxOBHX
3HaHb;

3. 3IaTHICTH BINOBIIAIBLHO CTAaBUTHUCH JI0 BHUKOHYBaHOiI poOOTH Ta
JOCATaTH TOCTaBICHOT METH 3 JOTPUMAaHHAM BUMOT HpodeciiHol
eTHKU;

4. 3maTHICTh JEMOHCTPYBAaTH PO3YMIHHS OCHOBHHMX 3acaj] OXOPOHH
npari Ta 0e3MeKH KUTTEAISUTBHOCTI Ta X 3aCTOCYBaHHS.

8 — PecypcHe 3abe3nedyeHHs peanisaLiii nporpamm

CneupdiyHi ITonan 80% HaykoBO-TIeAAroriyHMX TMPAIiBHUKIB, 3adiTHHX [0
XapaKTepPUCTUKM BHUKJIaJIaHHS MPOeCiiHO-OPIEHTOBAHUX JUCIMILIIH 31 CIEiaJbHOCTI
KaZpOBOro 125 «Kibepbe3mnekay» MarOTh HAYKOBI CTYIIGHI Ta BYCHI 3BaHHS, 3
3a6e3neyeHns IPAaKTUYHUM J0CBITOM poboTu > 15%.
CneupdiyHi Bukopucranus cydacHOTO OOJaJHaHHS MPOBITHUX KOMIAHIN y raimysi
XapaKTepUCTUKM iHQopMaliiHUX TexHOoJOrii Ta iHpopMaliiiHOI Oe3leku, 30KpeMa
matepiansHo-texriutoro | Xilinx, Altera, a Takox cTaHzapTM30BaHUX BITUM3HSIHUX aNapaTHO-
3a6e3ne4yeHHs IpOrpaMHUX 3ac00iB 3axucTy iH(pOpMAaIlii, HeHTp cepTUdikallii KIoYiB,
BUpOOHUITBA «[HCTUTYTY iHDOPMALIHHUX TEXHOJIOT1I (M. XapKiB).
CneundiyHi Buxopucranus BIPTYaJIbHOTO HABYAJILHOTO CepeI0BHINA
XapaKTepPUCTUKM HanionansHoro yHiBepcuteTy «JIbBiBCbKa MOJITEXHIKa» Ta aBTOPCHKUX
iHhopMaLLfiHo- PO3po0OK MPOohecOPChKO-BUKIANAIIBKOTO CKIATY.
METOAMYHOrO
3abe3neveHHn

9 — AKkagemivyHa mobinbHICTb

HauioHanbHa KpednTHa
MODINTbHICTb

Ha  ocHOBI  ABOCTOpPOHHIX  jgoroBopiB MKk  HamioHanasHUM
yHiBepcuTeToM  «JIbBIBCbKA  MOJITEXHIKa»  Ta TEeXHIYHUMHU
yHIBEpCUTETaMH YKpaiHu.

MiXHapoaHa KpeanTHa
MObiNbHICTb

Ha ocHOBI  ABOCTOpOHHIX  jgoroBopiB MK  HamioHambHUM
yHiBepcuTeToM «JIbBIBChbKA MOJITEXHIKA» Ta HABYATbHUMU 3aKJIaJaMU
KpaiH-TlapTHEPiB

HaB4aHHA IHO3EMHMX
3100YyBaYiB BMLLOT OCBITH

Mo>xnuBe, MicJisi BUBYEHHS KypCy YKpaiHCbKO1 MOBU
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2. Po3moaii 3micTy

OCBITHBO-NIPO(eCiHHOI pOorpamMu
3a rpyniaM KOMIIOHEHTIB Ta HUKJIAMHM IiJATOTOBKHU

OO6csr HaBYATbHOTO HABAHTAXXEHHS 37100yBaya BUIOT OCBITH
(xpemutis / %)
Ne O060B’s13K0B1 BubipkoBi
g | T HiArOTOBKH KOMIIOHCHTH KOMIIOHEHTH Beworo
OCBITHBO- OCBITHBO- 3a BECh TEPMIiH
npodeciiHoi npodeciinoi HaBYaHHS
porpamMu porpamMu
1 2 3 4 5
1| Mwmer sarambroi 69/28,8 12/5 81/33,8
MITOTOBKH
2. | Humwn mpogeciiiror 104/43,3 55/22,9 159/66,2
MiITOTOBKH
Beporo 3a Beck Tepuin 17372,1 67/27,9 240/100
HaBYAHHSI

3. IlepeJiik KOMIIOHEHT OCBITHBO-NIPO(eciliHOI mporpaMmu

Kon v/n KommnoneHnTu ocBITHBOI iporpaMu KinbkicTs dopma
(HaBYANBH1 TUCIUILTIHU, KYpCOBI MPOEKTH (poOO0TH), KpEeAUTIB M1ICYMK.
MIPaKTHKH, KBajidikaiiiina pobora) KOHTPOJIIO
1 2 3 4
O00B’A3K0BI KOMIIOHEHTH CHEWiaJbHOCTI
1. Hukn 3azanvuoi niozomoexu
CK1.1. | Buma marematuka 4.l 8 eK3aMeH
CK1.2. | Ino3zemna moBa 3a nmpodeciiHuM CrpsIMyBaHHAM 4.1 3 mud. 3aIiK
CK1.3. | OcHoBu iH(opMaIliiiHOT Ta KIOEPHETHYHOT O€3MeKH 4 mud. 3k
CK1.4. | Texnosorii mporpaMmyBaHHs 4.1 8 €K3aMeH
CK1.5. | Ykpaincbka MoBa 3a mpo(eciitHIM CIpsIMyBaHHSIM 3 €K3aMeH
CK1.6. | ®3uka u.l 4 eK3aMeH
CKl1.7. | Buma maremaruka 4.2 8 €K3aMeH
CK1.8. | Inozemna MmoBa 3a mpoQeCitHUM CIIpsIMyBaHHSAM 4.2 3 mud. 3k
CK1.9. [ IcTopis nep>kaBHOCTI Ta KylbTypu YKpaiHu 3 eK3aMeH
CK1.10. | Texnonorii mporpaMmyBaHHs 4.2 7 eK3aMeH
CKl1.11. | ®i3uka 4.2 4 eK3aMeH
CK1.12. | Ino3zemHa MoBa 3a ipodeciitHuM CIIpIMyBaHHSIM 4.3 3 eK3aMeH
CK1.13. | CxemoTtexHika 8 eK3aMeH
CK1.14. | dutocodis 3 eK3aMeH
Bceboro 3a nuki: 69
2. Huxn npogpeciiinoi niocomosxku
CK2.1. | Omepariiini cuctemu 5 €K3aMeH
CK2.2. | Komm’roTepHi Mmepexi 5 €K3aMeH
CK2.3. | Teopis iHopmarii Ta KOJyBaHHS 5 €K3aMEH
CK2.4. | ba3u gaHux Ta 3HaHb 6 €K3aMeH
CK2.5. | IuckperHa maTemMaTuka 3 €K3aMeH
CK2.6. | HopmaTuBHO-TpaBOBe 3a0€3ME€UeHHS Ta MDKHAPOIH1 4 €K3aMEH
CTaHJapTH KibepOe3neKu
CK2.7. | ApxiTekTypa KOMII IOTEPHUX CUCTEM 5 €K3aMEeH
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CK2.8. | Metoau Ta 3acobu TEXHIYHOTO 3aXHUCTy iHpopmarlii 4. 1 4 €K3aMEH
CK2.9. [ OcHoBu oxopoHH mipailli Ta Oe3MeKa KUTTETISTBHOCTI 3 mud. 3amik

CK2.10. | IIporpamyBaHHsI CKPUIITOBUMU MOBAMHU 6 €K3aMEeH
CK2.11. | WEB-nporpamyBaHHs 3 eK3aMeH
CK2.12. | be3neka iHppacTpyKTypHu KOMII FOTEPHUX MEPEK 4 €K3aMEH
CK2.13. | Kpunrorpadiuai cuctemMu Ta mpoTOKOIH 9) €K3aMEH
CK2.14. | be3neka nporpaMHOTO 3a0€3M€UeHHS 3 €K3aMeH
CK2.15. | Texnomnorii po3cnigyBaHHs iHIIUAEHTIB iHGOpMaIiiHOT 5 €K3aMEeH

Oe3nexku
CK2.16. | KoMmekcHi cucteMu 3axucty iHdopmariii 4 eK3aMeH
CK2.17. | MenemxmenT iHpOpMaIliifHOi 6e3meKu 4 eK3aMeH
CK2.18. | ba3u nanux ta 3Hanb KP 2 . 3aik
CK2.19. | ApxitekTypa Komn 1otrepHux cucrtem KP 2 . 3aiK
CK2.20. | be3neka iHppacTpykTypu KoMl t0TepHUX Mepex KP 2 . 3aiK
CK2.21. | Komm’torepHi mepexi KI1 3 . 3aik
CK2.22. | Kpunrorpadiuni cucremu ta npotoxosu KIT 3 . 3aiK
CK2.23. | KommekcHi cucteMu 3axucty iHdopmartii KIT 3 . 3aiK
CK2.24. | [IpaxTHka 3a TeMoro OakaaBpchbKoi kBaligikamiiiHoi 3 mud. 3aiik

poboTtu
CK2.25. | Bukonanus 6akanaBpchKkoi KBaiikaiiifHoi poooTu 9
CK2.26. | 3axuct 6akanaBpchkoi kBaridikamiitHoi podoTn 3
Bcbozo 3a yukn: 104
Bcwvozo 3a cninoni komnonenmu: 173

Buo0ipkoBi KOMIIOHEHTH OCBITHBO-MPO(eciiiHOI Mporpamu
BubipkoBi 0,10kM KOMIIOHEHTIB
3. Iukn 3azanvhnoi niocomoexu
Bcebvozo: | 6 |
4. Huxn npogheciiinoi niozomosxu
Buéipkoei komnonenmu o10ky 0100: Kivepoe3neka komn’tomepHux cucmem ma mepeiic

Bb1.1. | Komanana po6ora 3 mud. 3k
Bb1.2. | [IporpamyBaHHS YKCEIBHUX METOIIB 4 €K3aMeH
Bb1.3. | Cucremu 6aHkiBChKOT Oe3meKu 3 €K3aMeH
Bb1.4. | AnropuTMidHi OCHOBH KPHITOJIOTIi 5 eK3aMeH
BB1.5. | CoemiaiizoBaHi METOIU OOYUCIIEHD UL .

) o . 5 mud. 3amik

iHbOpMaLIITHO-KOMYHIKAI[IHHUX CUCTEM
Bb1.6. | [ndopmarniiiHo-KOMyHIKaI[IiHI cUCTEMU 5 eK3aMeH
Bb1.7. | MetpoJioris Ta BUMIprOBaJbHA TEXHIKA 3 mud. 3amik
Bb1.8. | OcHoBu iHTEepHETY peyeii Ta aHAIITHKA BETUKUX JaHUX 3 mud. 3k
Bb1.9. | Aynut Ge3neku cMapT-KOHTPAKTIB 4 . 3aiiK
Bb1.10. | [Ipuxiagna kpunrorpadis 4 €K3aMEH
BB1.11. | Hudposa 06poOka curHamis Ta 300paxeHb 4 €K3aMEH
Bb1.12. | Metoau Ta 3acobu KpunroaHaiizy 4 €K3aMEH
BB1.13. | IIporpamyBanHs yucenbHuXx Metonis (KP) 2 . 3aiiK
Bb1.14. | IndopmaniitHo-komyHikaniitHi cucremu (KP) 2 . 3aiik
BB1.15. | llpuxnagna kpunrorpadis (KP) 2 . 3aiiK
Bb1.16. | Hupposa 0o6podka curnaiis ta 300paxens (KP) 2 . 3aiiK
Bcvozo 3a yukn 55
Bcvozo ona onoky 55
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Buoipkosi komnonenmu 610Ky 0200: Cucmemu mexniunozo 3axucmy inghopmauii,

asmomamu3zauyin it 00pooKu

BB2.1. | MetpoJioris Ta BUMipIOBIabHA TEXHIKa 3 . 3aIiK
BB2.2. | CxemoTexHika TPUCTPOIB  TEXHIYHOTO  3aXHUCTY
) 6 eK3aMeH
iHpopmaii
BB2.3. [Ilomss 1 XBWiIi B CHCTEMax TEXHIYHOTO 3aXHCTYy
. 5 €K3aMEeH
iHpopMmarii
BBb2.4. | Texniuni 3acobu OXOpOHU OO’€KTIB Ta YIPABIIHHS 5 .
. . nud. 3aik
TEeXHIYHUMU 3aco0amu iHpopmartii
Bb2.5. | 3acobu nepenaBanHs, puiiMaHHs Ta 0OpOOKH
. 5 €K3aMEeH
iHpopmaii B cucremax T3I
BB2.6. | Metoau ta 3acobu 3axucty iHpopmarii, 4. 2 3 eK3aMeH
BB2.7. | Hudpora 06poOka curnamis 3 . 3aIiK
Bb2.8. | besmneka kibepdi3uuHUX CHCTEM 3 €K3aMEH
BB2.9. | Mikpormnporiecopu B CHUCTEMax TEXHIYHOTO 3axXHUCTy 4
. eK3aMeH
1HpopMmaii
BB2.10. | [IpoexTtyBaHHsl cuctem Oe3neku OO’€KTIB KPUTUYHOI 4 CK3AMCH
1HGPACTPYKTYpH Ta IepKaBHOI TAEMHMII1
BB2.11. | Anaparna kpuntorpadis 4 eK3aMEeH
BB2.12. | Metonu Ta 3aco6u 3axucty iHpopmaii (KP) 2 mud. 3aiik
BB2.13. | [IpoexTyBanHs cuctem Oe3neku OO’€KTIB KPUTUYHOI 2 n. sani
iHbpacTpykTypH Ta nepxkaBHoi TaemHauIll (KP) e
BB2.14 | Cxemotexnika npuctpois T3I (KII) 3 mud. 3aiik
Bb2.15 | besneka kibepdiznunux cucrem (KII) 3 mud. 3aiik
Bcbozo 3a uukn 55
Bcvozo ona onoky 55
Buéipkoei komnonenmu oao0ky 0300: Yupaeninus inghopmauiiitnoro 6eznexoro
BB3.1. | Komanana po6ora 3 mud. 3aIiK
Bb3.2. | 3abe3neuyenns  iHdopmaliiiHoi Ta  KibepOe3meku 3
eK3aMeH
JepKaBu
Bb3.3. | ComiorexHiyna Oe3meka Ta iHpOpMaIiitHO-aHATITUYHE .
. 6 mud. 3k
3abe3nedyeHHs KibepOe3neku
Bb3.4. | OcHoBH 1HbOpMaIITHO-TEIEKOMYHIKAI[IHHAX 5 eK3aMeH
TEXHOJIOT1H
BB3.5. [ [IporHo3yBaHHsa Ta MOJENIOBaHHS B COLIaibHIN cdepi 5 CK3AMEL
Ta 3a0e3nedeHs HenepepBHOCTI Ib Oi3Hecy
BB3.6. | AynuT, nineH3yBaHHS Ta akpeauTaiis iH(opmariiHoi 5 CK3AMET
Oe3neKu
Bb3.7. | Komm’rorepna o6po6ka indopmartii 3 mud. 3k
BB3.8. | Mob6inbpHi TeXHOIOTII Ta X 3aXHCT 3 €K3aMeH
BB3.9. | OuiHroBaHHS pU3UKIB Ta IUIaHYBaHHS BiHOBJIEHHS [C 5 €K3aMEH
BB3.10. | [IpoekTyBanHs cucteM Oe3nekd 00’€KTiB KPUTUYHOI 4 CK3AMCH
IHQpaCTPyKTypH Ta JAepKaBHOI TAEMHHUII
BB3.11. | YnpaBninag cucremamu KibepOe3neku Ta ix HalilHICTb 3 . 3aiiK
BB3.12. | [Tomituka iHdopMmaniiiHoi 6e3nexu 4 €K3aMEH
BB3.13. | AynuT, nineH3yBaHHsI Ta akpeAuTaiis iH(GopMaliiHoi .
3.13 Y/ULT, JIHCH3YS peaTan opmariiiio 2 mud. 3amik
6e3neku (KP)
BB3.14. | [IpoekTyBanHs cuctem Oe3nekd OO0’€KTIB KPUTUUHOI nd. saix
iH}pacTpykTypu Ta aepxkaHoi TaemuuIi (KP) Q-
BB3.15. | Yopasninas cucreMamu KibepOe3neku Ta ix HaaiiHICTh 2 . 3aIiK

17




| (KP)
Bcvozo 3a yuxn 55
Bcvozo ona onoky 55
|
Buoipkosi komnonenmu 610Ky 0400: Aominicmpysannsn cucmem Kivepoesnexu
Bb4.1. | Komanmgna poboTa 3 . 3amiK
Bb4.2. | besneka By3:miB KOMII FOTEPHOT MEPEXKi 3 . 3aiK
Bb4.3. | OuiHroBaHHS pU3UKIB Ta IUTaHyBaHHS BiHOBIEHHS [C 6 €K3aMEeH
Bb4.4. | Aymut indopmariitHoi Oe3nexu 9) €K3aMEH
Bb4.5. | Opranizaris iHpOpMaLIHHUX  TEXHOJOTIH Ha 5
MiAIPUEMCTBI Ci3aMeH
Bb4.6. | besneka BeO-noaaTkis 9) €K3aMEeH
Bb4.7. | Be3nexa MOOLIBHUX TEXHOJIOTIH yacTrHa 1 3 mud. 3aik
Bb4.8. | ETuunmii XakiHr B KOMIT'IOTEPHHX CHCTEMax Ta 5
Mepekax eK3aMeH
Bb4.9. | besneka mepexeBux onepaniiiHuX CUCTEM 9) €K3aMEH
Bb4.10. IHCprM'eHTI'/I MgpemeBoI Oe3neku Ta  CHUCTEMH 5 CK3AMEH
)ypHanzamii noxaid B KC
Bb4.11. | TectyBaHHs mporpaMHOro 3abe3neueHHs 4 mud. 3aiik
Bb4.12. | be3neka MOOLTBHUX TEXHOJIOTII YacTHHA 2 4 €K3aMEeH
Bb4.13. | TectyBanus nmporpamuoro 3a6esnedents KP 2 mud. 3aiik
Bcbozo 3a yuxn 55
Bcvozo ona énoky 55
Buo0ipkoBi KOMIIOHEHTH iHIIUX OCBITHBO-NIPOdeciiHUX Mporpam
Bcewozo 6
Bcvozo 3a eubipkosi komnonenmu 60
Bcvozo 30 oceimuvo-npogheciiiny npozpamy 240
4. ®opmu aTecTanii 3100yBayiB BUII0I OCBITH
®dopmu arecrarii ATtecraris 301IMCHIOETECA Y opMi TyOIIYHOTO 3aXUCTy KBaiikamiiHOT
3100yBaviB BUIIOT | POOOTH.
OCBITH Ha arecTtaiito BUHOCUTbCA CYKYNHICTh 3HaHb, YMiHb, HAaBUYOK, IHIIUX
KOMIIETEHTHOCTEH, HaOyTHMX 0c000I0 B TMpolleci HaBYaHHS 3a JaHUM
CTaH[IapPTOM.
Jlo arecramii AOMYyCKAalOThCS CTYIEHTH, SIKi BHKOHAIU BCI BHUMOTH
IpOrpaMu MiATOTOBKH.
Bumoru no Ksamnidikarriiina poboTa Mae nepeadadaTu po3B’s3aHHs CeNiaTi30BaHOI
KBaJTi(ikaiitHoi 3ajaui B ramy3i iHdopMaliifiHoi Ta/abo xibepOesneku. Kpamidikariiina
pOOOTH/TIPOEKTY po6ota BukonyeTbes 3 rpudom JICK Ta 30epiraerses y ¢pinii PCO kadenpu.
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5. Marpuus BiinoBiTHOCTI MPOrpaMHUX KOMIIETEHTHOCTEH HABYAJIbHUM

KOMIIOHCHTaM

IHT

3K1

3K?2

3K 3.

3K 4

3K 5

3K 6

3K 7.

—

<
S

N

<
S

o3
<
S

<
-
S

DK 5

DK 6

DK 7.

DK 8.

DK 9

@K 10

DK 11

DK 12.

CK1.1

CK1.2.

CK1.3.

CK1.4.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10.

CK1.11.

CK1.12.

CK1.13.

CK1.14.

CK2.1

CK2.2.

CK2.3.

CK24.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

CK2.11.

CK2.12.

CK2.13.

CK2.14.

CK2.15.

CK2.16.

CK2.17.

CK2.18.

CK2.19.

CK2.20.

CK2.21.

CK2.22.

CK2.23.

CK2.24.

CK2.25.

CK2.26.

IHT

3K1

3K?2

3K 3.

3K 4

3K5

3K 6

3K 7.

OK 1

DK 2

OK 3.

OK 4

®K 5

DK 6

DK 7.

DK 8.

DK 9

@K 10

@K 11

DK 12.
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6. MaTpuus BignoBiaHocTi (paxoBi KOMIETEHTHOCTI NMpogeciiiHOro
cnpsimyBaHHs (PKC) HaBYaIbHUM KOMIIOHEHTAM

onoky 0100
«Kibepoe3neka komn’romepHux cucmem ma Mepexc»

SRR AR RETIN R R R
SIS NSNS RSNl RSIRSI RS NI IS
222222222z
S| || e el e el el el ale

BB1.1 o |

BB1.2. . .

BB1.3. oo

BB1.4. . .

BB1.5. . .

BB1.6. . . . .

BB1.7. o |

BB1.8. . . . .

BB1.9. o | . . .

BB1.10. . . .

BB1.11. . .

BB1.12. o |

BB1.13. . .

BB1.14. . . . .

BB1.15. . . .

BB1.16. . .

onoxy 0200
«Cucmemu mexniuno2o 3axucmy ingopmauii, aemomamu3zayis it 00pooOKu»

AdlN|mx|w| o~ ol 3|
NN NN NN NN NG
C1RCIRCI RSl NI RS NSINSINSINSINS!
IR A
S| S| S| el el el el el elale

BB2.1 . .

BB2.2 o | o | o

BB2.3 . .

Bb2.4 o | o | o

BB2.5 . .

BB2.6 . .

BB2.7 .

BB2.8 . o | o

BB2.9 . . .

BB2.10 o | o | e . .

BB2.11 . . .

BB2.12 . . . . . . .

BB2.13 o | o | e . .

BB2.14 o | o | e

BB2.15 . o | .




onoky 0300

«Ynpaeninna ingpopmauiiinoro 6e3nexoro»

SN Sfw| o~ ol ol S| g
e N e N I I N NP N o I N IS oo B VI s
SIS NSRS RO RSN ST RS SIS
222222222z
S| e S| o B B e e el ele
BBb3.1 o | . o | e
Bb3.2 . . o | e
BB3.3 o | .
Bb3.4 .
BB3.5 . . . . . .
BB3.6 . . . . .
BB3.7 . . .
BB3.8 . . .
BB3.9 3K 3K .
BBE3.10 NREKE . .
BB3.11 o | .
BBE3.12 . o |
BB3.13 N P P P
BB3.14 R . .
BBE3.15 o [ .
onoxy 0400
«Aominicmpyeannsa cucmem Kiovepoezneku
dl Nl Slwlo~l ool GG
Olo|lulolululololvl ol
I I A
S|l e e e B e el e elale
Bb4.1 o | e .
Bb4.2 . . . . .
Bb4.3 . . . . . .
Bb4.4 . . . . . .
BB4.5 . . . . . .
BbB4.6 . . . . o | o
Bb4.7 . . . .
Bb4.8 . . . . . . .
Bb4.9 . . .
Bb4.10 . K
Bb4.11 . o | . .
Bb4.12 . . . .
Bb4.13 . o | . .
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MaTpuus BiAlIOBIAHOCTI NPOrpaMHMX Pe3yJIbTATIB HABYAHHSA

/HaBYaJIbLHUM KOMIIOHEHTaAM

3H1
3H2
3H3
3H4
3H5
3H6
3H7
3HS8
3H9
3H10

3H11

3H12

3H13

3H14

3H15

3H16

3H17

3H18

3H19

3H20

3H21

3H22

3H23

3H24

3H25
KOM1

KOM2

AiB1
AiB2
AiB3
AiB4

CK1.1

CK1.2.

CK1.3.

CK1.4.

CK1.5.

CK1.6.

CK1.7.

CK1.8.

CK1.9.

CK1.10.

CK1.11.

CK1.12.

CK1.13.

CK1.14.

CK2.1

CK2.2.

CK2.3.

CK2.4.

CK2.5.

CK2.6.

CK2.7.

CK2.8.

CK2.9.

CK2.10.

CK2.11.

CK2.12.

CK2.13.

CK2.14.

CK2.15.

CK2.16.

CK2.17.

CK2.18.

CK2.19.

CK2.20.

CK2.21.

CK2.22.

CK2.23.

CK2.24.

CK2.25.

CK2.26.

3H1
3H2
3H3
3H4
3H5
3H6
3H7
3HS8
3H9
3H10

3H11

3H12

3H13

3H14

3H15

3H16

3H17

3H18

3H19

3H20

3H21

3H22

3H23

3H24

3H25

KOM1

KOM2

AiB1
AiB2

AiB3
AiB4
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onoky 0100
«Kibepbe3neka komn’romepHux cucmem ma Mepexc

Sl Qe el el sl xlal S| 2
|| E| | 2|22 EEEE
Al Al Al A A Al | A A 23| AR

BB1.1 . . .

BB1.2. o | e .

BB1.3. . . . . . .
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BB1.8. . . o |

BB1.9. . o | .
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BB1.13. K .

BB1.14. oo o]

BB1.15. . . .

BE1.16. . .

onoxy 0200
«Cucmemu mexniunozo 3axucmy ingopmauii, asmomamu3zauia ii 00pooKu»

= Q| ) wn el el el ST
SIS S I S I S A S I S
SR
ISR RIS RIS IR R IR

BB2.1 . o | o . .

BB2.2 .

BB2.3 KN

Bb24 .

BB2.5 . . .

BB22.6 . . . . . .

BB2.7 . .

Bb2.8 . . .

BB2.9 . K

BB2.10 . o | .

BB2.11 . K

BB2.12 . . . . . . .

BB2.13 . o | .

Bb2.14 .

BB2.15 . . .




onoky 0300
«Ynpaeninna ingpopmauiiinoro 6e3nexoro»

= Q@ wl el sl el el 2|2
| | en| en| ed| | el en| en| S| o
= | 2 2 222
Al Al Al A A Al | A A 23| MR

BB3.1 D .

BB3.2 NN .

BB3.3 . . .

BB3.4 .

BB3.5 RN . .

BB3.6 o | o o | o | o .

BB3.7 e .

BB3.8 . D

BB3.9 . SRR .

BB3.10 . o | o | o o | o .

BB3.11 . . .

BBE3.12 D

BB3.13 o | RN .

BE3.14 . e | o | o o | o .

BBE3.15 . . .

onoxy 0400

«Aominicmpyeannsa cucmem Kiovepoezneku
el B LI IS A B B R B ROt
< | | | | | | | | | < <
SRR R
ISR RIS IR IR R IR

BB4.1 o | . .

BB4.2 e e .

BB4.3 . . o | o] o | e

BB4.4 o | o o | o | e .

BB4.5 . . . . .

BB4.6 o | o | o | . .

BB4.7 NI

BB4.8 o | o o | o | e .

BB4.9 .| .

BB54.10 o |

BB4.11 . . . .

BB4.12 o e[

BB4.13 . . . .
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JIoriyHo-cTPyYKTYpHa cxema
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